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NHO®OPMALIMOHHAA MAMATKA
AnA OBYYAKOLLUUXCA

C kaxgblM rogoM MOMOAEXWN B UHTEPHETE CTaHOBUTHLCHA Borblue, a LWKOMbHUKM OAHU U3 CaMbiX aKTUBHbIX
nons3oBartener PyHeTa. Mexgy Tem, NOMMMO OFPOMHOrO KONMYECTBa BO3MOXHOCTENW, WHTEPHET HeceT U
npobnembl. 3Ta NamMATKa JOMMKHA NomMoYb Tebe 6e3onacHO HaXoaNTbLCSA B CETU.

KomnbtloTepHbie BMpYyChbl

KomMnblOTEPHBIN BUMPYC - 3TO PasHOBUAHOCTb KOMMbHOTEPHbIX MpOrpamMm, OTAUYUTENBHOW OCOBEHHOCTLIO
KOTOpPOM $BMSIETCS CMOCOOHOCTb K pas3MHOXeHMo. B gononHeHue K 3TOMy, BUPYCbl MOryT MOBpeanTb UMK
MOMHOCTbI YHUYTOXUTb BCe (pannbl M AaHHble, NOAKOHTPOSbHbIE MONb30BaTEN0, OT MMEHM KoToporo Gbina
3anyLleHa 3apaxeHHas nporpaMmma, a Takke NoBpeauTb UMK OaXe YHUUTOXUTb ONEepPaLMOHHYI0 CUCTEMY CO BCEMMU
darinamm B Lernom. B 6onblMHCTBE CriyqaeB pacnpoCTPaHATCS BUPYChl YeEpPe3 MHTEPHET.

MeToab! 3aWuTbl OT BPEAOHOCHBIX MPOrpaMm:

1. Wcnonb3yn coBpeMeHHble OnepauroHHblE CUCTEMbI, UMELLME CEPbe3Hbld YpPOBEHb 3aluTbl OT
BPEAOHOCHbIX MPOrpamm;

2. MocToAHHO ycTaHaBnMBan nayvyTn (UMpoBble 3annaTkv, KOTOpble aBTOMaTUYeCKM yCTaHaBNMBAlOTCSH C
uenbo gopaboTku nporpaMmmbl) U gpyrue OoGHOBMNEHWsI CBOEN onepaumMoHHOM cucTemMbl. CkaumBanm MX TOMbKO C
odhmumansHoro cavita paspabotunka OC. Ecnum cylecTByeT pexnm aBToMaTn4eckoro 06HOBEHNS, BKITHOYM €r0;

3. PaboTan Ha cBoeMm KOMMNbOTEPE NoA npaBamMmu noJjib3oBartesnd, a He agMUHUCTpPaTopa. 370 He no3BoNUT
6OJ'IbLIJVIHCTBy BPEOOHOCHbLIX nporpamMmm nHcTarmpoBaTbCA Ha TBOEM NepPCOHalrIbHOM KOMMNbHOTEPE;

4. Vcnonb3yh aHTUBUPYCHblE MPOrpaMMHblE MPOAYKTbl U3BECTHbLIX MPOU3BOAUTENEN, C aBTOMAaTUYECKUM
obHoBneHem 6as;

5. OrpaHuyb prsnyecknin 4OCTYN K KOMNbIOTEPY ANA MOCTOPOHHUX KL,

6. Vicnonb3yn BHeLWHWE HOCMTENW MHOPMaLMK, Takne Kak dreLuka, AUCK unu gann n3 nHTepHeTa, TonbKo
13 NMPOBEPEHHbLIX MCTOYHWUKOB;

7. He oTkpblBa KOMMblOTEPHbIE alnbl, NONyYeHHble W3 HeHaOeXHbIX UCTOoYHMKoB. [axe Te dhannsl,
KOTOpble npucran TBOW 3HaKOMBIN. Jlyylle yTOYHU Y Hero, oTnpasnsan nn oH Tebe ux.

Cetn WI-FI

Wi-Fi - aTo He BMA nepepayn OaHHbIX, HE TEXHOMOrMs, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpuposana 6peHa "WECA", yto ob6osHauvano crioBocoveTaHue "Wireless
Fidelity", koTopbIi nepeBoanTCA Kak "decnpoBogHas TOYHOCTL".

[o Hawero BpemeHu powna gpyras abbpesuaTypa, KOTOpas SBNSETCA TakOM Xe TexHonorven. 3To
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue 6bINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3ByKOBOW TexHuku Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKast TOMHOCTL".

Oa, OecnnaTtHbIN WHTEePHEeT-A40CTyNn B Ka(be, oTeENAX M a’sponopTtax dABnAeTcA OT/INYHON BO3MOXHOCTbIO
BblXO4da B UHTEPHET. Ho mHorue 9KCNepTbl CHMUTAIOT, YTO 06LLI,eﬂ,OCTyngIe Wi-Fi ceTn He aBnstoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHocTn paboTtbl B 06LenocTynHbix cetax Wi-fi:

1. He nepepaBan cBOWO nuU4YHyl0 WHopmaumio 4Yepes obwepoctynHele Wi-Fi cetn. Pabotas B HMX,
enaTenbHO He BBOAUTL NMapoSv JOCTYNa, NTOTUHBLI U KaKMe-TO HOMEepa;
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2. Vicnonb3yi 1 0GHOBNAR aHTUBUPYCHbIE NporpaMMbl U GpaHamayep. Tem cambim Tl 06e3onaculb cebs ot
3aKayku BUpyca Ha TBOe YCTPONCTBO;

3. Mpwn ncnonesosanum Wi-Fi otkntoum dyHkuuo "O6wmini goctyn k pannam u npuHtepam”. [laHHas dyHKUuA
3aKpbiTa MO YMONYaHWIO, OLHAKO HEKOTOpble MOMNb30BaTENM akTUBUMPYIOT ee Ans ygobcTBa MCNONb3OBaHWUS B
paboTte nnu yyebe;

4. He ncnonb3yin nyonmynbii WI-FI ans nepegaym nyYHbIX AaHHbIX, HANPUMMEpP Ansi BbiXoda B couManbHble
CETUW UINKN B 3NEKTPOHHYIO MOMTY;

5. Ncnonb3yn TonbKo 3aluumiieHHoe coeauHeHne vyepe3 HTTPS, a He HTTP, 1.e. npn Habope Beb-agpeca
BBOAWM UMeHHO "https://";

6. B mobunbHoM TenedoHe oTkmoum dyHkumo "TogkniodeHne k Wi-Fi aBTomatmnyecku”. He pgonyckai
aBTOMAaTMYECKOro MNOAKIYEHNsT ycTponcTBa k cetam Wi-Fi 6e3 TBoero cornacus.

CoumanbHble ceTu

CoumanbHble CeTM akTUBHO BXOAAT B Hally XXM3Hb, MHOIME ntoay paboTaloT U XKMBYT Tam MOCTOSIHHO, a B
Facebook yxe 3apermctpuvpoBaH Munnuapn 4enoBeK, YTO SABMSETCA OOHOM CeAbMOW BCEX XWUTeren nnaHeTbl.
MHorne nonb3oBaTenu He NOHMMAIT, YTO MHOpPMaUUs, pasMeLleHHasi UMM B couMarnbHbIX CETSAX, MOXeT OblTb
HalgeHa 1 ucnonb3oBaHa kem yrogHo, B TOM Yucre He obs3aTenbHO ¢ Grnarumm HamepeHusiMN.

OcHoBHble coBeTbl N0 6e30MacHOCTN B couMarnbHbIX CETAX:
1. OrpaHunyb cnncok gpysen. Y 1eb5 B Apy3bsX HE AOMKHO BbiTb CryvarHbIX Y HE3HAKOMbIX NI0AEN;

2. 3awwain cBoK YacTHyIO XU3Hb. He ykasbiBait naponu, TenedoHbl, agpeca, AaTy TBOEro poXAeHus U
APYTYIO NIMYHYI0 MHGOPMaUUIo. 3MoyMbILIIEHHUKA MOTYT UCMOSb30BaTh AaXe MHopMaLumio O TOM, Kak Tbl U TBOU
poauTenun NnaHupyeTe NPOBECTM KaHMKYIbI;

3. 3awumuian cBoK penyTaumio - AepXun ee B YucToTe n 3agasan cebe Bonpoc: xoten Obl Thl, 4TOGLI Apyrue
nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaeLs? [ogyman, npexage 4em 4To-To onybnmkoBaTh, HanucaTtb 1 3arpy3nTb;

4. Ecnu Thl roBopuvllb C NnogbMu, KOTOPbIX HE 3Haellb, HE VICI'IOJ'Ib3yl7I CBO€ pealibHOe UMA U OPYryr JINYHYHO
I/IH(bOpMaU,VIVIZ nMd, MECTO XUTENbCTBA, MECTO yqe6b| n npo4yee;

5. N3beran pasmelueHus cotorpaduin B NHTepHeTe, rae Tl n306paxeH Ha MECTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMNOIIOXEHNE;

6. I'IpM perncrtpauun B coumanbHon ceTn HeobxoaMMOo UCMONb30BaTh CITOXHbIE naposnu, cocrtodwmne n3 6yKB
n Ll,l/ld)p N C KOMMYECTBOM 3HAKOB He MeHee 8;

7. Onsa coumanbHOM CeTU, NOYTbl K OPYrMX CanToB Heo6XoauMO Mcnonb3oBaTb pasHble naponu. Torga ecnu
TebsA B3NOMaloT, TO 3M0YMbILLMIEHHWKN NOMydaT AOCTYN TOMbKO K OAHOMY MECTY, a He BO BCe cpasy.

aﬂeKTpoHHble AeHbrn

ONEKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA Cnocob nnaTexen, 04HAKO CYLLECTBYT MOLLUEHHUKWU, KOTOpble
XOTAT NONYy4YnTb 9T AEHbIN.

SJ'IeKTpOHHbIe OEeHbIM noAasuUNMCb CoBCeM HeaBHO N MMEHHO M3-3a 3TOro BO MHOIMMX rocygapcrteax o Cux
nop He NponncaHo NpPo HUX B 3aKOHax.

B Poccum xxe oHM (PYHKLMOHUPYIOT M O HUX yXe MPONUcaHo B 3aKOHe, rae MX pasfensioT Ha HEeCKOSbKo
BWOOB - @aHOHWMHbIE M HE aHOHUMHble. Pa3Huua B TOM, YTO aHOHUMMHbIE - 3TO Te, B KOTOPLIX paspeluaercs
NpoBOAWTbL onepaunn 6e3 MaeHTUdUKauuM nonb3oBaTens, a B HEAHOHUMHbIX MOEHTUdMKaUUS Mnonb3oBaTens
AaBnseTca oba3aTensHon.
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Takke crnegyeT pasnuuyatb 3MEKTPOHHble uaTHble [AeHbrM (PaBHbl FOCYAApPCTBEHHLIM BanoTam) W
3MEeKTPOHHbIE HedMaTHbIEe AeHbMM (He paBHbl FOCY4apCTBEHHBLIM BantoTam).

OcHoBHble coBeTbl N0 Be3onacHon paboTe ¢ ANeKTPOHHbIMU AeHbraMu:

1. MpuBSHXM K cHETY MOBUNBHBIN TenedoH. ATO cambli yaOOHbI 1 BbICTPbIA CNOCO6 BOCCTAHOBUTL AOCTYN K
cyeTy. NpuBsi3aHHbIN TenedgoH MOMOXeT, ecnv 3abygellb CBOW MNaTeXHbIA Naponb WAM 3anfellb Ha CalT C
HEe3HaKoOMOro yCTPONCTBA;

2. Vicnonb3yi ogHopasoBble naponu. [locne nepexofa Ha yCUMNEHHYK aBTopu3auuio Tebe yxe He byaer
yrpoXxatb ONacHOCTb KpaXXu Unn nepexsata nfaTeXxHoro napons;

3. Bbibepu cnoxHbii naponb. lNpecTynHukam OydeT He MpOCTO yragaTb CrOXHbIA naponb. HagexHbie
naponu - 3To Naposn, KOTopble coaepXaTt He MeHee 8 3HaKOB M BKIOYaloT B ce0s CTPOYHbIE M NPONMUCHbIE BYKBHI,
undpbl U HECKOMNbKO CMMBOSOB, TakMe Kak 3HaKk gonnapa, yHTa, BOCKNMUATENbHbIM 3HaK U T.n. Hanpuwmep,
$tRONg!;;

4. He BBOAM CBOU INMM4YHblE JaHHbIE HA ca|7|Tax, KOTOPbIM HE AoBepAeLlb.
OnekTpoHHas noyra

OneKkTpoHHasa no4vta - 3TO TEXHOMOMMS U MpPefoCTaBrsieMble €K YCyrn No Mepechbinike UM MNOoMyyYeHuto
3NEKTPOHHbIX COOBLLEHMI, KOTOpbIE pacnpenensaTcs B KOMMNbOTEpHON ceTu. OBbIYHO 3MEKTPOHHbLIN MOYTOBLIN
AWMK BbIMSAMT criegylowmM obpasoM: UMs_Nonb3oBaTensa@uMsa_aomeHa. Takke KpoMe nepefady npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb nepegasaTb doansnbl.

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ dINEeKTPOHHOW NOYTOMN:

1. Hapo BbiOpaTb npaBWibHBIA MOYTOBLIA cepBUC. B MHTEpHETE eCTb OrpoMHbI BblIbOp OecnnaTHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO fyylle AOBEPATb TEM, KOrO 3HAELUb U KTO NEPBLIN B PENTUHTE;

2. He ykasbiBan B MMYHOM nOYTE NWUYHYIO  uWHopmaumio. Hanpumep, nydwe BbibpaTb
"My3blkanbHbIi_daHat@" nnm "pok2013" BmecTto "temal3";

3. Vcnonbayin gByxaTtanHyo aBTopusaumio. 3TO Korga NOMUMO Maponst HYKHO BBOAWUTL KOA, MpuUCbIiaeMbli
no SMS;

4. Bbibepu crnioxHbin naponb. [Ons kaxgoro noYTOBOro ALWMKa AOJDKEH OblTb CBOW HAOEXHbIW, YCTOMUYUBBIN K
B3NOMY Naporib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTtb camMomy CBOW NUYHbIN BOMnpoc, MCFIOJ'Ib3y17I 3TY BO3SMOXHOCTb;

6. Vcnonb3yn HECKONbKO MOYTOBbLIX ALWMKOB. [1epBbi ANs YaCTHOW nepenuckn ¢ agpecataMmu, KOTOpbIM Tbl
AoBepsiellb. ITO ANEKTPOHHbIV agpec He Hado UCNONb30BaTh NPY perncTpauumn Ha dhopymax u cantax;

7. He oTkpblBan channsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCcnu OHW NpULLInM OT TBouX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABIIANN N1 OHN Tebe 3T dhannsl;

8. MNocne okoH4YaHusa paboTbl HA NOYTOBOM CEpPBUCE Nnepen 3akpbiTUEM BKNaOKM C cauToM He 3abyab HaxaTb
Ha "Bbintn".

Ku6ep6ynnuHr unu BupTyansHoe u3geBaTenbLCcTBO

KnbepbynnuHr - npecnenoBaHve COOBLLEHVUAMU, COAepXKallMMU OCKOPONeHusl, arpeccuto, 3anyrmsaHue;
XYMUraHCTBO; coLmarnbHoe GOMKOTUPOBaHME C MOMOLLLIO Pa3fNYHbLIX MHTEPHET-CEPBUCOB.

OcHoBHble COBeTbI N0 6opbbe ¢ KMBEePOYNIMHIOM:

1. He 6pocawics B 6ou. Jlyywmnii cnocob: nocoBeToBaTbCH Kak cebsi BECTM U, €Cnn HeT TOro, K KOMY MOXHO

KOHcyanaHTn.ﬂI-OC www.consultant.ru CtpaHnua 3 M3 7

HageXHasa npaBoBas noaaepXxka


http://www.consultant.ru/
http://www.consultant.ru/

<MucbMo> MuHobpHayku Poccum oT 14.05.2018 N 08-1184
"O HanpaBneHuv nHdopmauun”
(BmecTe ¢ "MeToAMYECKUMYN PEKOMEHAALMAMMU O...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHnusi: 27.05.2018

o6paTnTbCsl, TO BHa4arne ycrokoutbesi. Ecnv Tbl HauyHelb oTBeYaTb OCKOPGNEHNAMM Ha OCKOPOEHUs, TO TONMbKO
elue Gorblue pasoxkellb KOHINKT;

2. YnpaBnsan cBoewn knbeppenyTaunen;
3. AHOHUMHOCTb B CETU MHMMas. CyLecTBYOT cnocobbl BbIACHUTb, KTO CTOMT 3@ aHOHUMHbBIM aKKayHTOM;

4. He cTtouT BECTU XynuraHckuin obpas BUPTyanbHOM XU3HWU. VIHTEpHET (pukcupyeT BCe TBOM OENCTBUS U
coxpaHsieT ux. Yganutb ux 6ygeT kpaviHe 3aTpyAHUTENbHO;

5. CobGntogaii cBOK BMPTYaribHYH YeCTb CMOJIOAY;

6. UrHopupyn eguHuyHbin Heratme. OgHOpa3oBble OCKOPOMTENbHbIE COOGLUEHNS nydlle WrHOPUPOBATb.
O6bI4HO arpeccusi npekpalwaeTcs Ha HavyanbHOM CTagum;

7. baH arpeccopa. B nporpamMmmMax obMeHa MrHOBEHHbIMM COOOLLEHMAIMUM, B cCOLManbHbIX CETSX €CTb
BO3MOXXHOCTb 6ﬂOKVIpOBKl/I OoTnpaBkKn coolLeHun ¢ onpeaeneHHbIX agpecos;

8. Ecnu 1ol cBnpgetens knbepbynnuHra. TBOM OeNCTBMSA: BbICTYNMTL NPOTUB NpecrnegosaTens, nokasaTtb eMy,
YTO ero AenCTBUS OLEHMBAKOTCH HeraTMBHO, MOAAEpXKaTb XePTBY, KOTOPOM HYXHa MNCMXONornmyeckasi NomoLLb,
coo0LWUTL B3pOCrbIM O hakTe arpeCcCMBHONO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble CMapTdOHbI 1 MnaHwWweTbl cogepxaTt B cebe BnonHe B3pocnbii YHKUMOHanM, 1 Tenepb OHU
MOTYT KOHKYpVMpOBaTb CO CTauMOHapHbIMK KommbloTepamu. OgHako, CpeAcTB 3awmnTbl AN NOAO0OHbBIX YCTPOWCTB
noka o4yeHb Mano. TecTMpoBaHMe N MOUCK YA3BUMOCTEWN B HUX MPOUCXOANT HE TaK MHTEHCMBHO, Kak ans MK, 1o xe
camMoe KacaeTCs U MOBUNbHbBIX MPUNOXKEHUN.

COBpeMeHHbIe MOOUIbHbIE 6pay3epb| YXe nMnpaKTnd4eckn AorHasnm HacToJsibHble aHanorun, oJ4Hako
pacwiunpeHne (byHKLI,MOHaJ'Ia BIneYeT 3a cobon 601'IbL1Jle CIMOXHOCTb N MEHbLLUYIO 3allNWLEHHOCTb.

[daneko He BCe Npou3BOAWUTENWU BbiNycKaldT OOHOBNEHMS, 3aKkpblBalOLIME KPUTMYECKUE YS3BUMOCTU ANS
CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOOUBHOMO Teﬂe(bOHaZ

Huuero He sBnseTca no-Hactoswemy 6GecnnaTHbiM. Byaob ocTopoxeH, Bedb korga Tebe npeanaraloT
GecnnaTHbIA KOHTEHT, B HEM MOTYT ObITb CKPbITbl KaKue-To MraTHbIE YCIyru;

Odywmawn, npexge 4Yem otnpasButb SMS, doTo unu Bugeo. Thbl TOYHO 3Haelb, rAe OHWM OyayT B KOHEYHOM
ntore?

Heobxoanmo o6HOBMSATL ONEPALMOHHYHO CUCTEMY TBOEro CMapT(OoHa;
Wcnonb3yin aHTMBUPYCHbIE NMpOrpaMMbl 451 MOBUbHBIX TenedoHoB;

He 3arpyxai npunoxeHmss OT HEU3BECTHOrO WCTOYHMKA, BeAb OHWM MOTyT coAepXaTb BpPeAOHOCHOE
nporpamMmmHoe obecnedeHue;

Mocne Toro Kak Thbl BblAELb C canTa, rae BBOAWUI NNYHYI0 MHOpMaLMio, 3ainan B HAacTponku Gpaysepa u
yaanu cookies;

Mepuoanyeckn NpoBepsii, Kakue NnaTHbIE YCMYyrn akTMBMPOBAHbI HA TBOEM HOMEPE;
[aBaii cBoi HOMep MOGUINBHOTO TenedoHa TONbKO NMIOAAM, KOTOPbIX Thl 3HAELLb U KOMY AOBEpPSIELLb;

Bluetooth gomxeH 6bITb BbIKITIOYEH, KOrga Thl UM He Nonb3yellbcd. He 3abbiBan MHOrga NpoBepsiTh 3TO.
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Online urpbl

CoBpeMEHHbIE OHMAaNH-UrPbl - 3TO KPaCOYHble, 3axBaTblBaloLMe pasBreyvYeHusi, OObEeAMHSIOLME COTHU
TbICSIM YenoBek Mo Bcemy mupy. Mrpoku mnccreayloT AaHHbii UM MUp, obliarTcs Apyr C APYroM, BbIMOSHSOT
3a[aHusl, CpaXaroTCs C MOHCTPaMK 1 MOJy4atoT onbIT. 3a YOOBOMbCTBME OHU MNATHAT: NOKYNaloT AWCK, ONnayvnBatoT
aboHeMEHT unu NpuoGpeTaroT KakMe-To Onumn.

Bce atu cpeactBa vayT Ha noAadepXaHuMe M pasBuMTME WUrpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLLEHCTBYIOTCA CUMCTEMbl aBTOPM3aLMK, BbIMYCKalOTCA HOBble MaTyy (LMDpPOBLIE 3annaTku ONs nporpamm),
3aKpbIBaAOTCA YA3BUMOCTY CEPBEPOB.

B nogo6HbIx nrpax CTtouT onacartbCA HE CTOJIbKO CBOMUX COMNEpPHUKOB, CKOJIbKO KpaXXu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctemMa aBTopusaunm OonblMHCTBA nrp.

OcHoBHble coBeTbl N0 Be30NacHOCTU TBOEr0 UFPOBOro akKkayHTa:

1. Ecnu apyroit urpok BedeT cebs nnoxo unu cosgaer Tebe HenpusTHOCTM, 3abroKuMpyii ero B Crvcke
UrPOKOB;

2. Moxanynca agMUHUCTpPATOpPaM Mrpbl Ha MNIOXOe MOBEeAEHWe 3TOr0 Urpoka, KenaTenbHO MPUIOXUTb
Kakve-TO [loKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nn4Hyo nHdopmMaumio B npocpanne urpbl;
4. YBaxan Apyrmx y4acTHUKOB MO UIPeE;

5. He yctaHaBnuBan HeodmumanbHble Natyn u Moapl;

6. Vicnonb3yit cnoxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsl Urpbl He CTOWUT OTKMYaTb aHTMBMpyc. lMoka Tbl Urpaellb, TBOW KOMMbIOTEP MOryT
3apasuTb.

PUWIMHT unun KpaXxa JIMYHbIX AaHHbIX

OOGblyHOWM KpaxeWh [eHer W [OOKYMEHTOB CErOf4HS YXe HWKOro He YOUBMUWbL, HO C pasBUTMEM
MHTEPHET-TEXHOMNOMIA 3MOYMBbILLNIEHHUKN NEPEMECTUNUCL B MHTEPHET, U NPOAOIKAaT 3aHnMaTtbest "nobumeim”
Aernom.

Tak nosiBMNack HoBas yrposa: MHTEePHET-MOLIEHHUYECTBa NN (PULLKHF, rMaBHas Lenb KOTOPOro COCTOUT B
nony4yeHun KoHdnaeHUnanbHblX SaHHbIX Nnonb3oBaTenen - rorMHoB 1 naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbI Mo 6opbbe ¢ PULLMHIOM:

1. Cnegm 3a cBOoMM akkayHTOM. Ecnuv Tbl nogospeBaellb, YTO TBOS aHKeTa Obina B3noMaHa, To Heo6xogMmo
3abnokupoBaTh €€ 1 COOOLLMTb agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. |/|Cﬂ0ﬂb3y|7| Oe3onacHble Beb-caliTbl, B TOM Yncre, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vicnonb3yih cnoxHble U pasHble naponu. Takum obpas3om, ecnv Tebsi B3NOMAKT, TO 3MIOYMbILLIIEHHUKM
nosiyyat AOCTYN TOMBbKO K O4HOMY TBOEMY NPOGUIIIO B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To Heobxoanmo npeaynpeanTb BCEX CBOUX 3HAKOMBbIX, KOTOpble A00aBneHbl y Tebs
B OpYy3bsiX, O TOM, YTO Tebs1 B3nomanu 1, BO3MOXHO, OT TBOEro MMeHU OyAeT pacchinaTbCa Clam U CCbIKMA Ha
OVLLMHIOBbIE CaNThI;

5. YctaHoBM HagexHblv naponb (PIN) Ha MOBUIbHBIV TenedoH;
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6. OTKNOYM coxpaHeHue naporns B Gpaysepe;

7. He oTkpbiBan cannsl 1 Apyrne BrOXEHUA B NUCbMax, Aaxe eCnuv OHW NPULLINM OT TBOMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABANN N1 OHWN Tebe aTn dhanneol.

LUncdposas penytauus

LincbpoBas penyTtaums - 9T0 HeraTuBHasa unu Nno3nTMeBHasa nHgopmMaums B cetu o Tebe. KomnpomeTtupytouias
WHpopmauuns, pasMeLleHHasa B MHTEPHETE, MOXET cepbe3HbiM 00pa3oM OTPasuTbCHA Ha TBOEW pearnbHOM XU3HMW.
"UncppoBag penyTtaumsa” - 310 TBON UMUK, KOTOPbIN chopMupyeTcs us nigopmarmm o Tebe B MHTEPHeETE.

TBOE MEeCTO XWTenbCTBa, yqe6b|, TBOE c*lechoaoe nonoxeHune, 0Cob6eHHOCTU Xapakrtepa n pacckasbl O
OrM3KKNX - BCe 3TO HaKannMBaeTCs B CETHU.

MHorve noApOCTKM NErkOMbICNIEHHO OTHOCATCA K Mybnukaumm nuvyHow uHdopmaumm B WNHTepHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMIA. Thl aXe He CMOXeLlb goragaTtbCsl O TOM, YTo hoTorpadus, pasmeLleHHasa 5
neT Hasag, ctana npuYnHOM oTkasa NpPUHATbL Teba Ha paboTy.

KomMeHTapuu, pasmelleHve TBoux doTtorpacdui n gpyrme AencTBUS MOryT HE UCHE3HYTb Aaxe nocne Toro,
Kak Tbl MX yAanuwb. Tbl HE 3HaeLlb, KTO COXpaHWn 3Ty MHopmaumnio, nonana nv oHa B MOWCKOBblE CUCTEMbI U
COXpaHunacb N OHa, a rmaBHOe: YTO NoAyMaloT 0 Tebe okpyKatoLme Nan, KOTopble HaVayT U yBUAAT aTo. Hantu
NMHOPMALMIO MHOTO MET CNYCTA CMOXET fobon - kak M3 Aobpbix NobyXaeHun, Tak N C HaMepeHneM NPUYNHUTL
BpeA. ATO MOXET ObITb KTO YrOAHO.

OCHOBHble COBETbI MO 3aLUUTE LMGPOBONA penyTaumm:
1. MNogyman, npexae Yyem 4YTO-TO NyGNMKOBaTb M Nepenasath y cebsi B 6riore unu B coumansHoOm CeTu;

2. B HacTponkax npocunsa ycTaHOBW OrpaHUYeHUsI Ha MPOCMOTP TBOEro NMpoduns U ero coaepXXmmoro,
caenawn ero Tonbko "ona gpysen”;

3. He pasmeLwyan n He yka3sbiBai MHhOPMALUIO, KOTOPAsS MOXET KOro-rnmbo ockopbrnaTe unm obmxkaTb.
ABTOpcKoe npaBo

CoBpeMeHHbIe LLKOMBbHUKM - aKTUBHbIE NMoMb3oBaTenu LMdpoBoro npoctpaHcTea. OgHako Aaneko He Bce
3HAlOT, YTO MONb30BaHME MHOMMMM BO3MOXHOCTSMM LudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
WHTENNEeKTyanbHyt0 COGCTBEHHOCTb.

TepMMH "I/IHTeJ'IJ'IeKTyaJ'IbHaFI cobCTBEHHOCTL" OTHOCUTCA K pPas3nnyHbIM TBOPEHUAM YelloBe4YeCKOro yma,
Ha4ynHaa C HOBbIX M306peTeHI/IVI N 3HaKoB, 0603HaYaloLWnX COBCTBEHHOCTL Ha NPOAYKTbI U yCnyru, n 3akaH4mnBas
KHUramu, d)OTOFpa(bMFIMVI, KVIHO(*)I/IJ'IbMaMVI N MYy3blKalibHbIMU NMpou3BeeHNAMN.

ABTOpCKME MpaBa - 3TO NpaBa Ha MHTENMEKTyarnbHyl0 COOCTBEHHOCTb Ha NMPOU3BEAEHUs HayKu1, NuTepaTypsbl
M uckyccTBa. ABTOpCKME MpaBa BbICTYNAalT B Ka4eCTBE rapaHTUM TOrO, YTO UHTESNIEeKTYyanbHbIN/ TBOPYECKUIA TPy
aBTopa He ByaeT HanpacHbIM, AacT eMy CnpaBeAnuBbIE BO3MOXHOCTU 3apaboTaTth Ha pesynbTaTtax CBOEro Tpyaa,
MONy4YnTb W3BECTHOCTb W npu3HaHue. HukTo 6Ge3 paspelleHuss aBTopa He MOXET BOCMPOU3BOAUTb €ro
npou3BefeHne, pacnpoCcTpaHsiTe, Ny6NMYHO AeMOHCTPMPOBaThb, NpodaBaTb, UMMNOPTUPOBATL, NyckaTb B MpoKaT,
Ny6NMYHO UCMONHATB, NOKa3bIBaTL/UCMOMNHATL B 3¢hMpe nnu pasmeLlats B VIHTepHeTe.

Wcnonb3oBaHue "nupartckoro” nporpammMHOro obecrneyeHuss MoOXeT MPUBECTU K MHOTMM pUCKaMm: OT NoTepu
OaHHbIX K TBOMM akkayHTam o G6NOKMpOBKM TBOEro YCTPOWCTBA, rae ycTaHOBMEHa HeneranbHas nporpamma. He
CTOUT Takke 3abblBaTb, YTO CYLLECTBYIOT feranbHble u 6ecnnaTHble MPorpaMmbl, KOTOPbIE MOXXHO HanTW B CETW.

O noprane

CeTeBM4yOK.pd - TBOW rMaBHbIA COBETYMK B CeTU. 34eCb Tbl MOXeEWb Y3HaTb O 6e30MacHOCTU B CeTu
MOHATHBLIM M AOCTYMHBIM S3bIKOM, @ MPU BO3HUKHOBEHUWN KPUTUYECKOW CUTyaumm oBpaTtuTbCs 3a coBeToM. A Takke
MPUHATb y4acTue B KOHKypcax 1 cTaTb CaMbiM LMPOBbLIM rPaXKaaHNHOM!
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