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1. OBIIAS XAPAKTEPUCTHUKA PABOYEI ITPOT'PAMMBI TPO®ECCHOHAJIBHOTO
MOIY.JISA

1.1. Ob6saacTh NPpUMeEHEHHUS TPOTPAMMBI

PaGouass mnporpamMmma  THpo(EeCCHOHATBHOTO  MOMAYJS  SBISICTCS  4YacThl0  OCHOBHOM
npodeccnoHanbHOM 00pazoBaTenbHONH Tporpammbel B cootBercTBUM ¢ PI'OC CIIO 10.02.04
«Obecnieyenne nHPOPMAITHOHHON O€30MTACHOCTH TEICKOMMYHHKAIIMOHHBIX CHCTEM.

1.2. Ilesb ¥ NUIAHUPYeMble Pe3yJIbTAThl 0CBOeHHsI PO eCCHOHATBHOI0 MOTYJIsA

[lpodeccronanbHplii  MOAYTh HampaBieH Ha (OPMHPOBAHME Y CTyAEHTa 0a30BBIX
NpeACTaBICHU 00 OCHOBHBIX BHAAX NPOPECCHOHATIBHON MAEATENBHOCTH M TNPUOOpETEHHE
HEOOXOMMBIX MTPOPECCHOHATBHBIX KOMIETECHIIHA:

B pesynbrare n3yuenus npohecCHOHAIBLHOTO MOIYJISI CTYIEHT JOJDKEH OCBOMTH OCHOBHOW BUJL
podecCHOHATBHON AATEILHOCTH: SKCILUTyaTanrs HHHOPMAMOHHO-TEJIEKOMMYHUKAIIHOHHBIX CHCTEM
U CeTeil U COOTBETCTBYIOIINE MY MPO(EeCCHOHABHBIC M 00II1e KOMIIETEHIIHH:

1.2.1. Ilepeuenv ob6uux Kkomnemenyuil

Kon HaumeHoBaHue 001X KOMIIETEeHIM I

OK 01 Breibupate cnocoObl  pemieHHs 3amad  npodeccHOHANbHON — AESITeNbHOCTH,
IPUMEHHUTEIBHO K Pa3IMYHBIM KOHTEKCTAM.

OK 02 OcymiecTBIATh MOMCK, aHAINW3 M MHTEPIIPETAlU0 HHPOPMALIUU, HEOOXOUMOM 115
BBINOJIHEHUS 33/1a4 TPOECCHOHATBLHON ICATEIIbHOCTH.

OK 03 [TmanupoBaTh M peann30BbIBaTh COOCTBEHHOE MPOGECCHOHATBLHOE U JTMYHOCTHOE
pa3BUTHE.

OK 04 PaboTaTh B KOJUIEKTHBE M KOMaH/E, YPPEKTHBHO B3aNMOACHCTBOBATH C KOJIJIETAMH,
PYKOBOJICTBOM, KJIIMEHTAMHU.

OK 09 Hcnonp3oBate  WHGOpMAIIMOHHBIE  TEXHOJOTHH B TIPOQEecCHOHATBHOM
JeSITEIbHOCTH.

OK 10 [Tonb30BaTbes MpodeccHoHabHOM JTOKyMEHTaluueld Ha TOCYJapCTBEHHOM U
UHOCTPAaHHOM SI3bIKE.

1.2.2. Ilepeuensv npogheccuonanbhvix KOMnemeHyui
Brimycknuk, ocBouBimuii mporpammy CIIO no npodeccuu (crenuanbHOCTH) JOHKEH 001a1aTh
podecCHOHATEHBIMEA KOMITETESHITUSIMU



Kon

HaumeHoBaHMe BUIOB 1eATEJIbHOCTH U MPOGeCCHOHATbHBIX KOMIET eH Ui

B 1.

3ammra uHQOpMAM B WH(POPMAILMOHHO-TEICKOMMYHUKALMOHHBIX CHUCTEMax H
CeTAX C UCIOJIb30BAHUEM MPOTrPAMMHBIX M MPOTrPaMMHO-ANNAPaTHBIX (B TOM YHCIIE,
KPUNTOTrpaguUECKUX) CPEJICTB 3AILUTHI

IIK 2.1.

[Tpou3BOIUTE YCTAaHOBKY, HACTPOIKY, UCIIBITAHUS U KOHPUTYPUPOBAHUE
MIPOTrPaMMHBIX U MTPOTPaMMHO-ANNAPATHBIX, B TOM YUCIIE KPUNTOrpadhuIeCKuX
CPEICTB 3alIUThl HHPOPMAITUU OT HECAHKIITMOHUPOBAHHOTO JIOCTYIA U
CIIeIMAJIbHBIX BO3JCHCTBUI B 000pyI0BaHNE HH(POPMAIITMOHHO-
TEJICKOMMYHUKAIITMOHHBIX CUCTEM U CETEil.

IIK 2.2.

[Tonnep>xuBath 6ecriepeOoiiHy0 paboTy MPOrpaMMHBIX U TPOrPAMMHO-
anmapaTHbIX, B TOM YHCIIE KpUNTOrpadhUuecKuX CPeACTB 3alUThl HH(POpPMAIH B
1H(}OPMaLMOHHO-TEJIEKOMM YHUKAIIMOHHBIX CUCTEMaX M CETHX.

I1K 2.3.

OcymiecTBIATh 3aMTy HH(GOPMAIIMK OT HECAHKIIMOHUPOBAHHOTO IOCTYNa U
CIeUaIbHBIX BO3JCUCTBHI B 000pyJ0BaHHE NH(POPMALIMOHHO-
TEJIEKOMMYHHUKAIIHOHHBIX CUCTEMaX U CETAX C UCIIOIb30BAHUEM ITPOrPAMMHBIX U
POrpaMMHO-ANIaPATHBIX, B TOM YUCIIE KPUNTOTPAPHUUECKUX CPECTB 3AIIUTHI
uHpOpMaLUH.




1.2.3. B pezynomame oceoenus npoheccuonanvHo2o mooyisa 6y0ym 0ceoeHbsl ciedyroujue 0eiiCmeus, yMeHus u 3HAHUA:

Cnemudukanus [1K/ paznenos npodeccrnoHamTbHOr0O MOAYJIsS

Koabl popMupyemMbix KoMneTeHIHH

HeiicTBus (1eCKPUNITOPHI)

YmMmenus

3Hanus

Pasz[eﬂ 1. 3aH_[I/ITa I/IH(i)OpMaHI/II/I B I/IH(1)OpMaHI/IOHHO-TeJ'ICKOMMYHI/IKaHI/IOHHBIX CUCTEMAX M CETAX C HUCIIOJIB30BAHHUEM IIPOIrpaMMHBIX U IIPOI'paMMHO-

allrapaTHbIX CPEACTB 3alllUThI

IK 2.1. [Ipou3BOAUTE YCTAHOBKY,
HaCTPOWKY, UCIIBITAHUS U
KOH(pUTypHUpOBaHHUE IPOTPAMMHBIX U
IIPOrpaMMHO-ANIAPATHBIX, B TOM YHUCIIE
KPUITOTrpapUUECKUX CPEACTB 3aLUTHI
UHPOpPMALIUU OT
HECaHKI[MOHUPOBAHHOIO JOCTYIIA U
CIIELMAJIbHBIX BO3JCUCTBUM B
o0opyoBaHue HH(POPMAITMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX CUCTEM U
CeTeM.

YCTaHOBKa, HACTPOWKA, UCTIBITAHUE U
KOH(UTYpUPOBaHHUE IPOTrPAMMHBIX U
MPOTPaMMHO-aMIapaTHBIX CPEACTB
3alIUTHl OT HECAHKIIMOHUPOBAHHOT O
JOCTYIa;

BBIABJIATH U OLICHUBATDL YI'PO3bI
0e3ormacHOCTH HHPOPMAIHU U
BO3MOKHbBIC TCXHUYCCKUC
KaHaJIbl €€ YTCYKU Ha
KOHKPETHBIX 00BEKTaxX;

CcOoCTaBa U BOBMOXHOCTH THUITIOBBIX
KOH(UTypanuii mporpaMMHO-aIIapaTHEIX
CpPEZCTB 3aIIUTHl HH()OpMAIINY;

UCIIOJIb30BaTh MPOTrPaMMHO-
anmnapaTHble Kpunrorpaduieckue
CpeJICTBa 3aIIUThl HH)OPMAIINY;

OTIPEIENATh PallMOHATbHBIE
METO/Ibl M CPEJICTBA 3AIUTHI HA
00BbEKTaxX U OLIEHUBATh UX

3¢ (HEeKTUBHOCTB;

OCHOBHBIX CIIOCOOOB IMPOTHUBOICHCTBUS
HECAHKIIMOHUPOBAHHOMY JIOCTYITY K
WHGOPMAITMOHHBIM pecypcam
UHQOPMAIOHHO-TEIEKOMMYHUKAITUOHHON
CHCTEMBI;




K 2.2. [TopnepxuBath O6ecriepe0oiHy0
paboTy MPOrpaMMHBIX U IPOTPAMMHO-
anrmapaTHbIX, B TOM YUCIIe
KpUNTOrpapuuecKux CPeACTB 3aIIUTHI
nHpopmainuu B UHPOPMaIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CHCTEMaX U
CeTsX.

nojepxkanue oecrepeOoHON padoThI
MPOTPAMMHBIX U MPOTPaMMHO-
anmapaTHbIX CPEJCTB 3alllUThI
WHPOpMAaLUH;

YCTaHOBKA, HACTPOMKaA
CIENHAIN3UPOBAHHOTO 000PYIOBaHUS
KpUNTOrpadMuecKoi 3aInuThl
nH(pOpMAaIUH;

IIPUMEHEHUE NIPOrPaMMHO-
anmapaTtHbIX CPECTB 00eCIeUeHMs
WHPOPMAIMOHHOH 0€30MaCHOCTH
TEJICKOMMYHUKAIIMOHHBIX CHCTEM;

MIPOU3BOIUTH YCTAHOBKY U
HaCTPOMKY THUITOBBIX
MPOrpaMMHO-aNIapaTHBIX
CPEJICTB 3alIUThI UHOPMAITHUH;

0COOCHHOCTEW IPUMEHEHHUSI POTrPAMMHO-
anmnapaTHBIX CPEJICTB 00CCIICUSHUS
nHpOpPMAITMOHHON O€30TIaCHOCTH B
TEJICKOMMYHHKAITMOHHBIX CUCTEMAX;

Paznen 2. Kpunrorpaduyeckas 3ammura nahopmanuu

1K 2.3. OcymecTBiIsATh 3alIUTy
uH(pOopMalu oT
HECaHKLMOHUPOBAHHOTO JOCTYyNa U
CHeInaJbHBIX BO3ACHCTBUH B
o0opyoBaHue HH(POPMAITMOHHO-
TEJIEeKOMMYHUKALMOHHBIX CUCTEMaX U
CETSX C UCIOJIb30BAHUEM NPOTPAMMHBIX
U IIPOrpaMMHO-aNapaTHbIX, B TOM
qucie KpunTorpadpuueckux CpesicTB
3alUThl HH(OPMALIKK.

WCIIOJIb30BaHUE METOJIOB MIM(POBAHUSI
WHPOPMAITUH.

M0JTE30BATHCS TEPMUHOJIOTHEN
COBPEMEHHOH KpHunTorpadumu,
HUCII0JIB30BaTh THUIIOBHIC
KpunrorpaduiecKkue cpeacTna
3aIIUTHI HHPOPMALIUH.

OCHOBHBIX IIPOTOKOJIOB HACHTU(DHUKALINN U
ayTeHTU(HUKALUN B
TEJIeKOMMYHHKAIIMOHHBIX CHCTEMax

THIIOBBIX KpI/IHTOFpa(I)I/ILIeCKI/IX AJITOPUTMOB,
IMPUMCHACMBIX B 3allIMIICHHBIX
TCJICKOMMYHUKAIIUOHHBIX CUCTEMAX;

OCHOBHBIX NOHATHIA KpUnTorpaduu u
TUIOBBIX KPUNTOTPA(QUIESCKUX METOIOB
3alIUTHl KHPOPMALHIH.




1.3. KotuuecTBO 4acoB, 0TBOAMMOE HA OCBOEHHE MPO(eCCHOHAIBLHOT0 MOAYJIs

Bcero uwacoB MakcuMmanbHO# yueOHOM Harpy3ku: 536 yacos.

N3 nux Ha ocsoenne MJIK:

MK.02.01 3amura nadpopmanuu B uHHOPMAIIMOHHO-TEJICKOMMYHUKAIMOHHBIX CUCTEMAX U
CeTSAX C UCTOIB30BAHUEM ITPOTPAMMHBIX U MPOTPAMMHO-ANIIAPATHBIX CPEACTB 3alUTHI - 220 yacoB;

MJIK.02.02 Kpunrorpadudeckas 3amura naopmaiuu - 136 yacos;

Ha nmpaktuku yueOHyr0 1 mpou3BoACTBEeHHYIO - 180 yacoB.



2. CTPYKTYPA U COAEPKAHUE TPO®ECCUOHAJIBHOI'O MOAYJIsA
2.1. Ctpykrypa npogeccCHOHATBHOT0 MOIYJIsI

Kongr

podeCCHOHATEHBIX

o0mmx

KOMIIETEHITUM

HaumenoBanus pasnenon
po¢eCCHOHANTBHOTO
MOYJIS

O0beM
obpazoBar
C€IIBbHOM
porpamm
BI, Yac.

O6peM npodecCHOHATEHOTO MOAYIIA, Jac.

O6yuenne mo MJIK

[IpakTuku

BCETO,
4acoB

JlaGopaTtopH
BIX U
MPaKTUYECK
HUX 3aHATUN

KypcoBbix
pabot
(TIpoexToB)

YyeOnas

IIpousBoacTBeHHas

CamocTosTeNnpHast
pabora

1K 2.2-2.3
OK 01-03

Paszpen 1. 3ammura
UHQOpMaIUH B
WH(POPMAITMIOHHO-
TEJIEKOMMYHHKALIMOHHBIX
CHCTEMax M CEeTSIX C
UCIIOJIb30BaHUEM
IPOTrPaMMHBIX U
MPOTrpaMMHO-aNIapaTHBIX
CPECTB 3aIIUTHI

220

204

84

20

[IK 2.3
OK 01-03

Pa3nen 2.
Kpunrorpaduueckas
3ammTa HHPOPMAaLIUH

136

136

78

10

16

YyeOHas mpakTHKa

36

K 2.1-2.3
OK 1-4, 0K 9,10

[IpousBoacTBeHHAs
MpakTHKa (10 MPodUIIo
CHEINATBFHOCTH), YaCOB
(ecnu mpegycMoTpeHa
UTOTrOBast
(KOHIIEHTpHPOBaHHAs)
MIPAKTHKA)

144

Bcero:

536

340

| 162

30

16




2.2. TemaTH4ecKHii IUIaH U coep:kaHue npodeccuoHaabHoro moayJs (ITM.02)

Haumenosanue paznenos | Conepskanue yuyeOHOro matepuania, JaboparopHble pabOThl U MPAKTUUYECKHE 3aHATHs, caMOCTosTeNIbHasg paboTta | O6bem
poheCCUOHATHLHOTO o0yyaromuxcs, KypcoBas padot (IpoeKT) 9acoB
MOYJIst (ITM),
MEXTUCIUTITTHAPHBIX
kypcoB (MJIK) u Tem

1 2 3
Paznen 1. 3ammra undopmanuu B MHGOPMALUOHHO-TEIEKOMMYHHUKAIIMOHHBIX CHCTEMaxX M CETSIX C MCIOJb30BAHHEM MPOTPAMMHBIX U 290
POTPaMMHO-aNNapaTHBIX CPEJCTB 3aLIUTHI
MJIK 02.01. 3amura mHbopManuu B HH()OPMAIMOHHO-TEICKOMMYHUKAIIMOHHBIX CHCTEMAaxX U CETSIX C HCIIOIH30BAHHEM IMPOTPAMMHBIX U 220
IPOrpPaMMHO-AIIAPATHBIX CPEJICTB 3aAIIUTHI
Tema 1.1. OGecneuenue | Conepxanue YpoBeHb
0e30MmacHOCTH OCBOGHUS
OTIePAITMOHHBIX CHCTEM 2,3

10



[Tpobnembr obecniedueHus: OE30IMACHOCTH ONEPAIIMOHHBIX CHCTEM. [10JHOCThIO KOHTPOJIUpPYEMBIC
cucrembl. YactuuHo-kouTposiupyembie cuctembl. Windows XP. Windows 7. Windows 8. Linux.
QNX u apyrue ornepanuoHHbIE CHCTEMBI.

2. TexHOMOTHH ayTeHTH(PHUKAIIHH.

3. AyreHTH(UKALMA, aBTOPU3ALUSA U AIMUHUCTPUPOBAHHE JEHCTBUH MOJIb30BaTENS.

4. Metoasl ayTeHTU(UKAUN

5. Ilapomu. PIN-koapl. MeToapl HaZie)KHOTO COCTABIICHHUS MTAPOJICH.

6. Crporas ayTeHTH()HKAIIHS.

7. OOHOCTOPOHHSS ayTeHTHUpHUKAMs. [[ByXCTOPOHHSS ayTeHTU(DUKALUSA

8. AmnmapaTHO-IpOTrpaMMHBIE CPEICTBA UICHTH(PHUKAIINN 1 ayTEHTH(PUKAIIH. 20

9. Tokensl. CMapT-KapThl. BupTyanbHble Kirouu.

10. IIporpammHO-anmapaTHbIC MOTYJIA JOBEPEHHOM 3arpy3KH.

11. 3amaun ATIM/I3. Bo3moxxnoctu ATIM/I3. Buasr ATIM/I3.

12. ATIM/13 Kpunton —3aMOK CUCTEMHBIN aJIMHUHHCTPATOP.

13. Uzyuyenue HacTpoek cucteMHoro anmuHuctparopa AIIM/I3.

14. ATIM/I3 Kpunrton —3aMok, HacTpoiiku nosib3oBarens AITM/I3.

15. Orpannuenus neiictBuil nosmb3oBarens. Maentudukanumsa. JKypHan peructpanuu COOBITHH.
Hactpoiiku nenoctHoctu cpeast AIIM/(3

16. Cextop HXKM/I. O6nacts namsitu. Paiin, namnka, KaTaaor

TemaTHKa NpPaKTHYECKUX 3aHATHH 22

1. Usyyenue cpenctB WIACHTHU(PHUKALUU ayTeHTU(UKAIMM OIEepaloHHbIX cucteM HacTpolika lokaabHOU
nonutuku Oe3onacuoctu Windows. IMonutrka maposneit. [Tonmutuku ydeTHsIx 3amucedl. Ha3HaueHue mpas 2
10JIb30BATENS

2. Hacrpoiika nokanpHoit nonutuku Oe3onacHoctd Windows. ITapamerpsl 6e3omnacHocth. [TonuTika ayura 2

3. HacTtpoiika n3011poBaHHON Cpebl 2

4. AIIM/I3 KpuntoH-3aMOK WHMIIMAIA3AIMS CUCTEMHOTO aIMUHUCTPATOpa, WHHUIMAIHM3AIUS T0Jb30BaTEls, 4
IIPOBEPKA LIEJIOCTHOCTHU CPEbI

5. Amnmapartssle cpeactsa mudposanust Kpunrton 4,8 HacTpoiika, 3KCIIyaTalus 4

6. IlporpammMHble cpeacTBa mu@poBaHus. aluiieHHble KOHTelHephl. KpunroH-mmdpoBanue 4

7. Boccranosienue nHbopMaluu TUIIOBBIMU cpeicTBaMu [IporpaMMbl BoccTaHOBIIEHHE HHGOpMAIIUU 4

Koncynpranuu 2
Tema 1.2. Texnonoruu | Conepxanue YpOoBEHB
pasrpaHu4yeHust 1ocTyna OCBOEHUS

11




1. ApxwurekTypa MOoACHCTEMBI 3aIUTHI oneparmontoi cucremsr Windows Server 2016.

2. Ocob6ennoctu OC Windows Server 2016. Bo3MOXHOCTH aIMHHHUCTPATOPA.

3. Pasrpannyenue qoctymna K 00beKTaM ONEPaliOHHON CUCTEMBI.

4. Mogenu gocryna. JluckpennonHas Moaens. MannatHas moaesns. Poinn.

5. JlokanpHas moiauTUka 0€30MacHOCTH.

6. Hacrpolika 10KanbHOM MOJTUTHKN 0€30MaCHOCTH. AJMUHUCTPUPOBAHHE CUCTEMBI.

7. W3onmupoBaHHas mporpaMMHasi cpeja.

8. Cnoco0Obl opranuzaimu. Mertoasl npumeHenus. ActiveDirectory.

9. KowmmekcHas cuctemMa opraHu3aluy yrpasieHus goctynoM. Mucransius. Hacrpoiika.

10. Ayaut 6€301aCHOCTH OTIEPAlMOHHON CHCTEMBI.

11. MeTtonsl TpOBENEHUS KOHTPOJIBHBIX MPOBEPOYHBIX Mepornpusatuil. [IporpamMmmHubie cpeacTBa
ayauTa. 23 26

12. ®yHKIIMU MEKCETEBBIX SKPAHOB.

13. Orpannyenue q0CTyma BHEIIHUX MOJIb30BaTeneil. Pasrpannyenne nocryna. ®unprpanus Tpaduka.

14. Ananmu3 unpopmarmu. IlaketHas ¢uabTpanusa. [locpenaudeckue ¢yHKIuUH. JlOTOTHUTEIIBHBIC
BO3MOXXHOCTH MD.

15. Ocobennoctu pyHKIMOHUPOBAHUS MEKCETEBBIX HIKPAHOB.

16. Mogens OSI. Dxpanupyromuii mapmpyTtuzarop. L3 ceancoBoro ypoBas. [Ipuknaanoii numo3.
111103 3KCTIEPTHOTO YPOBHSL.

17. Cxewmbl 3aUTHI HA 0a3€ MEXKCETEBBIX SKPAHOB.

18. Ilonutrka MexcereBoro B3aumozeicTBus. Cxemsl mnoaxmoueHus MDO. IlepcoHanbHble U
pactipeaenennsie MO, [Ipobiemsr 6e3onmacHocT MD.

19. TectupoBaHMEe MEKCETEBBIX IKPAHOB.

20. TpeboBanus noka3zarenei TectupoBanus. Kiraccet MD. Tpeboanuss ®CTOK k MD.

TemaTnKa NpaKTHYECKUX 3aHATHH 14
1. [IporpaMmbl HaJIeKHOTO yaJIeHUs] HHPOpMaLUH 4
2. ApxuBupoBaHHe HHPOPMALIUU 2
3. TIporpammHble cpencTBa pe3epBHOro KonupoBanus. Hacrpoiika RAID-maccuBoB 2
4. Wucaiinepckas unpopmanus. Ilporpammel c6opa unpopmanuu o IK 4
5. Hacrpoiika MEKCETEBOTO IKpaHa. 2

Koncynpranuu 2

12




Tema 1.3. OOecmeueHue
MH(POPMALMOHHOM
0e30macHOCTH ceTeii.
OCHOBBI TEXHOJIOTHH
BUPTYAJIbHBIX
3amuiIeHusx cereit VPN

Conepxanue

YpoBeHb
OCBOCHHSI

1.
2.

How

o o

[TpoGaembl HHGOPMAITMOHHON OE30ITaCHOCTH CETEH.

BBenenne B cereBoil mHGpoOpManuoHHBIM oOMeH. McmonszoBanue cetu Murepner. Monenb
ISO/OSI u crek npotokonoB TCP/IP. O6Gecnieuenne mHpOpMAIMOHHOW OE30MMACHOCTH CETEH.
Crioco6b1 oOecrieuenuss uHGOpMaMoHHON Oe3omacHocTH. [lytn pemeHust mpobieM 3aIiuThl
uH(pOpMaIUU B CETSX.

Konuemnus mocTpoeHus: BUPTyalbHbBIX 3alIUIICHHBIX CETEH.

Hanexxnas mnepemaya wuHoOpManuu 10 He3alIMIIEHHbIM KaHanam cBsizu. ludposanue.
Ayrentudukanus. Bepudukanus. 130bTouHOE KOAUPOBAHHE.

VPN — perienus a1 mocTpOCHHS 3alTUIIICHHBIX CETEH.

Bupryansusie 3amuinennasie cetu. TyHenupoBanue. Mukancynanus naketoB. CTpyKTypa MakeTa. >

CTpyKTypa 3alIMIICHHOTO TIIakeTa. BapuaHThl TOCTPOEHHS  3aIlMINEHHBIX  KAHAJOB.
Knaccudukarus.
3amuTa Ha KaHAILHOM YPOBHE.
[Tporoxoner PPTP, L2F, L2TP.
[Tporokonbl GopMUpPOBaHHS 3AIIMIIEHHBIX KAaHAJIOB Ha CEAHCOBOM YPOBHE.

. IIporokomner SSL, TLS, SOCKS.

. 3aIIuTa Ha CETEBOM ypOBHE.

. Apxurektypa cpencts 6ezonacuoctu |IPSec, AH, ESP.

. 3aIuTa Ha MPUKJIaJHOM YPOBHE.

. Opranuzanus yJnajieHHOrO JOCTyna. YmpasieHue wuaeHtudukauue u gocrynom. Cpencrsa
ynpasiaenus goctynom.Web-moctyn. ITporokosst PAP, CHAP,S/Key, SSO, Kerberos.

18

TemaTuka NpakKTHYECKUX 3aAHATHI

N
o

OcHOBHBIE IEHCTBUS C BUPTYAJIbHON MAIIMHON

. Pabota ¢ KOHTPOJIbHBIMH TOUYKaMH

Hcnonbp30BaHNue BHEITHUX YCTpOﬁCTB

Pabota ¢ okanpHbIM XpanmwtuieM ceptudukaros B OC WINDOWS

Ycranoska u HacTpoiika [10 eTokenPKIClient

Hacrpoiika I1O eTokenPKIClient ¢ noMonipio rpynmoBbIX MOJUTHK

PassepreiBanre TMS B cpene Active Directory

Hactpoiika TMS B cpene Active Directory

©|o(N|o|v|a(w(N e

. Hacrpotiika momutuk TMS

10.

HaCTpOI/IKa HCII0JIb30BAHUA BUPTYAJIbHOT'O TOKCHA

NN NININININININ
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11. Mcnonp30BaHuE TOKEHA HA pab0YeM MECTE aJIMUHHCTPATOpa 2
12. Ycranoska u Hactpoiika CK3U «KpuntollpoCSP» 2
13. PaboTa ¢ KoHTelHHepaMH 3aKpBITOTO KII0Ya U cepTrduKaTamu nojb3oparelns cpeactBamu Kpunro I[Ipo CSP 4
14. Tlpumenenue SecretDisk4 2
15. Ilpumenenne SecretDisk Server NG 2
16. M3yuyenne ocnoBHbIX BosmoskHocTer 10 VipNetClient 2
17. Uzyuenne Hactpoek[IOVipNetClient 2
18. NUzyuenne BozmoxkHoctei [10 JlenoBas modra 2
KoHcynpTanmumn 2
Tema 1.4. Texuonoruu | Coaepxanue YpOBEHb
OOHapyKEHHS BTOPKEHUH OCBOCHUS

1. TexHonorust OOHapyKCHHS aTak.
2. Konnenmus afanTUBHOTO yIpaBiIeHUs! 0€301acHOCThI0. TeXHOIO0rus aHaIn3a 3alUIICHHOCTH.
3. Cpencra aHallv3a 3alIUIICHHOCTH CETEBBIX MPOTOKOJIOB U CEPBUCOB.
4. CpexacrtBa aHa K32 3aMUIIEHHOCTH ONEPAMOHHON cucTeMbl. O0mue TpeOboBaHus K BEIOUpPaeMbIM

CpeICTBaM aHallM3a 3allUIICHHOCTH.
5. CpencrtBa 0OHapYKEHUS CETEBBIX aTaK. 14
6. Meronb! ananu3za ceteBoii nHpopmanuu. Knaccuduxanms cucreM oOHapyKEHHs aTak.

KoMnoHeHThI 1 apXuTekTypa cucTeMbl 0OHapykeHHsl arak. OcoOOEHHOCTH CUCTEM OOHApYKEHUs

aTaKk Ha CETEBOM U OINEPALIMOHHOM YPOBHIX. MeTO/Ibl pearnpoBaHus Ha CETEBBIC aTaKH.
7. O030p COBpEMEHHBIX CPEICTB OOHAPYKEHUS aTaK.
8. TexHOJIOTUM 3alUTHl OT BUPYCOB.
9. KommnbroTepHble BUPYCHI U IPOOIEMbI aHTHBHPYCHOM 3anuThl. Kiaccnpukams KOMIBIOTEPHBIX

BUpPYCOB. JKH3HEHHBIN UK BUpYCOB. OCHOBHBIE KaHAJIbl PACIIPOCTPAHEHUSI BUPYCOB U JIPYTUX

BPEIOHOCHBIX ITPOTPAMM.

TemaTnKka NPaKTHYECKUX 3AHATHHI 8
1. UzyueHue cpecTB 0OHApYKEHHUsI aTak 4
2. VI3yueHne aHTHBHPYCHBIX MPOJIYKTOB 4

KoHcynbTanuu 2
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Tema 1.5. Meronabl | ConepxaHue YpoBeHb
yOpaBJiCHUS CpPEICTBAMHU OCBOCHHUSA

=

3aIUTHI MeToabl ynpaBiIeHUs CPEACTBAMU CETEBOU 3aIMTBHI.

2. 3ajaum ynpaBJICHUsI CUCTEMON CETEBOM 3alUTHI. APXUTEKTYypa YIPABICHUS CPEIICTBAMHU CETEBOM
3amuThl. ODYHKIIMOHMPOBAHUE CUCTEMBI YIIPABIICHUS CPECTBAMH 3aIMTHI.

Aymut 6e30macHOCTH HH()OPMAITMOHHOW CHCTEMBI.

MounutopuHr 6e3onacHocTu cucteMsl. [IporpaMMHbIe CpecTBa MPOBEACHUS ayIuTa 3
0€30MacCHOCTH.

5. O030p COBPEMEHHBIX CUCTEM YIIPABIICHUS CETEBOM 3aIIUTOM.

6. Knaccudukanus cucrtem 3anuthl. [IepcrieKTHBBI M TCHACHIMU B Pa3BUTHH CUCTEM 3aIIUTHL

How

12

Koncynbranuu

BreayautopHas (camocTrosiTenbHas ) yaeOHas paboTa npu u3ydeHuu pasnaena [IM

16

Pexomenyemas nmpumepHasi TeMaTHKa CaMOCTOSITENIbHONW paboThI /i pa3pabOTYMKOB MPOrpaMM 00pa3oBaTeIbHON OpraHu3aluu:
. ITIpobaemsr obecrieuenus 0e3onacuoctu onepaimonnsix cucremWindows XP. Windows 7. Windows 8. Linux. QNX.

. TexHonoruu ayreHTU(UKaLUN.

. AyreHTudukanus, aBTOpu3anusl U aAMIHUCTPUPOBAHHE ACHCTBHIH MMOJIb30BATEIIS.

. ITaposu. PIN-koab1. MeTo bl Ha/Ie)KHOTO COCTaBIICHUS MapoJie.

. Toxensl. CMapT-KapThl. BupTyanbHble KIHOYH.

. IlporpaMMHo-anmapaTHble MOJ1YJIU IOBEPEHHOM 3arpy3KH.

. AIIM/I3 Kpunton —3aMOK CUCTEMHBIN aIMUHUCTPATOP.

. I3ydyeHne HacTpoek cucteMHoro aaMuaucrparopa AIIM/I3.

. Cextop HXKMJI. O6nacts namsitu. Daiin, marnka, KaTajior.

10. Pasrpannuenue 1o0cTyna K 00beKTaM ONepaliOHHON CUCTEMBI.

11. KommnekcHasi cucteMa opraHu3aluy ynpasiieHus goctynom. Mucransius. Hacrpoiika.

12. Aynut 6e30macHOCTH ONepaliMOHHON CUCTEMBI.

13. ®yHKIIMN MeXCceTeBhIX KkpaHoB. OrpaHHMYeHHE JOCTYIAa BHEIIHUX TOJIb30BaTenei. Pasrpanndenue nocryna. @uibrpanus Tpaduka.
14. Ananu3 unpopmanuu. [lakernas punsrpanus. Ilocpenqauueckue GpyHkun. JlonoaHUTeNbHBIE BO3SMOXHOCTH MD.

15. TlonuTrka MexceTeBoro B3aumoiercTBusa. Cxembl noakatoueHus MD. [lepconanpHbie U pactpeaeneHnbie MO.

16. TpeboBanus nokazateneit rectupopanusi. Kiaccst MD. TpeboBanus PCTIK k MD.

17. KoHuerus mocTpoeHUsI BUPTYAIBHBIX 3aIIUIIICHHBIX CETEH;.

18. BuptyanbHble 3aniuiieHHble ceTd. TyHenupoBanue. MHkancymsinusa nakeroB. CTpyKTypa 3alllUIEHHOro MakeTra. BapuaHTbl MOCTpoOeHuUs
3aIUIICHHBIX KaHAJIOB.

19.3amuTa Ha kaHabHOM ypoBHe. [IporokonslPPTP, L2F, L2TP.

20.ITpoTokoisl (hOpMUPOBAHUS 3aIIUIIEHHBIX KaHAJIOB HA ceaHcoBoM ypoBHe. [Ipotokomnsr SSL, TLS, SOCKS.

OCoOoO~NO O WN —
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21.3ammTa Ha ceTeBOM ypoBHE. ApxuTekTypa cpeacts 6ezonacnoctu IPSec, AH, ESP.
22 .3amura Ha npukiaagaHoM yposue. [IporokonsiPAP, CHAP,S/Key, SSO, Kerberos.
23.DYHKIIMOHUPOBAHUE CHCTEMBI YITPABICHHS CPEIICTBAMHU 3aIIUTHI.

24.Ayaut 6e30nacHOCTH HH(POPMALIMOHHON CUCTEMBI.

KypcoBoii mpoekt (paboTta)

TemaTuka KypCcOBBIX MPOEKTOB (padoT):

. Mogens yrpoz HCJI Ha npennpusituu

. [IpoBenenue knaccupuranuu AC u CBT no tpedoBanusm @CTIK Ha npeanpustun

. Ilpoenenue knaccuduxanuu [10 mo tpedoanusm @CTIK Ha npeanpustun

. [IpoBenenue knaccupuxanuun MO no TpedoBanusm @CTIK Ha npennpustiu

. Iloctpoenue monenu Hapymmrens no tpedoBanusaM @CTIOK nHa npeanpustiuu

. [loctpoenue monenu HapymuTens no tpedoBanusm OCh Ha npeanpustun

. Mogens yrpo3 6e3omacHocté MIC nepcoHambHBIX JaHHBIX HA MPEIIPUSTHH

. KommnexcHast Mozienb 3amuThl HHGOPMAIMY Ha IPEIIPUSTHH.

. Onenka 3¢ (eKTUBHOCTH CYIIECTBYIOMIMX MPOTrPAMMHBIX U IPOrPaMMHO-ANNapaTHBIX CPEICTB 3alIUThl HHPOPMAIIUHU C TPUMEHEHUEM
CHELMATM3UPOBAHHBIX UHCTPYMEHTOB U METOJI0B (MHIUBUAYaIbHOE 3aJaHUE)

10. O630p 1 aHaIM3 COBPEMEHHBIX MPOTPaMMHO-ANNAPATHBIX CPEJCTB 3aIUTH HHPOpMAIH (MHANBUAYAIbHOE 331aHHE)

11. Be16op onTUMaIbHOTO CPECTBA 3aUTH HHMOPMAITUU UCX0/1s U3 MeToaudeckux pexomeHaanuii ®CTIOK u uMeromuxcst HCX0THBIX
JTaHHBIX (MHAUBUAYAIbHOE 331aHHE)

12. IlpuMeHeHue nporpaMMHO-alapaTHEIX CPEACTB 3aIUTHl HHPOPMAIMK OT pa3IMYHbIX TUIIOB YIPO3 Ha NPEANPUITUN (MHIUBUIYaTIbHOE
3a71aHue)

13. IIpoGnema 3amuThl HHGOPMAIMK B 00JAYHBIX XpaHuIUIIax gaHHBIX U [[O/]ax

14. 3ammra cpesl BUPTYaIu3aluu.

O 00 1 N DN B~ WK —

20

Bcero

220
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Paznen 2. Kpunrorpaduueckas 3ammura nHGOpMaIN

136

MJIK 02.02.KpunTorpadudeckas 3amura HHGOpMaIiu 136
Tema 2.1. OcHoBnl | ConepkaHnue
KpUNTOTpapuueCKuX 1. CgoiicTBa HHPOPMALIMOHHON OE30MACHOCTH.
METOZIOB 3amuThl | 2. CBolicTBa MH(OPMAMOHHON 0E€30MacHOCTH, O0eCreYrBaeMble KPUNTOTPahUUIECKUMUA METOAAMH 3alHUThI
uH(popManun unpopmanuu. Buael atak. CroyxObl 0€30MaCHOCTH W MEXaHU3MbI JIOCTIKEHUS TpeOyeMOTo ypOBHS
3aLUILEHHOCTH.
3. Kpunrorpaduueckue METOIBI.
4. llludposanue. Komuporanue. Creranorpadus. Cxarue.
5. Maremartuka kpunrorpadum.
6. bunapubie omnepauuu. Apudmernka unenbix uucen. MopaynbHas apudmeruka. Matpunsl. JluHeliHoe
CpaBHEHHUE. 12
7. TpaguuuoHHbIE IU(PHI NEPECTAHOBKU.
8. lludpsr mepecranoBku. OgHO W ABYX HampaBieHHbIe. [lorounsie m OmouHble mH@pe.. MexaHuzamus
UG poBaHUSL.
9. TpaguuuoHHBIE MUl 3aMEHBI.
10. Iudper 3amensl. [Indper MHOTrOANIPaBUTHON 3aMeHBI. YaCTOTHOCTH CHMBOJIOB.
11. Kpunroananus.
12. Ataka rpy0oii cuibl. YacTOTHBIN aHanu3. ATaka 1o oopasily. ATaka 3HaHUS HCXOJHOTO TEKCTa.
13. KommberoTepHOe Mg poBaHue.
14. Konosas tabnuna ASCII. Anrebpanueckue cTpyKTyphl: TpYIIIbL, KOJbLA, oJs. ['eHeparop naposieit.
TemaTuka NpaKTHYECKUX 3aHATHI 32
1. Creranorpaguueckue METO bl CKPBITHSI MH(OpMaIK 4
2. bunapnas apudmernka. MoaynpHas apuMeTnka 4
3. IlpumeHeHne MeToJ10B M(POBaHUS EPECTAHOBKOM 4
4. ITpuMeHeHHe MeTo10B MU POBAHHSI 3aMEHON 4
5. [IpumeHeHne MeTo10B MK (POBaHMsI MHOTOAI(aBUTHON 3aMEHBI 4
6. Kpunroananus MeTOJIOB NEPECTAHOBKU 4
7. KpunToaHaian3 METOJ10B 3aMEHbI 4
KomnbroTepHoe mudpoBaHue 4
Koncynpranuu 2
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Tema 2.2. CoBpemennbie | ConepkaHue
CTaHJapTHI IU(POBAHUS 1. Cummerpuynoe mmdpoBaHwue.
2. Cern Qaiicrens. Cranmapt mmdpoBanus nanaeix DES. Ctpykrypa DES. Ananuz DES. MuorokpaTtHoe
npumenenne DES. besonacnocts DES.
3. YcoepiieHCTBOBaHHBIN cTaHaapT mudpoBanus AES.
4. Crpykrypa AES. Pactimpenue xmoueit 128/192/256. Ananus 6ezomacnoctu AES.
5. Poccuiickue cTanaapThl CAMMETPUYHOTO IIHU(PPOBAHUS .
6. Crpykrypa OCT 28147-89. Pexxumsl mmdposanus [OCT 28147-89. Ananmus 6e3onacuoctu 'OCT 28147-
89.T'OCT P 34.12-2015. 16
7. Ilpobnema pacnpeneneHus Kitouel CAMMETPUYHOTO U (PPOBAHUSI.
8. Auroput™ [luddu-Xenmana. Ynpasnenue kiodamu. Kerberos.
9. AcummerpudHOe mudpPOBAHHE.
10. IIpocteie uncna u ypaBHeHus. Paznoxenune Ha mMuoxurtenu. RSA. Teopema 06 ocratkax. Bo3seaenue B
crenielp U sorapudmel. Kpunrorpaduueckas cucrema Dnb-I'amans. KpunrocucTteMbl HA OCHOBE METOJA
AIIUNTHYECKUX KpuBbIX. DLIIL.
11. Poccwuiickue cTaHaapThl ACHMMETPUYHOTO IIH(PPOBAHMUS.
12.TOCT 34.10-94. TOCT P 34.10-2001. 'OCT P 34.10 -2012. be3onacHOCTh aCHMMETPUYHBIX aJITOPUTMOB.
TemaTuKa NpPaKTHYECKUX 3aHATHI 4
1. Anroput™m Juddu-Xenmana. Opranuzaiys alroputMa nepeadyd CMMMETPUYHOIO KIIlo4Ya 2
2.AcumMeTpuyHOe MH(poBaHUE. ANTOPUTM PaA3TIOKEHUs MPOU3BEACHUS JIBYX MPOCTHIX YHMCET HA MHOXHTEIU 5
COOOIIEHN.
KoHcynpranumn 2
Tema 2.3. | ConmepxkaHue
Kpunrorpaduueckue 1. Cnayuaiinas monens Oracle. YcTaHoBiIeHHE TTOMIMHHOCTH cooOmieHus. Kpunrorpadudeckue xami-GyHKIIUA.
METO/IbI obecrieyeHus MD-5. SHA-1. SHA-512. TOCT P 34.11-94. TOCT P 34.11 -2012 Ananu3 6e30MacHOCTH X3II-()yHKIIUHA.
6e30macHOCTH ATaku Ha XdHI-()yHKIIHH.
CETEeBBIX TEXHOJIOTUI 2. DnexTpoHHas nu(poBasi MOIIUCH.
3. Auroput™m dopmupoBanus noanvcu. CoricTBa ooecnieunBaeMblie DIII1. Cxembl iuppoBOi MOMMUCH. ATaKH 14
Ha nudposyro noanuce. DI ¢ Bpemennoit merkoil. Cnenas DI beccriopnas SUILITOCT P 34.10 -2012.
4. VYcTaHOBJIEHHE MOJIUHHOCTH O0OBEKTA.
5. Tlpocroit mapons. Aunamuueckuit mapoib. 3ampoc-oTBeT. PIN. [Toareep:knenue ¢ HylIeBbIM pasrialieHUEM.
buomeTprueckue cpeacTBa HISHTUDUKANNN. DICKTPOHHBIC KITFOYH U KapThl. TOKEHBI.
6. IIpobnemsbl pacmpeneneHuss OTKPHITOro KIF0Ya ACUMMETPUYHOTO MU(POBAHMSL.
7. CeprtuduxaTsl OTKpHITOrO Kitoya. Y gocrosepsromue neHTpol. X.509. Uepapxus PKI.
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8.

9.

10.

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

OOecnieueHre 0€30MACHOCTH CETH C MPUMEHEHUEM KPUNTOrpadUvyecKux MPOTOKOJIIOB Ha TMPHUKIATHOM
YPOBHE.

DnekrponHas nmoyra. Apxurekrypa e-mail. PGP. S/MIME .

Oo0ecrieueHne 0€30MaCHOCTH CETH C MPUMEHEHUEM KPHUITOrpapUUECKUX MPOTOKOJIOB Ha TPAHCIIOPTHOM H
CETEBOM YPOBHE.

®opmartsl coobmenust SSL. TLS. bezonacnocts Tpancnoptaoro yposus IPSec. Opranuszanus VPN-cetn
3amTa HHGOPMAIIUU B CETSAX OPraHU30BAaHHBIX 110 TEXHOJOTHH OECITPOBOIHOTO JOCTYIIA.

IEEE 802.11. WEP. WPA. WPA-2. IEEE 802.16.

3amTa HHPOPMALIUHU B CETSIX COTOBOM CBSI3H.

A3. A8.A5/3. ATaku Ha AJITOPUTMBEI.

[epcnieKTHBBI pa3BUTHsI OSCIIPOBOTHON MOOHMIILHOMN CBSI3H.

Kpunroantotsl.

burtkoun. brnoxueiin-cucremsr Ethereum.

[TepcriekTUBBI pa3BUTHS KpUIITOrpaduu.

KBanToBas kpunrorpadus. [Ipodiaemsl orpannyenus ckopoctu mudppoBanus. [Ipodnemsr Teopun
ACHMMETPUYHBIX aJITOPUTMOB.

TemaTuKa NPaKTHYECKUX 3aHATHI

IS
N

1. Pa3paboTka x31i-pyHKIIuu

2. Pa3zpaboTka cXeMbl IPOCTOTO MapoJIs

3. Pa3zpaboTka cXxeMbl JUHAMHUYECKOTO IapOJIst

4. CepTu(uKaThl OTKPHITOrO KJIIOYa

5. Hactpoiika 1 aIMUHUCTPUPOBAaHUE TOKEHA

6. Hactpoiika cepBucos Pyroken-PinPad

7. Hacrpoiika cepBucoB Pyroken-OLI1

8. Hactpoiika cepucoB Pyroken—Bluetooth

9. Hacrpoiika cepBrcoB PyrokeH—S

10. Pa3pabotka anropurma PGP

11.

Wzyuenue mporokonoB SSL, TLS, IPSec

12. Hactpoiika Oe3zomacHocTu 6ecnpoBoHOM cetu nepenaun nHpopmanuu |EEE 802.11. WEP. WPA. WPA-2

Koncynbranun

NN BRI PDS

19




VYuebnas npaktuka pasznena MJIK 02.02.

Buner pabort:
1. TlpoBeneHue MHCTPYKTaXKa IO TeXHHUKe Oe3omacHOCTH. COCTaBICHHE AJITOPUTMA XelI-()yHKIIHA
2. Cocrapnenue anropurma mudpa
3. TonkmoveHue, ycTaHOBKA JIpaliBepOB, HACTPOITKA MPOTPaMMHBIX CPEICTB MUppoBaHus KpunroH.
4. AJIMHHHCTPUpPOBAHHUE MPOTPAMMHBIX CPEICTB I poBanus Kpunton
5. TNonkmoveHue, ycTaHOBKA JIpaliBepOB, HACTPOIKA anmapaTHbIX CPelCTB muppoBanus KpunroH.
6. AIMUHUCTpPHPOBAHHE alAPATHBIX CPelCTB Mmm@poBanus KpunroH.

36

Kypcogoii mpoekt (pabora)

TemaTuka KypCcOBBIX POEKTOB (padoT):

. Mogens yrpoz HC/I Ha npennpusitun

. [IpoBenenue knaccupuxanuu AC u CBT no tpedosanusm @CTOK Ha npeanpustuu

. [IpoBenenue knaccudpuxanuu [10 no tpedoBanusm @CTIK Ha npennpusTuu

. IIpoBenenue knaccupuxanuun MO no tpedoBanusmM @CTIK Ha npennpusitun

. [loctpoenue monenu Hapymutens no tpedoBanusm @CTIK Ha npeanpusTuu

. Iloctpoenue monenu HapymmuTens no tpedosanusm O@Ch Ha npeanpusitun

. Monens yrpo3 6e3onacHoctu C nepcoHaibHBIX TaHHBIX Ha MPEATPUSTHI

. KommnexcHast Mozienb 3ammThl HHGOPMAIMK Ha IPEIIPUSTHH.

. Onenka 3¢ (HeKTUBHOCTH CYIIECTBYIOMIMX MPOTPAMMHBIX U IPOrPaMMHO-ANMapaTHRIX CPEICTB 3alIUThl HHPOPMAIUHU C TPUMEHEHUEM
CHELMaTN3UPOBAHHBIX HHCTPYMEHTOB U METOJI0B (MHIUBUAYaIbHOE 3aJJaHUE)

10. O630p 1 aHaIM3 COBPEMEHHBIX MPOTPaAMMHO-ANNAPATHBIX CPEJCTB 3alIUTH HHPOpMAIH (MHANBUAYAIbHOE 331aHHE)

11. Be16op onTUMaIbHOTO CPECTBA 3aUTH HHMOPMAITUU UCX0/1s U3 MeToaudeckux pexomeHaanuii ®CTIOK u uMeromuxcst HCX0THBIX
JTaHHBIX (MHAUBUAYAIbHOE 331aHHE)

12. IlpuMeHeHue nporpaMMHO-alapaTHEIX CPEACTB 3aIUTHl HHPOPMAIMK OT pa3IMYHbIX TUIIOB YIPO3 Ha NPEANPUITUN (MHIUBUIYaTIbHOE
3a71aHue)

13. IIpoGnema 3amuThl HHGOPMAIMK B 00JAYHBIX XpaHuIUIIax gaHHBIX U [[O/]ax

14. 3ammra cpesl BUPTyaIu3aluy.

O 001N DN B~ WK =

10

Pexkomenayemasi TemaTka BHEAYJUTOPHON CaMOCTOSITENIbHON paOOTHI:

1. I3yueHne HOBBIX TEXHOJOTHM XpaHeHHUs HHPOPMALIUH.

2. CraTtucTuKa U aHaJlu3 KPYMHBIX yTeueK MHPOpPMAaIIMH 3a T0JT

3. Ilouck nHpOpMALIUU O HOBBIX BHIaX aTaK Ha HHPOPMALMOHHYIO CUCTEMY

4. O630p COBPEMEHHBIX MPOrPaMMHBIX U MPOTPaMMHO-aNaPATHBIX CPEJCTB 3aLUTHI.

5. CpaBHUTENBbHBIN aHAJIN3 COBPEMEHHBIX IIPOrPAaMMHBIX U MPOrpaMMHO-aNNapaTHbIX cpeacTs 3aumThl nHpopmanuu B UTKC.
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[Tpon3BoicTBEHHAS TPAaKTHKA (ISl POTrPaMM MOATOTOBKH CIICIIUAIMCTOB CPEAHEro 3BeHa — (TI0 TPOMUITIO CIICIUAIEHOCTH) UTOTOBAs 110
MOJTYJIIO (€CITH IPEyCMOTPEHA UTOroBasi (KOHIICHTPUPOBAHHAs ) TPAKTHUKA)
Bunpl pabort:

1. Vuactue B opraHu3zanuu padoT MO 3aIIUTE MEPCOHATBHBIX KOMITBIOTEPOB Ha MPEANPUITUN

2. VYdacTue B opraHu3aiuy padoT o 3alUTe JOKAIbHBIX CeTell Ha NpeArpUsITUI

3. Yuactue B opranuzanuu padoT 1o 3amure padoT B II100aIbHON CETH HHTEPHET Ha MPEANPUIATHN

4. Os3HakoMJIEHHE, OpraHU3aLus, HACTPOIKa cucTeM 0€3011acCHOCTH TPOBOIHON 3aLUIEHHOM JIOKAJIbHOW CETH.

5. AIMUHUCTPUpPOBAHHME CUCTEM 0€30I1aCHOCTU IIPOBOJIHOM 3AIMILEHHON JOKAJIBHON CEeTH.

6. OszHakomileHHe, OpraHu3alMsl, HaCTPOlKa cUcTeM 0e30IacHOCTH OeCIpOBOJHOM 3allMIIEHHON JIOKAIBHOM CeTH.

7. AIMUHUCTpUpPOBAHME CUCTEM 0€30I1aCHOCTU OECTIPOBOJHON 3alllUIEHHON JIOKAJIbHOW CETH. 144

8. Tlonnepxanue OecriepeboitHON pabOTHI MPOrPaAMMHBIX U IPOTPaMMHO-AIIIAPAaTHBIX, B TOM YUCIIE KPUNITOrPahUIECKUX CPEICTB 3AILUTHI
UHpOpMaLKU B 000pyI0BaHHH HHPOPMALIMOHHO-TEIIEKOMMYHUKAITMOHHBIX CUCTEM U CETEH.

9. IIpoBeneHue HHCTPYKTaXka 10 TeXHUKe Oe3omacHoCcTH. O3HaKOMIIEHHE ¢ IPeANpUsATHEM. BbIOOp MporpaMMHBIX CpeAcTB MU(POBaHUS B
COOTBETCTBUU C PEUIAEMOM 3aJauei

10. INonkirouenue, ycTaHOBKa JpaiiBEpOB, HACTPOMKA IPOrPaMMHBIX CPEACTB a0OHEHTCKOro HIM(pPOBAHUS

11. ATMUHUCTPUPOBAHNE BHEAPEHHBIX CPEICTB

12. Hactpoiika cpeicTB 3J€KTPOHHOM MOANNCH

13. AAMUHUCTPUPOBAHHE CPEACTB AIIEKTPOHHON MOAIHUCH

14. Anmunuctpuponanue cpeacts PKI

Bcero no ITM 02 536
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3. YCJIOBHUA PEAJIM3ALIHNU ITPOTI'PAMMBI TPO®ECCHOHAJIBHOI'O MOAYJIA

3.1. Mamepuanvno-mexnuueckoe obecneuenue
Peanu3zanuu mporpammsl poheCcCHOHATEHOTO MOAYJISI IPEATIOIaraeT HaTudHs:
st MJIK.02.01, MZIK.02.02, VII1.02:

- yueOHoii aynuropun Ne 405 «JlaGopaTopusi HHGOPMAITMOHHO-TEIIEKOMMYHUKAITMOHHBIX CHUCTEM U
ceTein»

- O6opynoanue: [Ipe3eHTaninOHHOE 00OPYIOBaHNE, HHTEPAKTUBHAS MaHemb, 12 1K, yueOHast Mmebens.

- YueOHo-HarmsaHOE TmocoOue: komrmuiekT YMK mo mgucnumiuHe (IMIaKTHYECKUE MaTepHallbl,
KOHTPOJIbHO-OIICHOYHBIE CPEJICTBA, HATJISAIHbIE MAaTEPHAJIbI U T.]I.)

- [Iporpammuoe obecnieuenue: OC Linux Debian 10

3.2. Hnghopmayuonnoe obecneuenue odyuenus

[lepedeHb UCTIONB3yeMbIX YUECOHBIX U3JaHUN, IHTEpHET-pECypCOB, TOTOJIHUTEIILHOW JIUTEPATYPHI.
MJIK.02.01

OcHoBHas nUTEpaTypa:

IOpaiit (Kazapun), 3uanunym (bparko)

MJIK.02.02

JlononHuTEeNbHAS IUTEPATYpA

Pa6ko B.51. . ®uonos A.H. Kpunrorpadus B uadopmammonaom mupe./ 5.51.Psa6ko, A.H.®duonos. — M.:
Topsuasg smuaug — Tenekom, 2018. — 300c.: wmu. —  ISBN 978-5-9912-09729-4. - Tekcr:
HEIOCPEACTBEHHBIIA.
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4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHUSA TPOPECCHUOHAJIBHOI'O MOJAYJIsA

[IpenogaBatenu oOecrneunBalOT OPraHU3AMIO0 U MPOBEACHUE TEKYIIEro, IPOMEKYTOUHOTO U
UTOTOBOTO KOHTPOJIsA. TEeKylUi KOHTPOJb HPOBOAUTHCS IPENOJABATEIIEM B IPOLECCE MPOBEACHUS
MPAKTUYECKUX pPAa0OT, TECTHUPOBAHMS, YCTHBIX M IMHUCHMEHHBIX OIPOCOB, a TaK € BBITOJIHEHUS
WH/IMBUYAJIbHBIX 331aHUH — pedeparoB, JOMAIIHUX padoT.

OOydeHnue Mo MEXIUCIHUILUIMHAPHBIM KypcaM 3aBepIlaeTcsi MPOMEXYTOUHOM arTecTalueil B

dbopMe FK3aMeHa.

O:xuaeMblii pe3yabTaT Kpurepun oueHku Metoasl
OLIEHKH

[IK 2.1. OcyiecTBasiTh - BBIABISATh M OLEHUBATh yrpo3bl 0€30MACHOCTU | DKCIEPTHOE

YCTaHOBKY (MOHTaX), undopmanuu B UTKC; Ha0Ir0IeHNE

HACTPOMKY (HalaaKy) u - HacTpauBaTb U IPUMEHATH CPEICTBA  3aIIUTHI

3aIlyCK B AKCIUTyaTallMio | MHQOpPMAIMKM B ONEPAIlMOHHBIX CHCTEMax, B TOM YHCIIE

IPOrpaMMHO- CPEICTBA aHTUBUPYCHOM 3aLUTHI;

anmnapaTHbIX U - IPOBOJUTH YCTAHOBKY U HACTPOWKY MPOrPAMMHBIX H

WH)KEHEPHO- [IPOrpaMMHO-AMNIAPATHBIX (B TOM quclie

TEXHUUYECKUX CPE/ICTB KpUNTOorpaguueckux) CpeicTB 3alluThl HH(OOPMALIUU;

oOecrnieueHus - TpOBOJUTh KOH(MUTYpHpOBaHHE MPOTPAMMHBIX U

uH(GOPMaLIMOHHON MIPOrpaMMHO-aMIMapaTHBIX (B TOM qucle

6e3onacnoctu UTKC. KPUNTOTpaQUUECKUX ) CPEJICTB 3AIUTHI HHPOPMALIUH;

[1K 2.2. OGecnieunBathb - BBIBIATH U OLIEHUWBAaTh yrpo3bl OE30MACHOCTH | DKCIEPTHOE

AKCIUTyaTaIuio U nnpopmanuu B U'TKC; Ha0I0IeHNE

coJiepKaHue B
paboTocmocoOHOM
COCTOSIHUH TIPOTPAMMHO-
amrmapaTHbIX U
WH)KEHEPHO-
TEXHUYECKHUX CPEIICTB
obecrnieueHus
UH(pOpMaLlOHHON
6e3omacnoct UTKC u
UX JIMAarHOCTHKY,
oOHapy)KEeHHE OTKA30B,
dbopMupoBath
NPEIOKEHUS 110 UX
YCTPaHEHHUIO

- IPOBOJAUTH KOHTPOJb IOKa3aTele M mpolecca
(YHKIMOHMPOBAHUSI TPOTPAMMHBIX W IPOTPAMMHO-
annaparHblX (B TOM YHMCIIe KPUNITOrpauIecKux) CpeCTB
3alUThl HH(OPMALINN;

- IPOBOAMUTH BOCCTAHOBJICHHE IIpOIlECCa U MapaMeTpOB
(GYHKIIMOHUPOBAHMSI TPOTPAMMHBIX W MPOrPaMMHO-
anmaparHbIX (B TOM YHMCIIe KPUNITOrpauIecKux) CpeCTB
3alUThl HH(OPMALINN;

- TIPOBOJIUTH TEXHUYECKOE OOCIY)XKHBAaHHUE U PEMOHT
MIPOrpaMMHO-AMNIMAPaTHBIX (B TOM qucie
KpUNTOTpapUUECKUX) CPe/ICTB 3aIUThl HHPOPMALIUY;
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[IK 2.3. ®opmynupoBaTh |- BBISBIATh M  OLECHUBATh yrpo3bl  0E30MACHOCTH | DKCIEPTHOE
IPEJIOKEHUS 110 unpopmanuu B UTKC; Habmro1eHne
MPUMEHEHUIO - HacTpauBaTb U TPUMEHATH CPEICTBA  3allUTHI

pOrpaMMHO- nH(OpPMALIUY B OMEPAMOHHBIX CHCTEMAaX, B TOM YHCIE

anmnapaTHbIX U CpEeICTBa aHTUBUPYCHOM 3aLTUTHI;

WHXEHEPHO- - MPOBOJIUTH KOH(QUTYPHPOBAHHE TMPOTPAMMHBIX U

TEXHUUYECKUX CPE/ICTB MIPOrpaMMHO-aMNIMapaTHBIX (B TOM quclie

oOecrnieueHus KPUNTOTpaQHUECKUX) CPEICTB 3AIUTHI HHPOPMALIUY;
nH(pOpMaIMOHHOM

oe3onacnoctu UTKC.

IIK 2.4. Bectu pabouyto |- BBIABIATH M OLECHUBATh yrpo3bl 0E30MACHOCTH | DKCIEPTHOE
TEXHUYECKYIO nnpopmanuu B UTKC; HabroneHne
JIOKYMEHTAIUIO T10 - HacTpauBaTb U TPUMEHATH CPEICTBA  3allUTHI

OKCIUTyaTaIlMK CPEACTB U | MHPOpPMAIIK B OIMEPAIIMOHHBIX CHCTEMax, B TOM YHCIIE

CUCTeM obecrieueHus CpEeICTBa aHTUBUPYCHOMN 3aITUTHI;

UH(OPMATMOHHON - MPOBOJIUTHL KOHQUTYPUPOBAHHWE MPOTPAMMHBIX H

0e30MacHOCTH MIPOrpPaMMHO-AMNIMaPaTHBIX (B TOM qucle
TEJICKOMMYHUKAIMOHHBIX | KPUITOTPahUUIECKUX) CPEIICTB 3aIUThHl MHPOPMAITUH;

CUCTEM, OCYIIECTBIISATh

CBOEBPEMEHHOE

CIUCaHKE U MOMOJIHEHNE

3amacHOTO UMYIIECTBA,

puOOPOB U

IIPUHAUIC)KHOCTEN

OK 01. Beibupats - 000CHOBaHHOCTh ITOCTAHOBKHU I1€JIH, BEIOOpa U DKcnepTHoe
CIOCOOBI pelIeHus 3a/1a4 | IPUMEHEHUSI METOI0B U CIIOCOOOB PEIICHUS Ha0I0IeHNE
npodeccuoHanbHOM npodeccuoHaNbHBIX 3a/1a4; DK3aMeH
JIeSTEIIbHOCTH, - aJIeKBaTHAasl OLIEHKAa U caMOOLIeHKa 3 (HEKTUBHOCTH U

MPUMEHUTEIBHO K KauecTBa BBIMOJHEHUS MPO(HEeCCHOHANBHBIX 3a71a4;

pa3IUYHBIM KOHTEKCTaM.

OK 2. OcymiecTBisTh - UCIIOJIb30BaHUE PA3JIMYHBIX UCTOYHUKOB, BKIIFOYAs DKcnepTHOe
MOMUCK, aHAJIN3 U AJIEKTPOHHBIEC PECYPCHI, MeIMapecypchl, IHTepHeT- Ha0II0IeHNE
WHTEPIPETALNIO pecypchl, NEPUOIUYECKUE U3IAHMS 110 CIIEHUATIBHOCTH DK3aMeH
uH(popMaluuy, JUIs pellieHus: Npo(ecCHOHANBHBIX 3a/1ay;

HEOOXOTUMOM ISt

BBITIOJIHEHHUS 337124

npodeccuoHaNbHOM

JeSTeTLHOCTH.

OK 03. ITnanupoBats u - IEMOHCTpauus OTBETCTBEHHOCTH 3a PUHSATHIE DKcnepTHOe
peaTn30BbIBAThH perieHus; HabI0/IeHue
cOOCTBEHHOE - 000CHOBaHHOCTh CaMOaHaIN3a U KOPPEKITHS DK3aMeH

npodeccuoHaIbHOE U
JUYHOCTHOE Pa3BHUTHE.

pe3yNbTaTOB COOCTBEHHOMN pabOThI;
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OK 04. Pa6orarts B - B3aUMOJICHCTBHE ¢ 00YUAIOIUMHUCS, IPEMOAABATEISIMU | DKCIIEPTHOE
KOJUIEKTUBE U KOMaH/e, | U MacTepaMHu B X0OJe O0yUeHUs, C PYKOBOIUTEISIMU HaOJII0IeHUE
a3 dexTuBHO y4eOHON U TTPOU3BOCTBEHHOM MPAKTHK; OK3aMeH
B3aMMO/ICHCTBOBATH C - 000CHOBaHHOCTH aHANIN3a PAOOTHI WICHOB KOMAH/IbI

KOJUIETaMU, (MOTYMHEHHBIX );

PYKOBOJCTBOM,

KIAAHTANMIA

OK 09. Ucnomp30BaTh - 3 heKTUBHOCTH UCIIOJIb30BaHUS HH(POPMAITMOHHO- DKCIEPTHOE
nH(pOpPMaIMOHHBIE KOMMYHHKAITMOHHBIX TEXHOJIOTHIA B MPOoecCHOHANIEHON | HAO0IeHuE
TEXHOJIOTHH B NEATEILHOCTH COTIACHO (DOPMUPYEMBIM YMEHUSM U OK3aMeH
npohecCHOHABLHOM MOJIy4aeMOMY MPAKTUUYECKOMY OTIBITY;

JEeITEIbHOCTH.

OK 10. ITonp30BaThcs - 3¢ (eKTUBHOCTH HCIIOJIB30BAHMS B TPOPECCUOHATIBHON | DKCIEpTHOE
npodecCuoHATbHON JEeITEIbHOCTH HEOOXOIMMOI TEXHUYECKOM HaOJII0IeHUE
JIOKyMEHTaIuen Ha JOKYMEHTAIMHU, B TOM YKCJIE HA AaHTJTUHCKOM SI3BIKE. DK3aMeH

ToCyaapCTBEHHOM U
HHOCTPAHHOM SA3BIKC.
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