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S5TDz Zzy2O0tRIATYIWBWEF UVZ3T2YOY>2Ts5t 3uyly 2ttt yzZR3®
bTZzyc¢ct t R
fYYEZTt TTELOT YRSt U 38zRYI T3ZIgNaRDE 3
3Yezt UL YYYZYy TYzyzURSTYYYYZ2ZYy yept3&eR, s5¢Y
T2g14t YTIDZ Z3T2yOYZTst3uwysy 3y3TyDXTDz
wt O+
Yy YDEsHE + 2 OTDXTDZ TY3YzURSTYYYYZXZY ZzYy 3¢z
TtesTe+s Tl TYzyzUORSTYYYYU 2t tyYZR3YY3ET T
QR1RST
1. DRYyZzt{ 1108 YTt &1 WERBUYRBZRYIYYYUV Zzy3Ezh
2. 3t gsTe+ tt Tl T e3ulyD Til yYzRY Z#3(T.2 Yy Oy 2°
3. 3.1 Rty2czRE* UL EYBWCEETVYITYRBLERYZY
4

4. huzyet 35T YZzY3 YR 1RYYgDZ gt Ug.
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AYzYyzURSTYYYRDzZ 21t yZR3YYy 3¢+ T tt 2T1I

AYzYyzURSTYYYRDE BEYVYBREYVWBEEZE¥RBTEL VI RY 22
SRYuSTYYTzYeRYYYZYy 1Y3CZR,TOM BYYGY2TIU, ®&RPT
t E3DYBYp+DZ 3Zt 5TRUOFYREY 1 BYIF2g Ut YEYe T

tzTES CrpUOBERYZ UvRYITIREIUEVIETE3L :ORDITD
5TDZ EEARCAEzTRIERT ZzTYSTZR, uwygyzlt yzztlt
elhg+s tRpTEEWIYEYY3IDZ 3Dz vyYzT1lt YSTRO*¥YY3¢E+#
(intedgyB3EYEYY3E+F (availability).

COTDXTt 3AY3yzURSTYYYYU 33tzll YR Z3T72Y0)
ZzRYYY T YiIY1lYYEYRsYyYy. t ylYyU 3J&yzyomk,yelY
Pt YTDZ yegst YTDz T 1Y38¢cZR v TY2YzURSTT, 5¢
2Ts5t 30y 20RIYZYOgsTT.

¢ 3eyDZystztl# TYzyzURSTYYYgDY¥e2ptFEZRBYY
PEAzYyT32y1T¢e 2 30413821ty &Yyzy, sy TYetzt 3l
zRE 11Ot YTt 32DERYY 3 &gtU, s5¢gy TY2YyzURSTDz T
ZRY{ & WRuv Ytiye2zy |l TOIUY z{3gz3 10P20FIp 3 &Y 4R
ODZ #/ fge2 2zl ODZ OTs YY3ET.

AYzYyzURSTYYYRDZ 2ttt yZR3YY3&+ OTsYY3ET T
I EYUVU ZYYDZTDzZ gt 3Yy 32Df RYI .

AYzYyzURSTYYYRDzZ 21t YZR3YY3&+ OTsYY3ET

AYzYyzURSTYYYRDZ 2t { yZRIYVBEYBYLTVYBEFE T 2
1Tec* 312Dz T 322U yeey ezxRUOMYsTYU 2 g Xzyt e TYzyz

335YysYTUwRUT gZzyft TY3yYyzORSTYYYYyU 2tfyZR
ZRE* 12cIRDZ OTsYY3&#+, Zzy>zRUOOYIt T &t2YTs
2zgZZR TOT 1RTt Z2Zy3glRz3gey, TYE&tzYte, +tf3

AY3YyzURYRPz 2t t YZR3YY3¢g+ Yyept 3¢eR

AYzYyzURSTYYYRDzZ 2t t YyZRIYYYIBRFC YWERDPTIt3 cteRp Tp
382R T ZYy3clRz3&2R Y& 1t3&zcugTeYl2 2Yggzt
3ce Uy

ceTle Ytyez2zylTUYy3ET tRpTel uwyY3ETEESTYY
3Ce[R1ZY yept3&eR YRSt Tt RuyYYlREgtO*x3gey eef

A . 111t2zROFYIU f RuyNQYyZEYR27T¥ZY20RBT®EL 4!
Yz &gt2YyoyzTb2Z2 T y tRpTet TY3yzURSTT*. Kk:
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31Ul TYzyzORGTYYVYREWROWHRBERR]T 3RYY, UVRUWRDZ TY:
t &3D0Z vy YzT1t YSTRGEPIVY,3ER ZWRUWRDzZuy~21 R T uvRuw
3eegz w TYzYyzURSTT, wvRu ZzyT32y1T¢& ye2LtY 1R

A 1t111tz2zROFYIU f RuyY-4+yweE 228 .21 I .YyZRBY YBIICG .
eYelt Y3IYYENTPELFEYZRIYYIET OTsYY3ET, Yyept

A 111tzROFfYI U fRuyY QY & Y. 040t2u1zly Yoy ZY

A 1t111tzROFYI U f RuyY 4yge 22y7.Dt7z RY0WRO #1522 |
OTzegt e zRey¢ce 3 Zt z IWBRUAYI YR YIYROVI R Yz &

A kuRf hztfTl1tYER It yg&g 17.03.2008 &351
STYYYyU 21t yZR3IYY3IET | Y33TU3uvwyuUu 1 11ZRETT
vYUOUgYTUuRSTYYYIl2 3tgt U UL TlegYRzY1YYZYy TYzY

fFETILEYR2Y 1YYt 3YEzelYEYRPDRIYYXYYVBORFETV Z

C YR3EYDptt 2zt UDzeyzZzy3 UfTlegYRzYlYYZY
TY3Yz2URSTYYYYU 2ttt yYZR3IYY3IET ECRuTY RuggROLY

ft T1LEYR2Y1YRDzZ TYZYzURSTYYYRDzZ 21t YyZR3YY 3
YTt Ut TlegYRzYy 1Yl 2 RISt WRAS $ tT3UMODBTzy 2y U
E1TRYTt cgzzytl 21t yZR3YY3ET ZYy3clRz3&e T UT
3¢CZRY3¢get .

ft TleYRzY 1Yl ZtztIyeyzl 2Zy Zzya0t OUORU
1¢&€3Dz YR 1egl3cyYzyYY{ U y3Viy2eil zR ZXRWIRORY IzR
YI2 yzSRYTERS3TU, ERuT2 uvRu YYG, GOKY, nyt

Dt DZt OYY 38+ Ut TlegYRzYy(1YIl2 yzIRYTERGTU
lYu 10Dz 1T3ug33TVU T Zz=ZReDZeTIt20 RuETYles Y RzRUTHY
OTtETzy2aRYYIlt WRDEZDE, T Z=tTROTf ¢DZ 3Dz Zzy Xz RUUI

c 33tzt UL TlegYRzYylYYyZy 3yegzeglYTst3&eR e
SRuTt zRf zRIARVIRTERRZD2 It Ruwel .

EYYat Y5S5TDZz tyet R dezyZICsY RETRBEBERDB Y X\
YDZR 2 20BtlzZzlW P gt Tl eYRzY (1 YIU (lyZIyeyz, YRZ:
Ot YTDOT e wTletzZzy3¢gzRY3¢&2et, E3ERYYeTU Yy3Y
3CeR 2 EYU 3zt zt.

| {t f YyODATDz Bt Yt zRUO*YYU O033RULU20UtT YYG &55
2YzZURSTYYYIN 222V FOYZYIRY |SstdZDET'2 Rt ¢ YL ye2yl
YRzYlYYZzZYy 3Yy&zglYTst3&2R 10Dz ZzygTeylt U3ce

JuyuU TYzyzURSTYYYYyU TYzzR3Zzguggzl.
63



cT1l g=Zzyt T T2 2OTD¥Tt YR Z3T2yO0y>ITDZs

Lty Uwyellt Yyey3ET T BiefzRWEWZHYRIOYDZY YIUR JD
TYzY2zZUORSTT 3 5t 0#DZURYTZg0OTzYeRY[Dzyeapt3ge
e eltllheREF ZRYTug, Ytl1yYetzTt v Y3TSTRO#Y
lRTY UR33Yyelt 2t 3Z2yzD] uT.

. ET2t 22 00TYZI T CeROODRER T¥EIraDEgzzy I,
3CMN1R, 2zRTlteYYy2y YyeYYSsStYTDZ 1T3wzTUTYRST
YTUO 2T1yVU, gU3¢etYYIUT 3ZAY3YyeYYy3eDDT, gULULY

M. ' RY TUROTERSTDZ T 'u3gztLUTEL. | R3ZzY3&zZRY
Yi e,
V. 3t 2l gysYY3&+ TYzyzUORSTT e -3Z1aT. etyZeyo3 yuRY
fyaREt ODzZ 2 2Tz&gROFYI U UTzZz YR3IEYOFuy, s5¢&Y
2Tz RUOFYYU 3zt 1yU T 2zt ROFYYU TTf Y*DZ

V.ETet zUY st VIYT3Z2YcCeq ye RYTtT  TYEt zY{ ERTDED
3zt 132, YRZzTUtz, stztt 3TSTYZ TORZBRRI¥Tz

V. €E2RTR Tl1tYETZTURDTHFIWA 2 OTRYIVZ 2 1T RYYI 2
(Tt YR, ZRzYyOT, YYULtzR wzt(1TeEeYIl2 uvRzg) 1 OD:

eETetzZzt 3520t YTRIOIRDEL YRt ZRI B BulyT 2 K
YTDz 32Df RYYIt{ 3 uwul2tzZzt 38201 YTDUT, TUt D:
20OTDDZ YR uwRst 32y TTEYT s5t0yetuR.

YZzYy3 T tzy zttgO*gREI

Cx TUEt ot DODz Zzyet z

YRVt U ZTZyegt €
STOT Zzyet 3T
3zt 1T IRS2YEY 2,
lRxZYy2ye T T2 f
GRT ksR3IEYTuT |
50 Ot¢g) VYe&et sRI
) _ o o Zzy 3l Yy fYRYTT
e e ameee 1Y33TUSUYU HEUY
FPTSTYZtE, wTet ze;

(=}
@
=3

Zz.
huy 1TRYYIU 2zttt gO+*gRERLV YTurvEgyYy Tt g35R3IEYTL

50% YyZzyst YWYRRYYINRPE 2t f YZRIYY3IET 2 TYzyzl
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3ERYYeTOT3# Tt zg2aRUT 3TSTYZR, 25% CRuTt T3
St U% TBZIETeREVRSTYYYgDZ Zt 2zt Zzgtuwg T ETRuUTH
zYTYY3ET ZzT T3ZYyO+#tyeRYTT 3t&T., CRuTt UuRw

. 332y 0#fftyeRE+ YROVDZTYRT|1 ZRY¥YRFUREYER.

Il. 2YETaeTzeg 3l

H. Gt Zg20TuyaRE+2 OSYARSNRYYBEYSYTUwR2.

clheyill:

GRYR ZTZYEttR ZylEetz]lTOR3*%. CyOU#stt ZYO
ZYyell st YYI U gzyet Y+ gzteyTYY I3 2T 2MRA 2DIs E WU
YTt RugTeYy3eTd T €215t YTt UL YERO*YY2ZYy 3Y

QRpTCTE* Z23T2Tug ZzT T3ZYO+eBERUYTYYYZH:
20D1 RDZ Zz2R2TOR Zyet (1t YTIDz T3ZYyO*f gDz gt2YTs
zRpRDZB* tR Z3YBYPY¥DAwi 32YBTROT3IERL.

.t TO$¥&EzgUEt TY3yzURSTDZ K.t. Yt s5TERUZH
claTzRE+ Tfet3EYlt ZYyzERON T y3T5TRO*YIt 3
3uT YEYY3TE+#3DZ v OD2RIULD T3EYysYTuwuRL, Zzyet z D

. Il Rt ecTe RUgEt YReluT uvuzTETst 3vyzy ULUIS0Ot YT

. YZzRYTs5T2aRUEt !'uwvzRYYYt 2zt UD?

V.ct 1 Tect 31 2Bz yYB8RYY¥IYY yeczRpRUEI 3% uwyzzi
1zg2ZTL 2y 0O*fyeREt ODD

V. 33Zy0*f g UTt YR diTeYdlZ 3 RAURGZWZOYTEe DZ R &t YE T2 T
ERpTCTC#+#3P2 yE 2RegB3uvl2 RERU.

V. k3ZRYR2OT2RUEL YR1dZTYI{ TRBEVE Bz YNy Z.
iy .

VILty2zRYDAEY vy YzT1t YSIROFYREOFpPREFIYDREE®
EYzl U LYTYy ZyYDZ#, 31{ YR2y|TE3Dz yUL TOT
5T.T

VIIL CIl1 #&t 2 YTBRETtLOFIYRVVYauwt Yyel2z ZzTOYTt YT
CRIZYtY TzYyzTzyeRE* ZyOFtyeRE{OF3uTt 3JYZORS
zREz{ St YT YR 1Yy3&cgzZ u OTsYYU TYzyzUOURSTT.

A3CYsYTuT

1. https://skillbox.ru/media/code/informacionnalyazopasnost/#stk

2. https://russiancouncil.ru/blogs/yowamdsmart/mezhdunarodnemtrudnichestvey-

oblasttinformatsionnoybezopasnosti?sphrase_id=143699250
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https://scienceforum.ru/2017/article/2017036028
https://apni.ru/article/4238spektirealizatsi-informatsionnojbezopasn
https://kchgu.ru/wgcontent/uploads/2020/06/0Z0.IB.1.pdf
https://wiki.merionet.ru/articles/triaelda-konfidencialnostcelostnosdostupnost
https://m35vashkicrb.gosuslugi.ru/novosti/psihicheskedorovecheloveka.html
https:/kg.ru/2024/01/05/cifrovaigigiena.html

© N o g kW

YI POGIQOWIYEHGY cYcod Ot hd€Ko YCdt haNadGc3ap Ca
} K3 ¢ 3AGHY! fOLRAYBCHEYYfFfkGIEOWIYGCGGoA + dKp A
hut 2zt ODTETYR aqeaf OTYR
YDChY¥kYyUIuvTU Zy3cglRz3setYYIWYW 2Zt°
g uwye Yy FIEted#Hy cRFORAVWR 2z Y 2
EUODBE Yt 2l BYOsezRURTETYYUMYW OO YTURSTYYYI ¢
TY3yzURSTYYYRDZ 2t f YZR3YY 38+, TYzyzUORSTYYYI
AY3zyzORSTYYYIlt &Et2YYOYSTT TZzRDZ 2RTYg
yet 3ZtsTeRDzZ et RTUY 1t U3&eTYW ZWIi YRRIYW Wt TY )
St Ot uyUDUEYTURSTYYYIN2 3tttV (3IKEL). CtfyzZR3Z
R3Z{tuwgye TY3ZYzURSTYYYYU 21tyZR3YY3ET 2Zy3cel
3ERE#Y zR33URE 2 T2 RDZEBWZY 3/ lktz RYJit RIS T yIYRYTLE |
f RuUYYY1REL OFfYI ¢ ZYOY Tt YTD? YRZzR20t YYI
TY2YzZURIETWYUYW UL YTURSTYYYIl 2 3t ¢D2.
vzt 1 ZYORZRY & 3D7 s5CY Ct uwg p REZz R3egyzeglug ¢ zL
yety 32t st YTDZ 2t t yZR3Y YO vy U URYYESTYuzRBRISY YWY Y2y
Y 1Y3EREYsYY 3yy&etg3ceegte 3Yezt UL YYIUL gz
Zyelsy YTDzZ ! 22t uwugTeYY3IET tRpTEl TYz2YyzURSTT.
} YSOR3YY kuRfg hztfToEB¥®Re Igd&eyid TQS . Y. 2
TYZYzURSTYYYYU 2{fyZR3IYYBZLIY UBERITYPH ROz DY U
Dz ODZ ¢3Dz y3YYyeyU 10Dz 3yzUTzyeRYTDz Zy3gl Rz 3
YEYYSEYTU 2 YS2OR3ET Yet 32154 YDz TYzYyzURSTY
Ltz ZY 3yetzbtt Y3EeyeRYTDZ3IT3Et VI YET3E4PL Y
Y1TLYR Tf 5t YEzRO*YIl2 2Zzy20t U0 fRuOD3Rt g
ZzReyel2 Ut2RYTfUye yg 2013gz12 TEfOtYLYTU e
cZzyf vTetz2t f YZR3YY3ET. tt=y1YDZ YR2OUDAR
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3yezt Ut YYI 2 Bepy3ZyexDd TPT L EY1RUT fRpTEl
Zygtz# TYzyzUORSTT T 32yte 2 3gYudSTyYTzyaRY

DRYYRDz 3¢gRg*DzZ RuggRO*FYR e 3T70g ¢g3T70Te
Lt 2YYOYyzTU YR TTt Y# yept 382R, L'vyYYUTueg
tyezt Ot eIl UYRRY |1 Tg 3Dz e ZzY 35t 33% TYECtY3TeY
€2t OTst YTt 35R3EYEN T UR3ISEREZR uwTletzTYSTIH
Zzt 1OYTEL YTU Zy gO0gsbst YTDZarRas Y ZEW RE FEERIV TT R:

hz T YRZT3RYTT 3ERE#+TLEEDTI ZEFRONL VY4 RERD:
RYROTt T 1tlegu5TDz

Wt O#DZ 3ERE*T D20DZ 3Dz zR33VUygzt YTt T
YzIRYTtREREYEY 2 R3Ztugye Yyt 3215t YDz 2t t
3yzU0gOTzyYeuwR uyYuwztgyYl2 Zzt|OyTRIMBEtDHN §RD
TYzyzURSTT.

QR1TRST 3ERT*T:

1. hzyet3&ET RYROTE (tU3EegDpt iy ftRuyYy
TYzyzUORSTYYYYyU 2t fyZR3IYY3IET;

2 . 1330t 1Ya2Reg*F 3Yezt Ut YYIt YZZRYTERSTYY

3. I REzR2YERE#* 2zt uyUtaYRYRIDETY 2ZYR ERIRRIYBY (2
Utz tRpTCZI IKEt .

AY3yzUORSTYYYRDzZ 2tfyZR3YYy 3¢ #* Zzt 1 38 Re OD?
TYzyzORSTT T TYzyzURSTYYYI2 zt3gz3ye Y& 3C
EZzYTRDHPT2 TYEt 2t 3RV Zy3glRz3EERIL YR pY SIEFZE
TYzyzUORSTYYYYU 2t1fyZR3YY3ET 3Yy3EyTe e 3Y:
Uy YzT1t YSTRU#YY3ET TY3yzURSTT, 5TzuwgOTzgDp

Gyz ULl 1t U3Eeegbpt sy ERuUyYY|lRELU$F3E2R
2t tyZR3YY3E+ wvRu ZzTYzRELZTWYH  YREZREGOY YW
TYzYzURETWYWYUOUEYTURSTYYYI2 3ttt U.

tYZIOR3IYY tt 1t zW@ IWQRY zfORBY[Y[g TYzYzURSTY
y tRpTEt TWRYzDRSETA4BQOG ZYy 30t 1 YDDz 2zt 1 RwST
STYzyzUORTTWYGY UL YTFRELY YYRETUIwy U 11t 2zRS
Et2YYyOYysTst 3wRDz 3T3&8tUR, Zzt | YRfYRst YYRDZ |
1Y3&egZ v uwygyzyU y3gpt 3E20Dt §3D2 3 T3ZYy0#ty

€ YR3IEYDDPtULg 2zt Ut Y] ZR2YIFLBRYTYR, TIzhiz

2t t YZR3YY3ET, DzODi 3Dz T3uODETEt OYY 2RTY
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zRt OTsYYyZ2ZYy 2RzRugt zR, YR TYRDZ yg 2Rut z3uT
1t DZt OFYYy 3¢+ 2y3cglRz3¢cet YYI 2 Jezguwiez.
TY¥BzURSTYYYRDz 2t fyZR3YYy 3+ D2OD% §3D2 YRT2Y
dezyZYOR BRIR2VUR ¥4yt yzZRYTt yYyeRYYIUN tZ&tt Y3l
YRT2YOtt 3tz#+dzZ YIt YRZzRa2Ot YTDZ vuTetzzZzzt 3¢&¢
3YETRYMY 3¥2lt2] yZ2z y £z RUU b Tz e RBRRDZ pe[Tuzlg 312 RY vy ;
lzgzZyt 2zt 1YYY3YYyt hY; VyYzIRYTIDDDPDIzZRR2DY 2
SYEYt ERUT; uvwTetzRERUT ZzygTe eRTY{LUSTZ2 TY
CzZRY3Zyz¢g, ZzYyUIlGRAYEYY2IE R, )zeRPERAY 382RY L YT
1t ec3uyy ZyzYy>zR3TT; CtzzyzT3¢Tst 3wRDz 11D
VYysStYYTst 3&gey T 2Tpt YTH 3z 13¢%e 3 <cSRYuw)
YRzuwY T35t 3uTUT 2t pt 3C¢eRUT T 2z ¥YEVEBYGERZz?t pr
ZzY1lRTR ZYyl1110%YIl2 gyeRzye T T3ZYyOU#i{y3sReY3R2
Zz{ 3820t YTDZ 32DfRYYIt 3 uwzlTZEYeRUDERULT,
dye Ul 2 RMTEL 2; $T3zyeRYTtE 1RYYI2Z2 2 uwzBEYTYRO:
I3YSTRO*FYYU TYTt Yt zTT 10Dz 3yetzsbt YTDZ Dyst Y
wTetzzZzz{ 3CcZYY3ET [6].

GR 3t ZIYylYDAYTU 1tY+, zRfzR2YZRYEXWIt hi;
tPCzREEZTT 2Rt 2aTETDz TYZYzURSTYYYY2ZYy y2pBBLe
ZYTIC1TR® Yt €2zREL 2TDD . 332y 1Dz Tt 1RYYYyZy T:
Ct Ot uyUUgYTuUuRSTYYYIlt &gt 2YYOYZTT 3&EROT sR3¢:
23t 2 YygzR30D2Z2 !'uyYyUTuT, 33tzR2 XYy3glRz3
St tYZR3IYYZZIeRYBEeVYRt 3Zt 5t YDz ZzReyzZyzD] uR.
ZY3ER20t Yl fR1RsT 2ZY 3yzUTzYeRYTDZ TY3yzUR
YZ2OR3IET TYz2YzURSTYYYYU St tyZR3YY3ET:

T yet3ZtsTc# 3Yt1RYTY T zREZEREBY 2Y G
TYZYzZUORMYWBEYFERETe YY U, Lt 2YYOYyzTst 3uyV
YSYRzgTEYTT, 2Zzt1gZ2ztT1tYTT, Zztly<&lezRpt YT
et tYyZR3IYY3IET ZzRT1RY T BAWRZ[QPRBTOz ZY]3:01 1 3¢

1 3yetzsttY3EgeyeREHR Ut 2RYTE LI YZzZRYTst
zR32zY3EzRYL YTl uygyzyU e | y33TU3uyU 1%z
ET1ROYf BT Dz

T 3yetzdtY3geyeRE*F UL 2RYTEUI tRuyYYylREH

Jzt 1 RB3AByLByUw TYzyzURSTT, R CRuTt 3ztl13ce )
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vyegyzlt ZYy ULOYYZITULUO Z2zTf YRuURU ULUyxzgeg c2Sllg#Ff yey
YY Y{ DzUDDZ3Dz IBuPet DT YTMYSt ¥YegE3EYIl{ REZ
JRULI, 3RAEYENE BIQBST Y1 Ttzl) [5];

1T Z2zTYDZ # Ut z Il ZYy l'33tuwEgTeYYyUg T 372
TY3Z3YZUORSTYYYI 2 ZORg3Yz0L 10Dz zR3ZzY3&zZRYH
TY3ZYyzUORSTT zy33TU3uyzy zZzyTfteyl3ceR [5].

GR 3t ZYylYDaYTU (1tY+ 2 [|1Yy33TU3wyUpTit 14

1YyugLt YEI, vy Eyzlt zt 2g0Tz¢gDZ ey Zzy 3l
Ut TTegYRzY1YIlt ZzReyelt Rugl, tt1tzROFYIt Z
vylt w3l t Ruy Yl , SuwREI T z2zR3Z2yzDZIt YTDzZ huzt

1t U3EegDd Tt 2 FROWRZRYVIYRSB{IIY T Yat 3ZtsTeR
et tyZR3YY 3¢ #+.
vz Rey2RDzZ 2Rt R ye2t 321351 YTDXEO WEFRPEYIERS
3tSt U 2uwOD3ARt & zD3 vOD&tal2 YyzURETeaYl 2
11t zRO*YIlIye t RWEgYzURSTT, TYEYEVRB I YD2 |
TY3YzORS[T27. GEL4BOO0F ZY 30t 1 YDDz 2zt 1 RuSTDY) , |
SttYZR3IYY3IET wzTETst 3wyl TY3ZYzURSTYYYWWE TY
26.07.2003 GEEFBZOL1YDDZ 2zt 1 RuUSTDBY, Zt 23y ¥YRO#
IRYYUyX 27. GI5R2006ZY 30t 1YDDZ 2zt 1 Ru5TD) .
ly33TU3uyt fRuyYYlRELOF3¢2Y *BIFZPORIYF¥URS
TY3YzUORS3TYYYI 2 gt2YYOYyITD2! yE V7 RPLEOPO 6T Y
(Z2Yy 308 1YDDz zt 1 RwSTD) g3ERYRYUTYRIE, T Yszeyyz UIRE
yel t vgR ZzReYYEYYStTYTU zREtOTsYYIZY 2RzZRUZt :
} YZOR3YY (1RYYYyUg fRuyYg, >zRT1RYt =2ZzRet
Z{z{t1ReRg* tdz 1zgXZTLU OTSRU, {307 CRu¥YYyIyU
t RuUYYY1REL O%3¢2R, YZzRYTsT2RDHPTUL 1Y3EcZ
32t STRO*YIlt gzte2yeRYTDzZuv Z2yzDAduvg tdzZ 2zt 1Y 3
QRUYYY1REt 0382yl Zz{1g30ygzt Yl ZzReR )
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MoweHHU4ecTBO

*Kpaa JeHer Uk MHOM LieHHOM MHGopMaL M C MCNoNb30BaHNeM LM(poBbIX
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6. Ct-3RUE [/ qOtuwvEgzyYYIU 3ZzReysYIU zt 35z
21 3c23] | KTZYye2RDz wyY5{ 257Dz yguzl y3ET Yz=
3TU3uyU t11t2zRSTT, Y1lyeztYYYUuvlyR2 TIROTFCE
YY3CT ycuwzllgyzy ZzRe Tt O#3¢&2R
https://www.consultant.ru/document/cons_doc_LAW_158273/cfceef930d1cbh487a61276d5036

c6575780d56ed/;

7. ¢t-3RUE [/ qOtuvEgzyYYI U 3ZzReysYIU zt 35z
2t 3¢2z3] [ hzzWezROAURYYYWTUsTUR | Y33TU3uwy U {11
ZyzDA{ YTt U hzReTgtO0*x3¢ceR | y33TU3uyu -zt (/11 :
https://www.consultant.ru/document/cons_doc_LAW_221756/,

8. Ct-3RUE [/ ZBRUVETFGELU/ [fRSETYYYLt yegst YTH
https://practicum.yandex.ru/blog/chtakoemashinnoeobuchenie/

9. ¢{-3RUE / OYETeTzg3 FR2YzREYyz[Dz ER3Z{:
https://cybermap.kaspersky.com/ru/stats;

10.¢ct-BRUBRYYIt ZYy §gzyeYDZ zRfaTETDz TYzyzUl
yZgeoTuwyeRYI YR Yy3zTSTRO#YYU 3J3RUEt Wi YgzR |
/I [ qO0tuwgzyYYIU 2zt 3g23] [/ W uwT. z3;
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https://practicum.yandex.ru/blog/chto-takoe-mashinnoe-obuchenie/

11.c{t-B3RUGRISMYZ YY BWRDE {TYZ2zR3&EzguwgegzR | Y33
€ OR 3 &*Bmart Technologies Tomsk / [ Ot vegzyYYI U zZ-t 3¢ 2
rf.ru/ntirf/objects/itc/1913925/,

12. ¢t-3RUE D1 UTYT3&2zRSTDz KyuV3iuyVly ye2oOR3ET !/

EYYS1Z5TT zRtaTgTDzZ ygzR30T TY2YyzURSTYYY
ZtzTYyl 1y 2025 Z2ZylR, ¢gcetzTliYYYyU ZYy3ZRYY:
Y&9. 06. 20 1h&ps:tonsKgevru/file/download%3Fid%3D1194&ved=2ahUKEwia
dWumeyQAXVOQVUIHTbheCTsQFnoECBWQAQ&uUsg=A0OvVawlAgFRyi K28gDGQOUya
eB;;

13. ¢ t-3R U /I D1UTYT3czR5TDz KyL3uwyVU ye2OR3

EYYStZ5TT 233GY KyL3w!l, g&€etzTltYYYyU 2zR3
vy uy b1 1t z2R35TF. 01. 2y0gL 4 -ZE 22 /
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia
dWumeyQAXVOQVUIHTbeCTsQFnoECBWQAQ&uUsg=A0OvVawlAgFRyi K28gDGQOUya
eBi

14. ¢ t-3R U /I D1 UVUTYT3czR5TDzZ KyLD3uwyVU yeSOR3

EYXt 257Dz zRE e TETDz TYZYzZURSTYYYYZ2ZY yept 3¢
2030 2Yy1lR Z3RIYRRIWIIRECRI Te 3y tEzRet 2TtV zRteaT
e y33TU3uwy VU  (eROBRSEYIYR ZE@ETz2T1tYYYU kuR
Juyly tt118R50%. FEB7 (gcetzTlt YR ZY3ERYYe Ot
Dg Ul KYyU3uy 26y DBRRZPBOYFLZEEE zT1t YTT t EzRIYETT
YYUTst 3uyzy zRt a2T&TDz Kyo3uvyu Y2OR3¢T
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia
dWumeyQAXVOQVUIHTbeCTsQFNoECBWQAQ&uUsg=A0vVawlAgFRyi_K28gqDGQOUya
eBi.

AGAF 3qQ @hyl 3pKIAp CAEGYEKI GYcYDbgCacdad AaMAA L
Cl dD8KkDAdGKYEYd dfdGGOAdOK AQA®I Ko 3IG-
byl AW3a 3
GazZzZyOfculT2 CtzIt U
YDChYRAcTYYecuTVU gt 2YTugL ZzyUIl$s0OtY
l suyey |l TEt OFf: hylzyzVYye:
cet 1t YT
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http://innoclusters.ru/klastery-tomskoy-oblasti/biofarmacjevtichjeskij-klastjer/
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi
https://tomsk.gov.ru/file/download%3Fid%3D1194&ved=2ahUKEwia-dWumeyQAxVOQVUIHTbeCTsQFnoECBwQAQ&usg=AOvVaw1AgFRyi_K28qDGQOUyaeBi

c ZYycOt1YTt Zyll UtcctY(Ttzll cgaOT Ytye
VTOOTYYYe OUODAtU ZYy =ect g UTzg. klyacgey T
zacZzycgzaYtYYIUT czt 1T zatOTsYl 2 eyfzacgyYy
1t YEYe, uv¢IYyzMezZg®EFTc¢DLZ ULY2TO#YIt gcgzyUcg

YiYavy ¢ zycgylL ZYyZgODZYYcET auvl2z ZzTO
vacaDpT2cDzetfyZacYYycET T wyYzTltY5TaOfYyc
ZzTUt zyU ycyetYYy eytzyccsidd WL 1DeilDd RYyDz &Yy 22/
UOtcct Y| Ttz @& fa2z2?t!, el £ 2 Maxy t1tg Y zUNEVEZ[TUZ wclut Ad
5T3zyeabz Z0agzyzUla, vysyzgDZe 2025 Tyls fa
yYaO#YIlUO, ZygyUg s¢&y ZzTOYTHt Y[V OHWYO TY3/p tyYell
lycegegzZz u zycglazcget-2YWWS Thaz e TR@de Y 2 TY YD TS
ODZzYIl 2 fazgetTYIl 2 Utcct Y| Ttzye 2 ¢gYyOU, s5&Y
cTce&t La. dcOT Telegram T WhatsApp* ((YAZRYa]
' YccTT !'wcgzt UlcgcuyUlU yzzaYTtadTtuU T tazzt
ZTcuT, teyYuye T Ztztcl OuvuT 3aUlye, Y Yyel
ccacF F ZYOYYStYYYU luycTcgt LUOYyU: TYEt ZzaldTDz
lYUVEYEYe ! DtugzyYYyU ZygEzToO¥DL YRWETe3 BB al
laYYIl2 2 1IyccTT T cya0DAdt VYTt ULUtcgYl2 ZzazaT

CtftyZacYycg* 2 Utcct VY] Ttza?z2z 2ulDidat 2
cyyept YTV 1y ffapTZEYOHIypXdgt fta¥Y.Yll@aTYyYy ZYYT
YTVaDZcDz zatzac2ygs TwaUT 10Dz y2tcZtst YDz 2t
ZyO#tyeagt OT ULUyzge taplTeTe# ctebhz yg ZygtYsS
YacuwuyOfuy Yalt TYYy & TzczoyieYalYT[ttzt 1 adywal22t 27 Uue
yezacdagleat ZyOffyezaltOxcuwugDZ TYzyzUabTDZ
3yzUIl (10ODz yept YTDz

c laYYYyU zac2cy¢gt cglt e ZzyetltyY 1teal#F)
Uicct Y1 Ttza 2Ma2! czt]1T citglzagy¥zl fdOrRBERE
YTt Yy et ftyZacYyYycgTl ZzTOYyTt YTDZ a cauTt Zzy
5TzyeaYYIl 2 cz2t5TalOTcgye, sgyel 2yYDE+ T2 Y
1Ttza 2 wyYgtuwcgt wyYzTlt YSTaO#Yyyezx Tcy a€ziyl
YI'2 cztlcge tapTel TYzyzULaldTT, vyeyzli (ORYAP:
2t Y¥ ceyt VU 2ttyzZzacYYycgT e 5TzzyeylL Zzycgza

AUZFaviVas@UW zac2y¢gl ceDfaYa ¢ Ytyez2ylTVL
a fazl 2 Zyect1YteYgDZ wauv 2 OTsYgDZgauvw T Z
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cecyzyyl c cTecgcadTtVU Yt lyetzTDz cyezt Ut YYI 2
Ufcct Y1 Ttzal T T2cAYcYWFDZiEdp DIk UTE3Yz0adT’

¢ ceDf T2lcwlhETU, za2y gl fauwvODdatcDzea gYyU
t Tzyeacgt# 2yczZzzTDZ Tt et tyzacYyc¢T Ut cct Y]
Zztlycgaa s+ ztuyLtY1aS3TT 2ZY ¢gOgsstYTDZ f a
Alcgzy ULt YDDHt SycDz 5TzzyeyIy UTza.

cftyY31Ta
fllcsT&gat L, czltYESl TUtDZ TcuwaTdiyYYyt Z
tyeaYTDzZ Yyeyzy Utcct YTt za "faz", s5CY y

sawvgyzaUT:

1. CcOTDXTt cy5Tav#Yl2 ct&t WEE Ot dd tODETID
OYt{t YTDOT T 2t 2zt TTeaYTDOT Yy Yyel2 ZzTOYyTt Y-
3yz0DadSTT Y T2 32eYudTyYaoOt T 2ttyzZzacYyc¢gT.
Yt ZagTeYYZyYy TUT1Ta Utcct Y] Ttza 2 faz2z! Ya Yc
Svie uygyzlt Yt yaeDfagtOfYy yZgzaTaDf ztaO*Yg

2. Gtlycgagyu uvzT&cIstcuyszsy ULUISOtYTDzZ fY
yeOalacg#+F 1ycgacysYIUT YaeluwvaUOT uvuzTgTIstcuyzz
DYy 2y Zygyuwa Yyeycgt U YT Warg#H TaY YV u/azleee
Zzyet zDDz tdz {ycgYyetzYYycg#F.

3. Gt 2y 1 €2t zTltYYIlt TceEYsYTuT TY3yzULabdT
zg LI T wyOLOUtYgazTT e cyd>TaO*xYIl 2 ct &D2, Uy Z
TYzyzU0a53TDZ (hzTOYTt YTt 1) .

4. hcT2¢0YIT=mcZtugl. CgegltYeEel ULUyzgeEg el g
2l OUT Et1t2YYOYzZTDAOT, YcyetYYY tcOT YYT cOltsa
VYTt & ZzTetceT v ZztlefDEYUs VYEYYSLL YTDZ w
yZacYYyc¢gT.

KauTUO ye2zafyU,t OQI &zt (T2zwadadiarYyt 2Zzt 1cga
yZacYYycgT UtcctY]1Ttza 2@ fa2z2!? Dz OD4 g¢c Dz ztf g
YI2 zaugyzye, a2uODZabDz ceOTDX¥Tt YtZYylcetzTIlt
vzTEeTstcuwyzy ULUISL0Ot YTDz T Acc2ey[DZXT[t €W d 2 a
dccOtlyeaYTt !''ET1T2 zaugyzye ZYULUYTt & 21 D2aT¢E+
cczact ZTT 10Dz Z2yel st YTDZ gzyeYDz TYzZYyzUTzYea
fyeRYTDZ Utcct Y| Tt zye e 5t 0OYy0L.

F13Y3Sl fccwlzZYecaULf DZ
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1. AYut TzyeaYT

2. AYaOTf cgptcieghbptVlU TYzyzLaSdSTT

3. Czaz2 YTt O*xYIU aYaOTf Yt LUYTYYycgt U f
1Tt za?2.

bl Teuwll 3a3l & 2l 2YZl

1. AYuvwt gTzyeaYTt: Zzyet 1t YTt YyZzyca czif
YTDz v Utcct Y| Ttzg 2faz!, gzyeYDzycetlyuLOt Y
TcZ2yOftftyeag+ t zZVy.

flll Z2zyet OT yYZ2zyc ¢zt 1T ceecltVYeye YDChYk

OYa O Tt z alUlWalz: VEYYST YT cececltYEYe v Utcc
Zzt 1cgaecOt Yl zttgOFfFgaccl yZzyca cggltYeEeye Y
el oy yzZzystyYYy 327 cggltYeye. DayYyYlt Zztlcg
ellcyta clyOeSy¥cYPealbdDEIsEeydY z{cZYyYlt YLy
Dp TU eazTa¥YE Y&et ga.
| Tc. 2. I ttgO*fFgagl yZzyca cgglt )

45
40
a5
25
20
15
10

\-\\
ven® a&@

cf e gatiziz

ltetsyJj detsmiizistgy a dzd §

\jm \'\ u\\'\@ (J

rioe® at Wp‘ cw MO (a0T )1‘?‘5‘
o ons© o 10 ﬂP‘J oo gt AT i yie
o &y “K\No we no“\"wmo T\Uem‘ 2 ot'\ac?"m
w2

EactZyzTT T zttgoO+fgacgl:

T 2CuyO#+uvy 35t 0yYetu jgbPaYwe iy TA®HADZ 2l c
cswaflezabDpabDz Ya TY, s5¢&y fYasT &t OfYaDZz sacg#

T 2CuyO+uy s5{0yetpda®) %rcI¥YYIJTOYZYycgaaT]
tccaYyeTagV2zyeyzTe ¥y zat 1t Ot YTT UYL YTU.

T 2tegYudSTyYal 2 faz2r (gRYPe® CYEXTVENQE OF )
vatagt O, guvatlzabDpTU Ya cltzTaYYVYyti YEYVYii
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T 2t gYudTyYyYal 2 fagd2 W2O0AL)YWwTU Zyuat ag
3EYUuSTyWDiacoytOY | Tt z a .

T 2+t gYuwdTyYaOl 2 fa21'3 (RYzfyBWDUVaOFYYyt uvyO’
1t OFfFYIl 2 ygtlleye Yy z2gYudTyYaOt .

T 2Gt ZyOgsTOyc# gclalPBa3PE+ oWasJed DFYyJ
Zzy20t U ¢ gcgaYyeuvyUuU, sgy UYyTte eSlgF uvzTeET

T 2zt 1Z2YsTIaDDt tecgXBFozll WwyZgODzZYYcgE$ a
Ufcct Y1 Ttzye czf 1T clegliYiye.

T 23tfa yZact VYTU g&tsuT) 6GPBs Y/ U CRhrYOaYz A XY
2z TDz yZact YTU, guwaflazabDpabDz Ya ctz+dA YIt Zzy

AEgYWecYye Yl cazPFd e pa VDD Fd 2 Jclzd8Y TZ zVW
20t LIl ¢ gcgaYyeuyu, yZact YTDz ta e2tftyzZacVYyq
YYceEg* 2gYudTYyYaOyUlL. DODzZ Zyel st YTDzZ Z2yZgODzY
PET YilycgacguT.

2. AYaOTt: FfegstYTiyxaVPTU IR cPPIRT AT Y 1:
YZacYYcgET ULUtcct Y] Ttzye T &Et2YYOYzZTU fapTel
E1t Ot YY ULUYtYTDAD !'uwucZtzgye e yeOacgl uvuTlet zc
ya2l twgTaeYegDZ y5¢tYug 2ZzTOYTt YTDZ *Tfta2ac ZiqeEyl
yZacYYcET Dz2OUODDEZcDz YaTayOtt 2aTYIULUT (0ODz 2y
YIOT gZzyftaULT.

| Tc. 3. hyctpt YTt et eTYaza ZY eyZzyca

& VKMeccenaxep —

Balum nomMoLHmKu

2. 1. fIl Z2Yyct ETOT et e2TYaz, ZyceDpdivyyYl u 2z
YTudleOa 2yfUOYyTYYycg+ ftalag+ a2yzZzzycl. ¢ wast «
1Tzt uwEgyz 2y ye2zatyeagtOfFYIUL Zzytuwgal YYY 2
Dz ey 3T5TaOo*Ylt Zzt 1cgae gt OT zatzacygsTuy
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zafy2zaOT oYKt ZgEZEzycl, a ¢cauTt yeet gTc
tazzycl.

2.2. fll ZYyOgsTOT yY3T5Tao#f#YIl U uwyULULUt YgazT
Y& QalUtcg Tt ODz YasaOFfFYTuwa Dt ZazgalUt Yga Yz
UTza AYagyO#fteTs a:

MAX ztaOTJtPtE, zDyeyzlt ZyUyzaDf ZyO#fye
pt YYYU czt 11 :

T ecDz TYzzacgzguggza zacZyOy Tt Ya Ya ¢t z:

T ztaOTtftyeaYa lleg23zauvgyzYabDZz agegt YeT3zTua:

T cyflaY Wt yYgz 2ttyzZzacYyc¢T, vyeyzIly 20
ZYZIEuvT UYStYYTstcuT2 (1tUcgeTU Ya ZUVagzyzl

9 TcZYyOUO*tgDZcDz zyccTUcuTt uwzTZEYZza3 51t

1 1ycgeceZYa 3gYubdbTDbz acCtfyzZzacYIlU zt TTU?! : |
YTDz gyOfuvy vyYgauwugaUlOT, fazZzztgTe+x Z2zTZOasty

T 1{y2aes Ot Ya Tuarg/yZewaa ¥ chDZ |, vyegyzabz Zyft ey OL
y ZzygTeyzZzzaeYYyU TOT ltcgzgugTaYYU uyYgtYe

T 2Yt12ztYa cTcgtla VK Security Gate 1 0Dz

T tazZgpt Ya ZzyzZzalUa Bug Bounty 110Dz 2y T«

T 2 TtcgyeylL ¥DDZUDz 2¥FADEEIVNEITT Y& Catze

1T 2 ZazgYtzcget c 2FacyzacgyzlTtU €EaczZt zc
cYUDagTstcuyVU ZzyetzulT YYUtzye, vyeyzabDz 2yt
ZYOYTEt OFYI U gzyetY+ tapTel y& &t 0t 3YyYYYyZY

1T gcZ2tSYyYycgEF¥yyeaYa T ztaOTtyeaYa TYEL 2z«

3. flll Zzyet OT czaegYTEtOFxYI U aYaOTt eyf L)
1Tt za?2.

c 'YL avYaOTft Ul zacclLygztOT eyt UYyTYYc
afaz2zt! T czaa2YTULU T2 c¢c ZyZlgObmavybhomhl TuWag stAY D
TTE uyLZaYTT Met a, vyeyzabz ZzTtYaYa 2 | yc
pt Ya) .

3.1. AzaY{t YTt layYYl?2

i fa?2z: C YEOTsTt Y& ULUYYZIT2Z2 Utcct Y Tt zYe
2zaYt YTDz 1aYYIl 2 Ya gqqe¥yUxaeiczZYyO&EY YeWryg e D2
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CYOFfFuwy Ya ccgzyUcget , sy ftYasTgt OfYy 2y
tapTpat¢ y& lycgcgzZza gzt E*¥T72 OTS.

t Tel egr am: Tel egram 2zaYT¢ cyyept YDz Y
YTt Tzyeag#* 1a¥WWcigelUTlLg Yyc&zamuTt cyflatg 2T

it What sApp: What sApp 2zaYTE cyyept YTDz Y
YI't wyZTT ULUyxzZgeg 2zaYT[g*¥fcbhze yelOauwt, s5gY ZY

3.2. hyOTEgTuwa uyY3sTltY>TaO*FYyceT

i faz: tfa@Tzagutd 2YTULaYTt Ya uvyYzT1ltYSTe
cyeTzateg Ttelgysylt layYyYlt. qe&y Z2yteyODZ g
pt YYI UT, cav uwvauv T2 OTsYabz TYzyzULaSTDz Yt T
Ut zstcuT2z2 St Ot U.

i Tel egrraanm TIUgItefg ca2yDZ ZYOTETuwesg uwyYsT1t
acZtugl tt ztaOTtaSdSTT Lyzgeg eSelg+ Yt DYl 10
s¢Y Yt Zzylatg layyYlg gzt g¢*#TU OT5al, lycle
i WhatsApp: What sAotpa @E¥AXsV[saxTHEDZAEzt pt

1tzadTT), Z2YletzTtyY uvuzTeTuwt fa c2yz Ut e
vyULDzZ2aYTt U. q&y ULOYyTtg ellftlleag+ yZact YTDzZ g

5TaOFfFYYyc¢gT.
| Tc. 4. CzacYt YTt zatzt sUtYXTcU YAYIA z0Tez Y I

Paspewenne WhatsApp | Telegram MAX Yposews NoncHenune
Messenger pucka

Aoctyn k 6ydepy X Her Ectb ? Boicokuit | Urenne ckonupoBaHH bIX
obmena BeHHbe TeXCTOR/CCHINOK

(READ_CLIPBOARD)

Yctanoska APK BEecn Ectb B ecn Ouenb YcraHoeka apyrux
(REQUEST_INSTALL_PACK 3 pwn W
AGES)

<]

OxHa nosepx Apyrux € Her |~ [231%
(SYSTEM_ALERT_WINDOW)

<]
=

leonoxauus (povosan) | [ Ecre | [ Ecre

(<]

[locTyn K KOHTaKTam Ecr Ectb
Kamepa/muxpodor Ecto Ectb

Ect Rocry
Yrenue SMs Ecto Ectb % Her B
Rocrys P x B Ecr x
sssssss
DISABLE_KEYGUARD x x B A

At Zzyet 1t YYYZYy aYaOTfta Utcct Y| Tt zye, U
T DycggZz v wvalLt zt , OTuwzy3yYg T ZtyOyuabd’
cOt 1 TE+ YYT Uysge fa YaULOT eact, 2tf TcuOD3{
1 TelegramcaUI U " TalYIU" v zafz{st¥[®DDFYYY
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tfazZzzabtTeateg l1ycegegzZz2 v 2g3tzg yeULtyYa T T
czt 1T ect 2,

T afaz2zt t1TYcegetYYIU Tt Utcct Y] Ttzye ULUYT
20yuTzyYeuTl. aqfg 3cYudSTDZ YazZzzTULUtz, TczZYyO#
scyel Z20IT kyet cgT cUc wvyl, Yt zat2cOyuTzgDbDz &t
2l VUYyZIOT T2Yy7¥DBOVDEIg+etf zafaOyuTlTzyeaul. €a
elgysYy. Gy YEULULETL, sgy LI TULULtL 10y Yt
2uvODs aDp P cavYuty@acuwlt ZzTOYTt YTDz

c TeyzZt Ol 2zT2Y1TL v e2lleay]c, vyeyzIlu Z
YYyU 2yoOYt Yy Utcct Y| Ttzt 2 faz?, T Ya ycYye:
zgt LU, sayt PTTYag8et YYI U Tt Utcct Y] Ttzye YTBRY &\
ZYyOFft yeagt Ot U.

daUuw! 51 0f

KauvuTULU yezaftyy, Zzyet 1t YYYt YaUT TccOt 1Yy
ZYyl1azaODDptt 2YyOFsTYcgey c&egltYEye TUtDZE U
Utcct Y| Ttza 2 faz2t. DaYYYyt TccOtlyeadYhkt YBE¥:
Y1l ¥y Yt YaltTYycgT '"¢eyYyzZy Utcct YTt za. Ezy
elleyles V YtilycgacgysyYyU TYzyzUTzyeaYYyYycgT U
TY3YyzU0DadTT. ¢ ceDET ¢ !'ETLU Z2tzcZtuvugTeylU Ya
Zzza Ul ZY yYcet {yULUOtL YTDZUYOY (1t TT YV 2tfyZac

CyfcYU fcyYulTY2aUODUYT uvft31Za3gZl

1. CzazgYt YTt 2t t yZac Yhipsfdru/serddess2d 35829 Tt 2
bezopasnoginessendzheretelegramwhatsappmaxmessenger
2. AY3z3yzU0DadTyYYlt L 2YYOYZTT e Yags Yl

Zzauwg Tuwg Ot cgyslitIasyevyt ZycyeTlTt. D. d. hzyuvugl
3. €zTzZgyZzazTsttodeaLf aYPTENTTYZEYZz0adSTT
4 . CeyzYTuw Zyot t Yl 2 Dagt zT

https://prof.sferum.ru/start_docs?mt_click_id=insi9d117624158152160992410#tab3
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QO63IKD akfGYPY DYfOr t+ hyfyeqPr Gdal yt
d2 L T2 T RODFIRY,1 zYy 2

NRzyZyeaR fYy2ZyzR A
YDChYKYUIWTIW 38z ERE#MIulg L
lguvyey NI E&zGIRRDIREY O+t e Y

huzy 20t UR: 3 zy3EYUL uwyOTst3gaR ZYluwYOAY Y
2Rutzye. ¢ 2025 Sylg uvwuTl2tzRERWRERYR 2gUYI

tyezt UfYOMWUQ! ¢34 T &t 3DZ Y2y U3Ce:

2 VRUITA RESTTarTITY YT D7

Yo OYI RUWBTZIYROTE R5TDZ

Yo vCOTWREY EzYy O+,

2 ZYOY3RZEIT3ICE YEI;

Yo 21 §YBIRDYZ Y Ry U DAWENFY. R DZ

ERTIMIIE T3 C 2 VIURERT Y5 TRORUBERDBDR U | 2z Y e .

DUz RUFYY3Z+: 3J3yeztLULYYIt gt2YYOYSTT R
TTEY+ 51t 0yetuvR, 3gpt3EetYYY zR3ILTzDDz eyt Oy
stzff uyYSyZ5TZRTEYUWARYDZ1z2URE .2 3gYudSTyYTzy
YI2 TTOTp TZzRDZ Yt Uzy3t&T, Yet3Zts5TaRDHPTY
ZzTYDZ Tt zt$tYTU YR y3Yyet RYROTER Zy3¢gciZ
tzYyeYDz wuyUzyz¢gR 3YZzDA{YYy Fz3¥yYROFYVFL DRYY
tyeRgt Ot U, 2t OYUR g3&zyU3¢&e T Y{3RYuSTYYTz
TTO*¥Dz KRuTUL ye2zRfyUl, RuEgRUFfYIU 3ERYYaTE3
2YzURSTYYYYU 21t yZR3IYY3IET 2egUYI 2 1ywlyzZeUt2y
cYlye tRpTEN YR y3Yyet YtUzy3tet U,

Wt O#DZ 1 RYYYZY T330t1YeaRYTDz D20UD% §3Dz Tf &
vg3382tYYN2 Y{UzyYYl2 31t&tU 10Dz Zyel st YTDZ
3738t UR2 gZzRa2OtYTDzZ2agUYIUL {yULyUL!L.

QRTRs T:

1L.YyZT 3R § WISIT Rp TPV YYEYR0252 y | ¢ ;

2. 21 D2 BEPL 3T ez VEllf YZRRYVBEARITZ T WY FZY
lYUR?;

333301 1YEYREKTEFITOT YMIYUzDZ BY EE WDz  Rpg[BYIly Z Y
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1YUR? .

yeltwg T330t1yeaRYTDz 2gUYIlt RYERUVRERGRE
TTOEBZ Ut pteWODs ROEI2YUBTLRYPE YU, 3t Y3yzl, uRU
vyYEzyoDz {y3EcZR T ¢ZzReOUtYTDz =t 10Dz Zye
DZ 3Dz Yt Uz RtYWTeyIStT T .

bzt Ut E T330t1Ye2RYTDz T3FTet IRETISER Y
St 001 BWORL 3ZtBAVDRRSTEYMYDsY 3uy U 2t f YyZR3IYY3E
¢ 5R3EYY3IET: RUOZYyzTEUIl 2R3ZYfYReRYTDzZ OTS5,
Zzt1ycezRpt YTt uvTetzRERw, tRpTER 1RYeYAt2- T
Ut YT.

KRuTUO y2zRfyUL, T330t1Y2RYTt YRZzRa2Ut{ Yy
Yt Uzy3t gt U 2y Zyelst YIDZ gzYe ¥DDBRERPERIIFIBE
YTt SRYUSTYYT¥BEMRRYVDE e Yeg&zt YYT2 T 2YtsYT2

Gt Uz YRt ETHTBRTYYYWRBEStZADYIY Y UZ+ DLt z YRDZ
zRUUR TUTETzet& zReYyEg 5t 0yetst3uyry ULyfs:s
zt TRDZ 3TZYROI lzgZ lzgZg, 2 YtUzy3tgT TY3
L Ot VL YEI .

ERT1RDZ Y{ UzYYYRDz 3(eE ¥ YIRI YN UE YTy e T3 wyEF
ZR2Y¢EE 5t 0Yyetst 3uT?2. aecy ZzyzZzRULUOULUYIlt ULUy1lgO
y2Ut YTeRDZ3Dz TYzyzOR3IRET. { ODz zt &t YDz

CRE YetREZYFIYRPE t LEFON Bar ¢ 3 3 ety Wiy 2

Yo 22yl )¥Y@zR2RINaKEHRSTDZ TfaYt, RYROTE Tz
zgt& tt T Ztzt1Rt&E YR 30t1gDhpTU 30YyU;

V2o 3wzl EIU (T2 VUYTHIERERDTFl YEBugoalrgy Yt
lept £y 30yDz ye2zR2REIeaRtE T2 T Ztztl1RtE YR

V22l 2Y YUY/l Rt & YUuYYsREL UF YIRR :zFU T CHFIRE |2

aKLUYI U 1YjOREgY OBt Yt ZzY3&Yy 2uv0Dat YTt 3:
eyVU leyztdSuTU, vyeyzIly Zzt 1 eZR1IIeaRtg Tt ORY
zt 3gz3ye, T uTletztRpTEYRIAURUTY.E2RTRDHPTU 2Rut

Kt 2YYBEDYYE VR25

1. Gt UzyTYEtz3t U3l Ztzt8OT Tf OR2YyzREY 2z T
vTt IRz YTERRIs v RAEIG YRgs TOT 3 H y3 sEfReifiRes BY ZRT
Zzt yezR{Ty2uly2ORYHDE VYYVEYR?T ;

157



2. hyD2 TOT3#* gYTeZ£3RO¥YETuwIRSIESZWEIYIvYyZOM
23t 2 ZzyTfteylTet Ot U. Matter 2.0 YuyYseRet OF
Ztz* g3gzyU3&gaR Y& zREYI2 2zt Ylys zR2YygRDZ

3. 33uwvg33&et YYIU TYEL OOt uwE YRgsTO3Dz yZE T
veRzET2INIUR tRBROTE Tzegt & TRZUBAV2YEERDFHYIE 2 T
5 0Y3ZwwRt zR3Z2z1 11 0DF ¢ JYREEEYWEDz 1Y t £4@OBERR L
ZOREYt TRZ2 21t ZygtzT uylLzyzER;

4. 2 kOYWYWEY ZT DT s YOz YR DLP2 ORIELY.E 12y Uy
ZYy3eyDxYy RYROTtTzgt & 1RYYIt 3 1ZREOsyUuwiyre T
35t VR 3YMeRYElt O] ZEa¥DRBOR 2 BUeBJEY Ui DZ Zz
ORUvETst 3uwgDbZ t RUY Yg?;

5t T3¢% RROTs3R2E [YPIUEW Y UL &z TIsRIYYUTUU T ZYy 1 .
TeRIXL YR2TT TY1lTeTleRE&YY. 3POBz Jec BN 12zRDz Ug
ZzTZO0gstYYYt Y3etpt YTty dz RITYRERE {1TODE Iz 22§ YTUTF
YTt U 2zt Ut YT § !'uvuzRYYe,;

Gt 3VYTRDBeyf VY THVRBUY U3y z EVYEWO + t oy RWY[ DY
lYUR*, v 3J3YTROtYTDZ t3&% tpt 2zDi uvletzgZz)
VYTte cSllg+ ZyletzTtY BFRf T OZEFGREATEDETWY YBEFR
YT 1T TYIMWRRIRZMLVY3IET Ye 3tttV T YyeORsYIl2 31z

1.cf OBz YIWEFRTRY Y I 2

NEY ZzyT32y1TE: fOygUOUIsOLYYTuT 2ZYUgs RDj
E3CZYUZETRBHDTUL 2z, v uvRUt{zRU, vYyDYFyYRYYRU TOT

huy 30t 13¢eTbz 30t TuR tR TTO#35RUT, tRZT3:
YRzgSt YTt ZzTe2REYY3CET.

hz TsTYIl: BZYWYRBItIYEReeE3CeTt YyeF¥FEOTIqWU, ¢l

2. ut zt ZR &K 2 Gemdétghifrcking)

NEY Z2zyT32y1T¢e: 2Rutz ULUYyT{¢E tRZYRRETDY z¢
2l vODBTEZ¥ROTMRSZIRZEY DTt Ut WRIE zWIMZOt YT Dz

huy 30t 1 3scletTiey 3wyt ZzyYTuYyet YT e 1YL,
tptzeR.

vz Ts TYIl: Yt 1Y3EREYSYRDZ t RpTER ZzWaguy Oy
MQTT).

3.0 RURYURS §DBRAE
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NEYy ZzyT32y1Tc: fOygUISK YIYQr TU RzY2EGRID
StV ZYOQYBRRBZ vy 2310 ZBLeYLBEERILL | 0T

huy 301 137 O0WUDAY E XRPFICF BYWVYRYR?® .

huz TsTYIl: 30RSHIV, ZREFJOEFIIM Tt L T3zyeRYTDZ
T3CRzt et U ZzysTeul zyget zR.

4, 33ZY 0+t YyeRYTt ©3&2zYU3ZLEEY 2BRIFHOLRe2Y 2,2
Tt YYRDZ 22zt 1YYY3YIU Zzy>szRUOOYIULD yeat3Ztst YTt

NEFzYT32/RART AEII2Y GERYN s RBEFHH ], T[3ZY 0+
1 ODZ DRORSU .

hy 301 1 FYATDZEAY Tt eyl TERBRCEYWEIRY.Ct £ZERE TUR,
ES5R3CTY & Zz{BEIZT Y f| { DEY YWER 2 0OR1{ OF35R.

huz Ts TMIE3E RYYYCDXWYBY Y VR FEWEIETIt Zyz

56YyUZzy Uy ERBRBEz2Z T3y e

YZT3RYTt: UYYZTt 3T3&t VI 2gULUYY Az YT @R T
gt ODz

| T3uZAz Tef OYYWEORs RWINRTIYRWRE VIl $ OF WITT sERATY I U
ly3cegz v 1yULUg.

hz TUrz RIRAZEYRYYIIEPZ TOY Tg ZZ[FDZ §tOWTIDE f ROUuwy U
3TZYROTERSTt U.

6. 0 Ruf[z20VICTOEYTODY Tt YT Dz

YZT3RYEW T Y YAZBIYOUTHOAT 1t O ¥ERADS TRO*YYZYy h
Tte Ztzt2a2REI alREUHRVIRIV.YI t TOT

 T3uTzRTRY Ut YR2gY z Tt ROITZ[L, 2 22REOY 3 YweMZRY 1,
TEOLUL YL YTt YR3gzYt u.

Gyt Uzy3t e+ T3ZYyO#*fgteg3Dz Yt Z2zYy3&y 10Dz z¢
YYZY y2YRzgTtYTDZ RYYUROTU.

GRZz TORWR U :

1. YZ2YRz g 2ZEY Z T dniuFidhDetection)

Gt UzYBEEFRYR IPzZ VROFZRVEY VRS T FT RV s R{ & F
VRUO*YIt tRZzy3l, YRZzTUt{ z:

Yo Yt TtetIBENIREYFDODATRY B DL ;

Yo Ytyel Z2YENMRY Wiy # DZ

2 £3CzYyV3ZzReRDAEL Tt et HBiezvel iUz
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111 R3ZYf YRERRYTNVET 2 ERRIFMzUz Yy JYEDDI zR3IZY
eRE* 2ytDfe, ZYy3EtU T ZYy3EyzyYYT2.

hz{T2YRzeg YL YTI{FEINEELL UR:

2 YEZzRg®DPE FUOYRTILO+S ¢ ;

Y UYT¢BODAREZERI¥EYTIOITzt Y.

bz TUY 357 5 102t ZYID2 FEBPBT HMAER 1§ DT L TY Y
3t U$T, T LVIYYet{YYy yZyet{3EgTE 2yt DIYR.

121 R3ZYf YReRYTt feguye T 3YyeIgTU. Gt Uzy.:
vzTuw, 3TZYRO ¢gzteyzT, ORU 3y2RuT. fyZzZge Y&
T Yt &zteyTTe+ ftzDz

vz TY 3T3Et UR ZYYTURYt &,! &YEYYig Z2RIORY W R 3R 2
Y2ZRY§g.

1.3 AYEt OO0t g g ROFYY TZz2ZRe Ot YTt 1Y3&EcZY L.
ZYyet 1ZWQq3t YeJREY DV EBVURZ2Y leTy B30T tRUt st YR R
(YRZzTUt z, ec234t @D2YTUBIZYYzegZy U 3eyzyyYl),

Yo f R2O0OY u Iz 2R +

2 tRZzY3TC* ZYyl1<etzTl1t YTt OTs2WYOYSBER)(ZY

14 YeYRzgTi YTt 3t&tel2 RERu. GtUzy3ig+ ?
YY2Zy 1YUR*':

Yo zTu3TZEULEl zTEYDP&ODE L YT Dz

2 VYTt 2l D2 ODBEFE =2 W3 P2 | 0OTREZE EVY B RERYY

YYR §5T&3Dz YYzURU*YyUg ZYet VEYODOPXNEFIBY U

150YROTf Zyet 1t YDz T Zztl1YEezRpt YTt g2z
) vy ZeliR2 I s|WYURR uZ[# T 29 e D5 BF 81 2y 2w ODE Rt & &
2 YtyelsYy3TzetwpzzZzyetzDE g, Yt efOyUL OT !
20 ODARE* Y2zRYYI 2%l DEV, uvyI|l R 23t

16kVYIlt get1yULOtYTDz T Re2gEYURETst3uTt 1t
Yty 3 vRUtBTuviREYyY¥¥el 3TZYROTERSTU.

vz SYRzgTEXYII :

Y2 Re Y UR GV u3TlzEett 2T ;

Yo 2w ODRRY T ;

2 tet lYOOR4 FI@HZTR&IL YyZRIYYIET.

2.1 t ROBEIMMLUTEWZ2YYOYZTT
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hyuvR Yt & 30gsRte, sgyel 33 axtzyE=zygFyt:?
CTZIky LUt z =it 34 TEITWE { ROgHFsYR3&E KRpJ &t 1 HBroe Al e
SecurityMonitoring} T3ZY OF I RGRWHTE VY e YERSTNWBBZEYZY | YR-
2RYI[DE ¢ ¥ ¢ PYIR,E 3HTREY. TRz ) .

AmazonAlexaGuardy 3 T3ERVROTt T& g DPeruD2 D& RDD RTA2Y -
ey ZZ[ZAY 1yt 2T eEHRIE2

KasperskySmartHomeSecurityy T3ZY O3 HEORY RETEZERE TUR g 3¢& 2
20yuTzYeul ZYlYyfzTEtOoxYl2 3yt 1TYtYTU.

NVIDIA Metropolis}; Yt Uz YROBRELU Y IvRUVUtwa/.¢ YBRDE & 2l D2
Y{yel § ¥t YTDz TOT OTSR.

3.1 T3uwT

Gt Uz YBY TWETSRE + 3Dz

7] f R2OY v RaV LR E2R OY g VIl 8 Ot YYTuye;

2 Z{z{ I RRREFEORWV,ITRER®E 5 v T;

Y2 3 REH t REWRWMTzprotptinjectionT 0 Y | 1 wyWRY1 (ZzT
} T33011Y2REt OToooglg@ethRi)X' g e s Tt

4.Czgleptt

CZt{ z 3Z212ugdUMIVUY TEERCRUY 38 Y DR T D WHARY TE VY

V2 z2R3ZYEXRYLI ;

2 TtYyOTizRzaART & B3¥kty U3¢ e R;

2 2Y33ERYRITEEWEIRU T ;

2 et RTUYTIWEEZHPVERIVE 1 RENDE=2t z T D2 .

cll 2y

A3ZYy 0t yeRYTH Yt Uzy 3t ety 10Dz t RpTeEl 2¢gU
YY3ET e Yet 3215t YTT 2ttt yZR3IYYIEITR1 REAERTISRDOE
3T3CGUWRZYIREDY RWRETIE TzyeRE+F 2y O*+s Tt yel dzUll
VL YT, YtUzy3t&T !'33tugTeYy 2zR3ZytYRDZ RYyU
YIU 1y3&cz T Yyet3ZtsTeRDZ ZzyRugTeYyt ztR:
32t YIYWYOBY &r g R/ ITREYRE ®ORTGBIBR T I VY YTEYyzT
cyzlt gsRg3Dz YR Zyet 1t YTT 20R1t0%5te T ZY.
YTLYRuvyYy 10Dz g3Zt5YY2ZYy 2Yt 12t YTDZ gRuT2 &t 2YY
ST1IEYSTROFYY3IET, YR1dZTYY3ET T 3eyTeEe¥ipg YZy
Yt YTt Yt BZRIYVEDODSDzz RUT yZWI & 1S EDZZRIYYIEE
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lyUye*, 1310ORDz T2 Yt ¢gyO*uvy glyeYlIUT, Yy T
vTetzgZzyft.

A3EYTYTu

LKY2YYOYZTT cULYYZYy 1YUR 2025: s[@¥y3WQar]
https://santehnikanline.ru/wiki/lifestyle/tehnologiumnogedoma2025chto-poyavilos
novogo/l RER yezRpt YTDz 03.11.2025%.

202 YURETERSTDz gUYYyZy 1YULULR 3 YtiUzy3t
https://media.futurdaub.io/stati/avtomatizatsiyamnogedomas-neyrosetyami{ R&YREez Rp t -
YTD2. 11. 2025%.

3AYEL 2 ZRYMBABRIVE ISCEY YO IVQIYWE A BEY B YT v ]

https://hdlautomation.ru/article/integratsivennogedomas-iskusstvennym
intellektom/ {1 RER y2zRpt YTDz 04.11.20252%.
4CHEYyZRIYAT gULYI {YUR? [! Ot ugzy VIBRY s YTuw]
https://www.kaspersky.ru/resourcenter/threats/howafeis-yoursmarthome { R¢ R Y2z Rp
Y T Dz 04.11.2025%.

| D@l OCYKED CdQYhOt GoA |-8yEGDPp NGARFIQD tto
t WAF QP hl dDYKcl 06dG3ap €3CAl kDI Yo
¢ kNACGoA 3
EY!l Yyl DKIcEGIoRDGIAQOWIAPA
ETZEOL YUY UREBYRY:
YDChYKYyULIuTU -9t 2RYDUY st 3uvTUV
l gwyeY|ETIEzZO#: GRERU* Dz
bTZyEettR Zzyt uvER.

Cc 32DET 3 RugTeYIUL T32y0O*xfye2RYTtU Ut 33¢
SYt1TRYTt TYCENERzXYRYOERZRUU 3 1 RO*FY{ ULT U 7
2yezt UDz 2l DZYDZ +#+ T tREtLL Zztl1yYyEezRpREF uTe
eyt OUYyT2Mili2y ey 3YIl 2 T 2T85TYZyel 2 3310yuw. QJe2gyl
TV YFSTE YREZZUIUTROMRIEIKR st eYyzy tRet 1t YT
ZYEt YS5TROYIt gzzyfl.

QwvgegROFYY3E+ Zzyt uiR.

¢ YR3EYDptt ezt UDzyept YTt 233YyzRRER Z4 zUt
1Tt zRU. 3I3Z2Yy0F%#fyeRYTt 3YSTROFYI 2 3tEgt U Zyft

10Dz vRT1yzy Tt ZyO#fyeRgtODZz wygyzlU 3y3ey’
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https://santehnika-online.ru/wiki/lifestyle/tehnologii-umnogo-doma-2025-
https://santehnika-online.ru/wiki/lifestyle/tehnologii-umnogo-doma-2025-
https://santehnika-online.ru/wiki/lifestyle/tehnologii-umnogo-doma-2025-chto-poyavilos-novogo/
https://media.future-hub.io/stati/avtomatizatsiya-umnogo-doma-s-neyrosetyami
https://hdlautomation.ru/article/integratsiya-umnogo-doma-s-iskusstvennym-intellektom/
https://hdlautomation.ru/article/integratsiya-umnogo-doma-s-iskusstvennym-intellektom/
https://hdlautomation.ru/article/integratsiya-umnogo-doma-s-iskusstvennym-intellektom/
https://www.kaspersky.ru/resource-center/threats/how-safe-is-your-smart-home

UV 33t Y1Ttzl, gsteYlt uvdzBEY2RET2F2YISZEDRIBKRE
ZzT 'EYUL, (3&% yZztltOtYYlt 2T3ul Ztzt2ylR
YRZzTUt =z, e ZzgzZg. tTSTYZ, mal ware T ULUOYYyZ
cUtDE 2yzysy UR3uTzyaRE+3Dz 2y | ZzTelswt =z
2R+ T2 e2zgsYgDZ 3RYYaTE3Dz 23dz 30yTY¢t ¢t , T
YRE 2 RYTT st @Yyyzyg T3t zeTlBtRz ey UE2R. t+ Ot 1YyeREE T
YYyaT¢g3bz e3dz 30yTY{t, =2t1% zRey¢g¢Rte T s5t0Yye
ZYOUiE wy3zysyYy 23t Zzy2ylTU gt 3cTzyeRYTt* T

QuggROFYYU fR1IRs5tU YR 3tZYy1YDAYTU UYyULUt Y
YYZY ¢gste@YERYy w®REyzI U tR Y{3uvyOfuy 3JtugYl
elTR3E 2zt fgO*ERE: UVYTYRuPT ZEYZE2Y0T¥E ZyUL)
EYsYY 2ID2TEgF ZYStYSTROFYY 2zt RHWIYi30EeDZ 3535t
tRat 1t YTDz ZYUgsT&* TY3YzURSTDZ s5&yY RUUREYE.
SCtsuwT 1RYYI 2.

K{ UR D20DZ ¢ 3D Rul cRIOEWFHRZYEI Y 2 (3Y1f T RDZT4
SYBRRTYRDZ t RITRsR, uwygyzRDz ZyelsSRt¢g uwTletzg3
zYegDZ ZzTelsuwg 3Y2zRYYY3ET Ztz3YYRO#YI 2 1R

freylll T33011YeRYTDz Zzyt ugR.
1L.ODOYROT Zzt 10Ut EYY U Vvie QGRE3eCY e[RYZR2U.1 | D2z Ot Y
1.1. hztl1ULtYRDzZ y2OR3EgF [ 4] .

Y2OR3E* ZzTUL Yt YTDzZ 3z3tzR Sttt yZR3YY3&'
vyzzZyzRETeYIl2 3zt 1 R2.

Y3YYa2YRDz t RITRsR: yet 32t s T &+ -z FyZRIWY
ztf ReCYURETSEFBIVIIWDIVT BYEDZOS{ROFYI 2 g2z
Pt YTt 2yYfUOUYyTYIl2 uvl2tzRERU.

Y3yYyeylt gsR3IEYTuT T zyoT, tRl1tU3Ley
Ct @Rl Yel, 3yeczeglYTuwizt RTROYVIZEzReyYzI, |11

AY3¢z2g U YCERRVRDODRYKI 2 gXzyt OUf1TRELER
12TTuwT T ZORg3yzULI, 373t LI ODRSTYYYZY VyYyegs

1.2. OYROTf ¢gzta3yeRYTU v Zzt1Ut&gs zRfzR
1.2.1. Y3YYeYBYEREYDBROQTGBREINOUT [ 4] :
tuzyetzuvuR URL YR Tfet3gYIlt gzZzyftl (35t 2zY
zt 3zz3ye).
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| R3ZYf YR2RYTt ZylyfzTEStO#fYl2 ZzTfYRuy
zyauR, ZYyl11t10xYlt 1yutYl, 3T7TsTY=Zyelt 3ZRUZI
Yest el T 2zt wyUt YIRSTT: Zzt{ 1Y 3E&ReeOAtY-TH
VYTYY YE3IOuwR ZyoOttYyU ZEREFT.TOT uwyY3g0O#¢g
't wuy Ut YIRSTT ZY 1RO#Y{USTU 1t U3&2TDhAD (
RIUTYT3&zREYzg TOT Zzt{ZYylRaRZ{ UD3.
0z2T2T2zY2eRYTt T OYsTzYeRYTDzZ 2zRYt{ YTt
STuR ZYyZgODzYl2 T3EysYTuye T g=zzyf 2Zy 3RUI
AYE1 ZzR[DE WB¥DEYzRET2a2YIUT 3T3&t VRUT
b huy) .

1.2.2. KzteyeRYTDzu 2tftyZR3YY3IET T ZzTe
QRpPTER 1RYYI2 ZyoO+tyeRE{tOtU T RYROTER.
ty20DAt YTt ZzReTO uyYzTlt YSTRU*¥YY3ET °

Yye Yy 2ttYZR3IYY3ET) .
et YETz ReRYEBOzZE RSTDZ Zy O+t yeaREt Ot U

1.2.3. hzyTteylTEtO*fYYy3e+ T UR3SER2Tz¢t
Cl3gzlU yguOTuw 10Dz OTYTUTERSTT fR1tzTH
CcYyf UYTYYy3E+ yazR2ygul 2yO#sysy uyOTst .
Y2YYea Ut YTt 2Rf (1 RYYI2 gszyf 2 =zt RUFYYl

1.2.45tRBuAYT 2zt 2yeRYTD?
hy 11t zTuR ZYZg5 ODZIWVMEY Z ORNE&X,Z2 UT sIREgr am
A33Zy 0%t y2RYTt APl 10Dz RYRUTfR 33010yuw

Browsing).
cYytUyTYYy3&g+ zR35T2zt YTDZ 3gYUSTYYROR T
1.2.5. hYOITWRIREAIOFRBUT W=zt 1| D20t YYIt gzt
hzy 3yt T 2ZYYDZYyt et RTUYltU3&geTt. CI
5TT.
EODAsta2lt T213FeRYTDPz gysYIU RYROTE 331
LRYYI 2, UYYZYyzgYuSTYYROFYY3ZEF+YZZRYEURDITYE
yetyz OTEtzReEgzl T 3YyeztLLYYI2 St2YYDO
ZREt YEYe T uwyOULUtzst3uT2 2zt$tYTU 2 3ztzt RY
21 Rt zReyguR ULUYy 11 OT yStYuvl 21 tyZR3YY3ET
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Rt zR2yguUR UY1{ 0T Y3t YwRIYERRIRRDE I RN RS,
2y ODDPHPp RDZ 3YTETeEe+F 2T3u uvwletzgzzyt e gsteYl 2
GTTt ZzTetltYl uvODAtalt uwyULUZYYtYEl T &R
21.€0DAt 21t uwuyULUDZYYtYZIl OYy{1tOT y5tYul 2t f)
OQYROTE uyYEt YER PIICGyew:U BRyzeRYZ[WB I YR Y
vY1R, 3T4TYZyel 2 10t0UtYEgYye TOT Z2ylyfzTeEt O#
FtZt Y1IR 21 Zg¢RSTT 1YUt YR T URL: YZTzRH
Rz RUt gzl URL: (1OTYR, YROTsTt 2Z2YylyfzTc¢
VR3uTzyeuR 2 33MIOyuwwyzyguT?2
OYROTt 2Zyet 1t YTDz ¢gt3&ETzYeRYTt 33010uT
ezt 1YyYYy3Ylz 35tYRzTte T 3YE1RYTt Rz2TeR uwT
220 RZI1 zRtzReSyguT:
2210YROTt T y2zReyEguR 1 RYYI 2: 3YT1TRYTH Z
Oyu 3 5DD2P2RYIDZ ZYOY-TREEZWYEZ22YERE
2223Y¢Et ZzR3YWEg 2 3RZELVTzY2RYTt 2eYuUSTYYROR
Oyv T 23yzUIl 32DAEAT 3 RuUvURgEgYEYULU 10Dz 2YyLUypT 2
223Y2YYaOt YTt T ULUYYTEYyzTY=Z: 2zt IgODzYYt( Y
224FYZTuR zRZSYEIl ULUYy1tOT: 2y0ffyeRgt OF o
Zy 2Rttt 1RYYI2 z2z{Zg&ERSTT stztt 3tzeT3 pY1lt
0Tt 3¢zegugeczl T 3Yy1tzTRYTDz hzT Yt{yezylTUY
YTDz 1 0Dz ¥y 54 IVuRt & TI3RIRODS § YTt et Z yZRIRRT OTI3 !
2.2.5. 3AY3EzgLLYEIl T St2YYyOysT1T:
TptlluvlT Z2zyZzRUUTzYyeRYTDZ Python, JavaScHt
ICTS2eO0TYyeEet vl ML: Keras.
TAPI 2zt ZgERS5TYYYIN2 2Rf 1RYYI2.: Google
3. tYt1RYTt -&2IRYETZR 35RC
hzyt v TRegZRETwEezl 3T3ct LVl 32yz 1RYYI 2
3t U3, hzytulTzyYeRYTEYRWRLL YETuwT &t 0t zzRUU

TMTT_bezopasn

| T3eYy®w Rt zR2yguR RU1I-EYER v Be@ppady 2z RUU

3.1. YZzt1tOtYTt 3cYuSTYYRO$¥YI2 gztayesRYT!
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b Kacomvouy canraGomaaTess X b TMTT besopesn bt Hecpoiin % (@) Telegeam Web % | @ Morarer omsin — Comano X |+ v =@l =]
€ > c &

e« 0@
€ ..
O6LUMe HACTPOFiKK Telegram * @O
e
p—— Tosen n
e ORI
© 5 =
= D
U Bsusmrare kontent 80 Bceu Gate
Y W neperauyTe ero ciosa BT *
N o : - [OEX
TMTT.bezopasn_bet O] Brmousms nogaepcey rpynn (o)
= = i
onmesime B e
i B0t Setings.

l T3e2-Ww TeDZ vR gYyut YR v gstegYyUu R
FeYUSTYYRO$YYtL YuYYy 2YER 3 wYYZURULT:

Mpuser!  TROM NOMOLLHMK B Bonpocax GesonacHocTu! Tebe
MMLLYT MOLLEHHYKY B COLICETAX? ECTb COMHEHMS HacyeT
6e30MaCHOCTM CChinku? CMENO N MHE 0958

2
Ecnu Bam nuwuer MolueHHUK: obpallaitrecs CIOIA

2
MHe CKMHYTM CCbUAIKY 1 A HE 3Halo, Gesonacka nu oHa

\.J

c2y1YIlt ZRO¥IY2z2REL OT YEZzReODDE 331 0ug 51t 21

Mpuer! 1 T8OV NoMoLLHYK B Bonpacax besonacHocTu! Tebe
TIMLLYT MOLUEHHMKM B cOLiCeTAX? ECTb COMHEHNA Hacer
BesonacHocTi cebinku? CMENo LM MHe 0058

wan 2
ECAN BaM NULLET MOLIGHHHK: ObpaLjanicuw o A

A
MHe CKUHYNM CCINKY U 1 He 3HaI0, Geaonanus = gra

@

YezRe22YE&RZzYet z2zD3 & 3301 0ug YR YROTs Tt g2
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lNMpoBepka cTaTyca canTa

C nomoueio TexHonorum Safe Browsing AxHpexc exxegHesHo NposepaeT MUANMOHbI
URL v 0bHapy:KvBaeT ThicA4M HebesonacHeix Be6-pecypcoB, MHOTME M3 KOTOPbIX
CO3[3BaNUCE OTHIOOE HE 3NOYMLILNEHHWUKAMM, HO NOTOM BblNK B3NOMaHbl. [nA Takux
CaliToB Mbl NOKa3blBaeM NPeayNPeXneHUs B Pe3ynbTaTax Noucka unu s Gpaysepe. Bel
MOXETE NPOBEPHTh, ONACHO MM MOCEWATh TOT UM WHON CaidT.

https://botmather ru/blog/kak-sdelat-bota-v- Mpoeeputs

+/ Ha ca¥ze botmother.ru/blog/kak-sdelat-bota-v-telegram yrpos He obH HO

clh2y 1Yl 3YRCHIEENTHY ZR3YY 32T (YARBNR, ZYy 1y
TOT YZR3YR.

DYZyoOYTCEt O YEL z@ZWUSTRB3ZAVIROA ZER 10Dz
ztwyUt YlYeRYYI2 (1tU3geTU:

[start 09580/

Mpuser! A T8O NOMOLLHYK B Bonpocax GesonacHocTu! Tebe
WIOYT MOWERAVRA B COOCeTRk-~eCTb COMHEHNA HAacyeT
6€30MaCHOCTI CCbINKM? CMENO NULLM MHe

-
Eca Bam nuwe MoueHHuK: ofpauiaitecs CIOTIA

|
MHe CKuHyNU CCbUKY U 5 He 3Hal0, Ge3onaca nuoHa.

3.2. cleyz gt2YYOyzTU [4, 6].

WO R g 3 yTelagiRRm.

ptllw Zzy>zROWDPE yseTRWIUWY +TZ3EFFDLE Y OP2 s RERYF
1RYYIN2 [5]. 3AY3&EzgLLYEN T 2T20TyeEtuT:

1 APl ODD R ¢ 3 Ypgthotitelegrambot] OTtegram).

1 APl ORY R O3[3 IROGbogle Safe Browsingp Y1t v 3

TCT20Ty et uTt RDDifehypdsP

1DODz 2zRYt{JYEZRE RYERXEN 2 Te ug WUt YER2TU 32t
zgxzytt .

3.3. Dz2TgtugegzR Zzy¢cyYeTZR [6].

ThyO*f yeREL O+36REYIYCEZEYTUERDH TU 3yyept:

fygzReyIuvR 3¥yepytyYTbz 3310vT, ZzyefzuR.
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TOYROY[2zRpt YTt v 2Yt48YTULUO API 10Dz Zzyet zl

TYZepleYEOERRER ZyU+f yeRE{ODZT uyY3gO+¢g

3.4. Y3YYyeYlt SRZT zRtzRSYyEguvT [2,7].

nNRZ 1: GR3&EgzYUuR 3zt 11.

Tk3ERYYeuR Python T Ytye2ylTul2z 2T7T20TY¢E

pip install pythortelegrambot requests

nNRzZ 2: | {2ZRIEZRRSTDZ s R¢

TtYyt1RYTt 2YyER BotTRdtelweram[ sZEPLst YT YL

4. qu3ZtzTUL YEROUFYYt( T33011yeRYTH.

huzyet 1t YTt &t 38TzYeRYTDZ YR 2l 2yzuR2 zt R
Ut ZRETWRYYOY2ZTst 3uyzy ¢t2YTwgUR. Y3t YuR ! 33
fREIOT 3uyzy3ET IFB2REVRUOGT3IIRYI21CR

4.1. te2yz 1RYYI2 33I10yu:

fcwvODARDZ uvRu 2tfyZR3YIt, TRu T 2ztlVYYY

4.2. Kt3ETzyeRYTt:

ThzyetzuR Y1 FuRDFHFARe CZBEL YSTROFYY ezt ]
331 0yuw.

4. 3. ftezTuTl YStYulT Z2zyZzRUOUOUYY2ZY Zzylsu

1KY s YYZRVISZ A Re TOFYY UOR3I3T3T5TzYeRYYI 2 3

Thy OYBER3YSYY3E+* 2l D2ZODZE+ 2zt 1YYY3YIlt 3

Tclheyl Ut1TRYI: Zzy3tYE CYSYYERECBURYOY

ThyvREt REt OTe 233uyDz WikzlReyeu T Yy1l1YyU 3310uT.

5. CROT1RSTDZ T gO0gsst YTt ztst YTU.

Thzyet 1t MMeREBDHFuwy 2y gt 3CT2Y2RYTDZ 2Yggy
ZzTUt zR2 Zzyetzul ezt 1yYYy3Yl2z 3310yuw.

6. q&Tst3uvTt T ZzReyelt T33011YeRYTDZz

At gst YTt e2yzZzy3ye uyYzTlt YSTRO*YY3eT., 2
CYe 2{tYZR3IYY3IETT. tY2URYIOATLY eRLROMDO Zz T2 RE

6. 1. EYY3T1t YSTROFYY 3L+ T RYROYZTsYI t Zz

1332y 0+t yeRYTt RYYYTUOTERSTT: &lROt YTt T
1RYYIl 2 Z2y0O%fyeREt Ot U.

6.2. AzZRYt{tYTt 1RYYI 2:
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TtYyt1RYTt Rz2TeYYyZXZy 1YyuwgUfYER 3 ZzTUf zR
Zy E21¥EezRpt YTDZ

Thuzyet 1t YTt 2t 2gODzYYyx2y Rgl1TER ZYet YSTR

6.3. QRuUYYY1lRELO*3¢ey T 3&ERY1Rz¢El [8]:

Tt y20DAt YTt GDPR (Y2pTV =zt =ZORULtYE 2ZY fR
YTt RSTU 2 dezy3yDit.

Tc 1'y333ylyecete3caeTt t111zRO+xYYyUr fRuyYg
152), 1z2zgZTt 3ERY1Rzgl 2ttyZR3YY3ET: |1 SO 2

6. 4. aqc 15t 3uTt R3Zt vl :

TNt 3EYYy3e+ T ZzytzRsYy3Eg+: TYzZyzUTzyeRY
132y 0%t g DZ 3Dz

6.5. PzTYIzRYFItYTDzZ][9]:

ThySgst YTt 3YZOR3TDz ZyoO#ftyeREL Ot U YR 3@

6. 6. DYZYOYTEStO#YIlt Utzl:

Tt 2g8DzYIly Rgl1TEN 21t YyZR3YY3ET.

TYegst YTt 3yegzeglYTuwye T ZyOxtyeRgt Ot U Z:
3¢ T

7. ftEY1LN RYROTER T yStYuvlT zT3uR

-t ERET3IETst 3uTU RYROTE ztfgO*gREYe.

3gysyeaRDz 32t UR zRfzRa2yguT:

Tteyz 1RRYNZL y 3310wR2, UfER1IRYYIt{, T3

TOYROTt gzzyt T zRtzRey&EuR uvwzTgtzTte Y5

102 EYUVRETERSTDZ 3T3¢t VI RYROTER 3310yuw.

TGt ZztzleYyt Or¥Ri YBEYYETIRERDITRYYel 2

8. fYyYTeyzTYZ T YyeYyesOt YTt 3T3ct Ul

Ny 3EYyDXYI U 32yz Yyel2 1RYYI2 10Dz y_2gstyY
zTYZ T yeyYyeot YTt 3T3&t Ul:

a) fyYTeyzTYZ !'z223tucTeYY3ET T ettt yZR3YY

Tt 250Dz YI U Rg UTRY ZREYTRYBYERzY 2t zYyu.

TOYROTETUYR uyOTst 352R ZzyetztYYI2 3310y

b) Ya2YyeOtYTt 1RYYI2 T ZzyzzRUUYYIY yet

1332zR20t YTt gbhZ aTULUYy3ectVU 2 uwylt stztt Y

c) Y2zREYRDZ 32D #:
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TcYt 12zt YTt 3T3ct ULl ygtleye 10Dz Z2yO*+fyeR
clhaylll.

332y 0%+f YRR |58 RYROTfR 331 0yu ZyelbsR
21t YZRIYY3ET, ZYyfeyODDz 3aytezt Ut YYY =2l D2 OC
tReT3T¢ Y& LtIEgYylye RYROTER, 2REtIl 1RYYIZ Tt
YY3ET T YWIDZREePDPEttRYI 3 OYTYIUT 3zRe2RElNl aRYTDA
f OYysUONsSOt YYTURUT T uwyYzTltVY5S5TRUO¥YYy38g+DZ yaz
Ot YIl y3YyeYlt eleylll, ZODAI T ULUIYg3l ERuys:

O DZA Il :

1T02YURETEt RSTDZ T Z3lud/Ezzyl3lE +y GReX RO TYOR YA W 1 Y3(3
5CY 3YuzRpRY{ & ezt UDz z{t RxTzYyeRYTDz

Thyall st YTt St3IWERIWHVISEAT3IUR ZzyYTuYyety
>zRUOU s5tztf ZTSTYZYyelt T eztlyYYy3YIlt 3310w

TYeest YTt ZYOBREYEREYDY &:Z2z1 1Y3EReODE * =z
YTDz Zye |l ¥YRDawg2Yz2zzRUYEYY3ET 3cecltYeye T 3

1T3Yet 22R3TDZ 3 3T3CRYRWYTEYBEZRIWEISERS
3RUT, 3T3&EtVRUT LYyYTeyzTYZR T 2T0#&zRSTT.

TDY3EceZ2¥YfBe+Z2zyetzvR T Z2YUyYyp#F 10Dz ZyO+#Ft

fTYsg3l:

TFYyTYlt 3zReNREIVYRYNDzFOgs RYYU UvOR3Z3T2TUufk
3310Yyvw vRu gxXzyft.

Tyezyl 3JIOyEIW:SO1 YYTuwT Uyxge zRtzReRElIeaR

QRUYOUDAT YTt .

' Rt 2z RSYZYWRR 5IRRDZ RYJRBT£RZBFEOFVWY L z( 51 YT
YTDzZ vuTet ze2t ft YZR3YY3IET e yezRftyeaREtOFYINI 2 T
3tugTeYy3e+s tReT3TE Y& ZzReTO#YYyU 2zt ROTERE
38eTDz 3 1zgZTUT 3RTIE ERWIT {t RpsTEIl.2 RE*+ 2yt Uy
5t YTDZ 32DERYYIt 3 OYTYIUT 3zR2REIaRYTDLT
z{t ROTE RSTDz ERuYZWARYER 2 Ut 335 YTt 2t

t Z2T7T3yuw T3Z2yO0xfgt Ul 2 T3EYsYTuye.
1. https://4brain.ru/internet_security/cyberthreats.php
2. https//habr.com/ru/companies/pt/articles/904936/
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3. https://vm.ru/news/127113@rossitprizvali-vnedritboty-dlya-proverkiopasnyh
ssylokv-messendzherah

4. https://vc.ru/services/82823htotakoechatboty-i-kak-imi-polzovatsyapodrobnyi
gaid

5. https://msk.topacagmy.ru/articles/kalsozdatsvojchatbot-napython

6. https://chatlabs.ru/postroerghitekturychatbotakak-sozdatmasshtabiruemypot/

7. https://myrusakov.ru/pythentlk-chatbot.html

8. https://www.itgrad.ru/blog/regulirovanieabotys-personalnymdannymiv-rossiki-
evrope

9. https://textback.ru/kakobiratpersonalnyelannyev-chatbotahi-ne-narushazakon/

€3Cdl CdeyYhdt GYt KA GO OcKYKI OGt huy!l Kd
€EzyULUU OO0t uv3RY1zR
YDChYk 2 KYULIUvEW20YyDRFETBY 30TV
lzuyeylTet 0F DxIORIMUR y2:
tyezt Ot YYIt EzRY3ZYyzEYIlt 3zt 13&E2R 2 3ey
POt ugzyYTuT, vyeyzlIit, vRuy ZzRe2TOY, ¢ Zz Re OD:
vURLU 2tDZ+ uyYgzyo*, YRZzTUtz, YR]1 &yzULUyYytYY
vyegyzyU RegylLUYySTO*+F TOT 3gzR 3 zZzzgtyUL YR el
YTTeOt YYYU gzR33%, 358y Y1 Zz{ U1 YYYy ZzTetf 1t
zREYZYRE* RelyUYSTO* 1Yy yzzyULUYyU 3uyzy3eT
Gylet gt 2YYOYITT yeuzl e RD&E Ila/tiz v TIeY ZEVHBIIER 3
et tYZR3YY3E+F YRIRYEYERRPRYRZEAERY 212 3F3T3Et U
YI'2Z RegyULUYyeTOt U yg ezt lyYy3Yl2z RERw, gitst
Wi 0% zR2Yy Il :y eRRYRBREEYRE DZ £2RY33Y2URSTD
tzt YTDz vTetz2tt YZR3IYY 3ET.
QR1R3 T:
1 3ftgsTEF YRZzRea2Ot YTDzZ vuTetzettyZR3YY3ET
S5t YityYel.
TYZz{ 11 OTE* y3YyeYli{ gxzytl T gDieTULY3;
T3tegsTe+ VY1t W®T YRzgSTEL O
T3t gsTE+F YI3YYyeYlt YRZzRea2Ot YTDzZ vuTetzet £
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GR U TleYRzYlYYUL 3zyzgUf WTzzyel2 gt2YYyO
a WT3zY2aRDZ £zRYEZ2B2zIRITDBZYY2x1 2 YRZzRea2Ot{ YTU
Z{st YTDZ 21 f YZR3IYY3IET TVR: WU R UWEREY Wi TEVHZ B3
CZRY3ZYyzgYYyU ygzR30T.

huyY T RYYIU 3yzgUR 5% 23t2 Ttzge YzZRYTER.
EzRY32Zyz¢ER.

Y3YYeYIlt YRzgb4t YTDz

T Gt 3y20D4t VYTt &zteyeRYTU ZRzyOFYyU ZyO-

f ITOTSYtLt (1YyetzTt Z2Yy1zDAYIULUL yzZRYTERSTI

T Gttt YRYTt 2zt ROFYYU TYzzR3cgzgugegzl.

T Gt 1Y3EREYSYRDZ sT301YYYy3&+ Z{z3YYROUOR,

1 YE3ecE3&eTt uyYgzyoDztR RIUTYT3&zREYzR!

ET2tz2zTYST1lt Yl

g zellU tR2TO gz{eyz¥% PIY33KRaWze REItaw Tualbed
UYY3EOFERYDYZYOREYU ¢t 2YTuwt EDAG. GR 2Z2zYy¢
ELISOtLtYYTUuT ZYEYeTOT v g2ZyYg tZy Toyota RA
Bluetootht Yy Oy Yu T JBL, ZyluODat{YYYU v 3T3&t0YYyU
2023 IYlR 3CROYtMDegZITYPPEZSBRSTYI ZzT Zyuy
2Rt Uyzyt®t gt Ot 3YYR NOKIA 3310, vyeyzIluU T332
EZ2zRe2 Ot YTDz

¢ TDDOt 2015 SYyl1R ZzyTtysdzo 2f OyL RegyUL
Automobiles (FCA)!j; U¥YZI¥zMBYa2ROUOQYPNREZDY] fTO
l2R T33O0t 1yeRE1ODZ 2 33tzt TYzYyzURSTYYYYyU &
YI'V gt Ot 3yY e 3t&T @Sprintt, yYyYT 2tDOT ZVY1
TezYROT3E aqY1T PzTYSEREZRBRICR2TPAYR2RBRYEZY 2z

c 2017 Zyle Y1ITY Tt wzgzZYtUsLST2 2 UOTzt u
Maer sk, 3RO TtzgeyU UDRISERSYYU uvTeStzRERUT
SEYTL Yl 1RYYI{, s5TY ZYyOYYy3E+DZZRzRUTGBYyRSW
Yt 1t Of. E€YULUZRYTDzZ 2I OR 2l YgET1t YR 2yY33&ERYR2DO
35T 3tzetzye T uyLZ#fDZtzyas. YapTt ZygtzT

2L https://transportforum.ru/
22 https://habr.com/ru/companies/bastion/articles/817293/
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https://habr.com/ru/companies/bastion/articles/817293/

(YywyoOy $300 UOY). q&R RERUVR 3EROUOR Y1 YRUYR
Y1Ys uyUOZRYTDZUYTtE ZyaOTDZ+ YR ZOUYy2RUO*YI ¢
C 2022 3sIyle 2 fy3uwet g&zt YYDDz ARz y2Z2RR 2Vl
YYT 2t OYyOROT #pYltu3. KRu3dT* T YyEzZER:JOQy BN
3DZ uT RegyULUYyeTOUWY FITCEROM F+fR P zZROT YR €gect
kzzytll T 3zt13&2R tRpTCI
C 3Yezt LU YYYU RegylLUYySTOFYYU ZzyUIl S0t YYY

OD3 £3DZ Y{ yeDIRL | OFpWFAY | LYYy IE®e ZzyTteylTIt

lyoTYl 3y20D3 REg* 3TRYWREZE VIREY/|SYARS 2315434 Rz

YZR3YY3ET 2 RegyLYyeTO*YYyU TY1cg3¢zTT, zRtzR

YTERSTtI U 2y 3J3ERYLIRzETERSTT (1SO) T Yept 3&e
cT1l gzzyft:

T GE3RYUSTYYTzYeRYYIU 1y3&czZ {50 {0y usRUY &:

ZyzegYyzy 3zt 13ce2R.

1 hutzt22RE gZ2zZReOt YTDZ 12TZREt Ot L.

YEuwODAt YTt ABS.

CoyuvTzyeuR ZY1RsT EYZ0TeR.

COYyuTzyeuvR gyzULUYytYYU 3T7T3&t LI .

Gt 3RYUSTYYT2zY2RYYIU uvyYEgzyO% UgOFfgTUL"
T teyz 2T1ty T Rug3cTst 3wyl TYzyzURSTT.
| Rt zR2YEUR ULUYy1t 0T ¥R3ZE+0ZLEPBE DE ODVT 073 0¥ |

STE1 Ot U VYTYYy zREt2TE¢*# YR 12R 2TlR: 2Y{SsSYTH

KR2OT-EREDYTYIlt YRzgsTEL OT.
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€3CAdl YhOt GYt KQ €0¢& KMTDXHEBERQNAt €EIA kDIl YQ
qGdl PdAKANAt €Yyd® CdoVYhOt GYtK3I |yttt 33
hut Odze TYR t y3+Dz D04
ARzFuwyeR D0dz2YR 1
YDCHYRYL3uTUVU TY1le3&z T FRUO*)Y
lguwyeylTect Of: QRUURY FI
qOt wvgzy! Yeyz2sORESTWR 2y el st YYII 2 &zt 2yYyeRYTU
23t2 YRZzRe2OtYTU. 3IY3YZURSTYYYRDzZ 2t ftyZR3YY
2Rt ¢3Dz YR T330t1Y2RYTT 2TlYye gzzyt 2t1tyZR3
' T3uw 2t t yZIRGBWYBL TEWEDIeg¥s5t 3uyzy wyLZOt{ uv3R
el 3yuT2 U 3zZFTSYRBEF' ZY IO wEEYTW T 221 CT5
ZzYUI SOt YYY3ET YtyezylTUYy ZYYTURE* 3Z18Tz3T1
tRpTee TY3YzZURSTET 2WYOVYRAEY 3¥VDRy ZzySt 33R,
YI'U vRYRORU. tgzyTe* 3T3ct Vg Ytye2ylTUYy T3:
T 1Y3CceZYY3ET 3RUYZY g1 2YYOYyzTst 3uyzy Zzy5
YTDz 2 5t OyOL.
ks TSl 2RDzZ 2y DbV yyeg | 1200 T30 T2 YR ZYy3&zy!
STYYYYyU 2t yZR3YY3ET., yYeltug tRpTel T t2Y ¢
CtOFYY Ttgst Y. Ctt YZR3YY 3+ YR Zzt 1 2zTDz?
eRTY{LUSTZ zRugyzye UuYUIYRYEYYRYEEZzZzYTIERTT DE Y
zRSTT. tYE1RYTt UY1ltOT wylWadizwWRGSYIU IPe3xPyg \El:
Yiye2y 1 TUIU gzt28yeRYTtU v yet 3Ztst YTDZ 2t 32
YEzR3O0T 3 ¢35t &YV UYYyZygzyeYt 2y U R 2RI {RESE]Y
CRBAYL zZt ET5t 3URPUBPEYEZERBYRIEZFUT YRSTYYROU*FY
3CzZRYIl. QRpTER !'Otugzy! Y{zZtTst 3uyly ygzR3
3tz#ttYIU gptze ODIDL, yept3gag T Zy3clRz3
b1 2y1lYDZ RugpROEIEYRFYZ2Y 3T ' YE22ZY3T3¢€1 0
ETey3eyDZE+ gzzyfRU, YgTYIl uwvyL2O0tu3YIlt Uty
Yy3c* zReyel 1RTt zZzT yguRtR2 T 32yD2.
OQwggRO*FYY3E*+ Y2t 3215t YDz 2t YZR3YY3ET 2
ZR30Tt POEDYst 2T YY U, ZY3uyOfuwg ODEYt{t YRzgbs:
YRY{ 31 YTBDZEPst2zyeRE T, yept 3&82dclle.ZVBzTRZ 3E¥ER
2YzZURETERSTT yept 3€eR Y& 21 3Ztzt ey UYN DY £
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Juyzy 2@t DAVyEyR) t ReT3Te !'zztuclTeaYY3l+ zRey
eR2MYYL TYYZy Ut 2RYTEUR Zy3glRz3&e2R. GRzgbst
OD4 £3Dz gzzytyU | ODz 2zt {ZzTDZTDz R 3 ZYyDzU{
TYZYzURSTYYYYUL JyeyHREWYFC*+ £30yeTV T zRu;
YY3C* YRzgS{YTDZ TYzYzURSTYYYYyU 21t yZR3YY 3L
2OTDE & YR wyUZYYt{YEl TYzyzURSTYYYYU 3T3&t U
vy 3ef YYYy ZzTe({ 3T uliYRIYIRY YIRXEDZ z3BR2SIT{YreY
2z 12z TDZ TDO Y RHZIOIRHNY3UY 2y uwyULZO{u3R, 3 ¢
czzytl TYzyzURSTYYYyU 2{tyZR3YY3ET Zz{13¢CR

Vrpo3s: uHdopMaInoHHOT
6e30macHOCTI B 27IeKTPOIHEepreTiKe

Texunonorigeckie

Texuonorngeckue JleficTBHA Ha MEPCOHA JleiicTeus nepconana

HapymmiTeas

Vrpo3s! I0KaabHOro
HapyIITeas
VIposs! yaaleHHOro
DuzngecKoe
BO3JEIICTBHE
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S
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- |
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Tlcuxonorigeckoe
Bo3jeiicTBie

/‘ /
Orka3s obopyaoBaHus

E=a =
I T3eYYT11 gzzyf TYzyzORSTYYYYyWUzZE2{ETVER?

GRT2YyOi{t =el3yuv gpizCREZTEE RDITIBOITY EEET
SE3FANVLYYY YR Zzt1y&ezRpt YTt T Zztl1cgZztTltY
CRuyzy zylR gZzyft (1yoOoTYIl e2Ilg+ yzTtYETzYeRY

cyzzy 3l tRpTel TY2yzORSTT TRTLY2YYZHURSTYY
tR2T3TUY3ET Y& Y&zR30T ZzTULUt YL YTDz T 2TlVYe
tRUYYY1REt 0382yl I y33TUV3uvyV +11t2zRSTT, R
YTDDOT.

QROB30Z4 11 s5T30Y RERU YR RegYURETIITZYE-R
OYyzZTst 3vTUT Zzy3t 33RUT & I Yy33TT 2lzy30y YR
2Yt 1zt YTt e IgUyW2DRES 1Rt U.

ETet zRERUT ULUyzgg ZzTet 38T w ellzRaygut

s5¢y elltyete ReRzTUYIT 3TECERSTT 2 !'YizXy3T3
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2y1YIlt 1RYYIt, &Yy ZY30t1352TDZ elfaRYYI{
LR2, Zz{|3ERe20UDDZYIBRICVOBLEDXYERFYTzY2aRYTD:

GR1ItITYYt 3gYudTYyYTzyYyeRYTt aqaqt tReT3TE VY
UYUOUOEYTURSTYYYIl 2 Et2YYOyzTU 5Tzzyel?2 3713
tRSTT aat 3JERYYeTg3Dz 2yOtt ¢DZ e TUWBE TROVYTEZY
ERNS

ETS2t 2zRERUT SCRDOBTI3EWILELVY 25 ZzTet 3CT
Yt ZzRa2TO*YIl 2 £ZzRaODDHT2 eyfltU3sgeTV T
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v el
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DX Tt OYyTYIl2 gZzRa2OUODDHpT2 eyfltU3aTVU YR 3:5Y
d=121=N
“'E?Kuaep aaaaa -
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| T3cYyu 2. cOTRZQPDDHYIYEEL EEFIT2TU YR |
q aq t
COTDXTt uTe2t zRERUY YR 3gYUuSTT ©#ZzRe Ot YT Dz
aqaqt Zzt13ER20tYIl 2 EgR2OTSt 1.
KR2OTS5R 1.
1. kzzyftl 2t T3Et UR gZzRa20O[3.41 Tf ITst 3uRDZ 3]
4 .DERUT 2Y5.cll zR2WIZR R2TU* 6 .GRzg4t YTt &£3¢
OyTYIl 2 1R huy &t z Dz vy YEzY|7.CYO*sTt uwyOt &
YRZzDZIt YTDz huy OTut 3ITI3INMcWw O
Vy3ET. Gt 2ZzzReT 1yz. OTYTU;
stz3uTt wyURY] YtzREYzYe,; 3
zRwgt zT3ETuT Y CO! uvRge.
Tt¢ 20TDXTt YR
Zzt 1t Ot YTDZ T Z
8. 0FRuUT 3TVY11IFYTYRDzZ e Tt gROT|13cllflleRtE VYEguw
5TT 2zt Uf z{t TTUOR, s5&Y ZZ YTT !Otugzy?Zi
9. (spoREIRI]] 2ysYIlU 1t U3E e VYTt g =ellfaRE
10T 1z.) tzyoDzZ T fRpTEY StZYysuwg R2Rz]
zyobz sR3gyel, GRzgSL YTL &30
12FYTYRDZ TY3yzUR
T UV 3ER Y1132z
ZO0R3Y2RYTt wuwydl
YTt/ 3zR2RgINI 2 RY




14QERuvT YEUW1l17QR1tzTuvR §2Z2zRg20GRzg5t YTtE & 337
30eTTARY 2YEUR Yt ZzReTO|21ket OTst YTt e
15.DeS jammilskc. hyg&gtzDz vyY 3ERYYyeOt YDz ]
16RERUT T 1| YRZzDIt{ YTDZ 22GRzgb1 YT I 2R
19COYyuvwTzyeuR g2z 5 T-Dz

YROR. hygt zDz Y|23Ha rfpwR. YEURT
Y T D7
243zR2REI e RYTD?
230¢RuT 1TI27QR1t12TUR gZzR2[29GRzgb5t YTt & 33
Juyuv 3T73¢ YRZ2UDL Rt Uy 3¢ET.
26(.DDOS) 28GRzEst YTt uyYe
YRZz DAt YTD?
30.vyyzERY313f Z2{z1s5T301Y|32GRzg5) YT g3
YI't RERUT ERZIURT Y Re
3¢t Ut
33zt 1YYY3VY36GtuwyzztuwgYRDZ 237GRzg45t YTt &3¢
34vuy( Backdo Gt Z2zRaTOUO*YYVYt 38ER3IUR]YI Re
35Wor ms) RZZRzREYI 2 T 351 0t .
E3zyU3¢&e. MWYE|39GL Tt OREt OFYY{
3syel, YRZzDI{ YTt/ 3zR2RE 2 H
40GRzgST YT g3
EYOUORZ3 YRZzl
REC.

b URT1IUVU ETZ2YL uT23tzRERw 32DfF RYI Yt =IRET
1RYYI2 T 1YyOTYIl 2Ilg+ 2zt ROTftYyaRYIl UVUtzk #&HE-Y
51 352t eyfUOYyTYIl2 ZYy30t13&eTV uvula2tzRERw LUYyT
YY3ET, S5StOY3EYY3IET T ZzRelyzZylyeYy3eTl. cyt
YRV 2uvOUOD3RDZ: RYEZTeTzeg3YIlt ZzyszROULUI, fRXIz
T2 XE®RISTDZ Zzygyuwyol 2ttyZR3YY3ET, uyYgzydl
132y 0+t yeRYTt STzzyelz 2Zyl12ZT3tU 10Dz Zylcet
1zs2ZT2.

huz Tet 1t LU Z22zTUtzll zt ROFYIl 2 RERU.

1. tRglyea3uRDz 0zRaTDz (2016): RRBPRURI YRr %1
3 T32yO#tyeRYTtU 2zt 1YYY3YYZy hY, s¢gy ZzTe

2. ctY{E3g!OR (2019): RERURE XRSIZJJEYT TR v
UR3 T 12R1S5RE#* LEREYe, YEuODsTe R!zyZyzg,

3. Gyzet (zDf TRERz(LUVRzZT 2WNbI)sk BFHRWUaYRY
ZREt OF3uygeke hkpagae. IBVBIPROTOOTYYYe Yyzet T3uT

4. t-RIYZEz2gzI, 17 yuID2EPIZIYL2OV2290YgUIBKDL
$TOT UR33Tzy2RYYgDZ uT@fERTR U Bt ZYEENTERUL B,
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T YyTuOUDETE+ 3et& e FLYTYZzR13uyU Yy2OR3ET,
yugD2zDRdgZ2t 3YVZRYTT.

KRuTUL yezRfyU, vTet z2t t YZR3YY3¢&g+* 2 ! Y4 :
zT3uwye T 3YtPRETDZ BEZYEL &RfYyyeczREYI T R
3YzURSTYYYgDZ TYzzR3gzguwgeze. hy30t13&2e1Dz T
3uTUT 10Dz ! wyOYyzTT, 2tfyZR3YY3ET OUDiIt U, Vyoe
STEETRSTT.

332y 0+t yeRYTt Ct2YRYBOTT YDy ezt WDz zR3Zz
1101 2TYRY3ye. YlYYU Tt gRuT2 3ztz, 2 uyey
'Yt z2t cTUR.

| R33Uy¢g¢zTULU zy O+ 20yust UYR e uvuTlcetzettyzZR.

COYyugtlEYY zR3IZzt 1 1tOtYYIU ztt 3¢z, uvyzKRY¥4d U
t RuSTU, ReEYULRETERSTDZZzyS5t33ye T fRpTEe 1

Y3Yet YYY3ET 20Yyust{ UYR:

115t YEzROTERSTDz Yi¢g (1TYYZY uwyYgzyOoT:
ot Yl VUt Tleg ©ftORUT 31&T:

Yt TEUt YDZ Uy 3&+: (1 RYYIt 2 20yustYWRELE $¥t-
YTDz 51t Oy 3¢CYY3ET S5t 2T;

ZzytzRsYYy3¢gFf: 23t EzRYIRuUSTT 1Y3cczZYl

vzTZ2gYyZzR3Ts5t 3uRDz t RpTER: 1RYYIt €Rp-
1RUT.

CYt Oy TYI ¢ cZzyftl 2tfyZ2RI3IYY3ET 10Dz yelt
Zz{ 1 39He YR zT3gYut 3.
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I T3sYywt By TYIllt gZXzytl 2tftyZR3YY 3T 10Dz
3czguggzl

Kt 2YYOYy2ZTDz 20yust UY (zR3Zzt 1t O0dzYvyYl v =zttt .
YY3CT e !'Otugzy! Yzt gTut 10Dz yet 3ARSHTY ZR2Y:
5t33ye T tRpTEl 1RYYI2 yg UYysStYYTst 3geR. @
5t YEzROTERSTt W, Yt TfUtYDZ UYy3E+DZ ftRZT3t U, Z
CYzzR3Tst 3uylU tRpTEYyU.

huz TYSTZ zRe2yel

COoyust UY 2zRYTE 1RYYI (3D KRV 25V0F s €T 33
2zRzTst3uTlT. ERTIIUV 20yuvw 3yl1tzTTE 1RYYItL ¥y <
cgte uyY3tY3g3R g5R3EYTuye 3t¢T. acy yet 32

- ZzyYizRFPEBIEEZRYE RUSTT ftRZT 31 e RDERDY 2
30y ¢gzR5eRBEWTURLU 31T,

- Yt TE UL YPZeUOY BHFH YNt 2 20yust UY (RYYIt Y
Y{ YRzgtTe S5{0Y3EYY3E* S51ZT 20yuTlzyeyu,

- 2 YUREFIRORERY Sz Rugl, 23ZzytYYIlt e 20V
ETtTzyeRE+ Zzy5({ 331 gyziyeOT T zR3sdEye.

ERU COYIURRTHYRI & Y& uTetzgzzyt

JERUR Zy3zt1YTUuR: 20yust UY T3wvODARtE eyt
fyeREt O Zg20Tugt e yeuzlgly voObDd 2 31T, a.
ZYZI TRt &3Dz yEgZzRaTE* 3t UVuyel UV wOD3, ! gy 2§
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DDo-RE RWOY:wsg UY t RpTpRt & Y& Ztztzzgtyu 3¢
23tV gt ORLU 31T, s5¢&y tREzglYDE & RERug YR 2

FRYTZgOT2zY2RYTH 1RYYI OUT: 2O0yust Uy Zzt 1.
d30T7T tOYygULINSOLYYTuw ZYyZIgRtY &3DZYAE] 1C1zRREF R VISR
Ry uwyYEzy3xEHilt YZ! $3y e ZR1 € ¢ .

CYtUOYTYY3ET 20Yyust UYR e 1 Otuwgzy!Ytz2Zt T

1. hvzytftzRsYIU g5t T uvyvYgzyo*s gzRYI RuSTU:
2312 YZ{zRMEZRWIRTIvdZqtugzy! Y1 z2TT. aZVYRYL :
Jyelty zZygyuT T T2 3yyclete3leTlt 2RugTst 3uvTll

2. DSt YEzROTtYyeRYYIt 3T3&UYI3czdt R BES
ERpTPTYYIU g5t Ytz21gTst 3uT2 RugTeye, T2
TTe RYTDZ

3. hyelst YTt ZzyRE:zREYMIAZGTYDRUYIBE+ t RZT3Y
YR1ITTYIU RglTeyz3uwlVlU 3011, sy ZytayODE g ef
vg Ut YgYe.

4 . QREZzE1 YL YTt ULUYStTYYTst 382R: ZzytzRsYY
1t Ouvg 1RYYIZ2 y2 ! Yt{zIyXMEseRTYYITZV 1 YOPRY Y

buz TUOt zIl 22TUt Yt YTDz 20yust UYR.

1. ITR3steglh VUL Tlg ZzylRed3YyU T ZyugZRgEt Ot
ReEYURETETzyeREF ZzyS5t 33 zZR3stgYye.

2. CRORY3TzYeuR 3Z2zyHNYTzReEl OYR{ BDRE 35
YyZT3012RDZ g30yeTbz T 3y2IlgTbz gERuTf{ uwRu Tf
32t Ol g3Zt Yy ZzTUt YDEDZ3D22 Dt zORYTT T GT1

tuzy 20t Ul 2Yt 1zt YDz 20yust UYR.

cYt 1zt YTt 20yust UYR e !YtzZtEgTug 3EROUT

1. fR35ER2T2gt VY3T*#3Et Uit 234 €{TaTBx0E BIz Y
CzRYERUSTU, T 3cp#9BEeV£2VI 2YYegEt YV 3ZzReT
YI'2 2 zt RO*¥YYyULU 22zt Ut YT.

2. AYEt ZzR5TDzZ 3 TY3zzR3gzguggzyU: 'Yt z2¢
38TzyY2ROT 2 g3CRzt dRDY YRTIZITRY IVMBYFOKDD T U
YI'U Z2zy 35t 33. Gtyezyl1TUIl TYEtz3z3t U3IlzTsEYYEY
3tpt 382gDpTLUT 3T3Et VRULT.

QRUUD31t YTHY .
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AYzyzUORSTYYYRDz 21t yZR3YY 3+ eyl YR Utz yelt1!
tR1IRs, Z¥Eft3RYYRODF YRI{TYY3E+ 2gYudTyYTzye
ETE+ 3tz#ttYIlty uyYyUTst3uTt T 3YS5TROUFYIY

DODz gyzy, scgyel yet3ZysTe* 1Y3ECREYsYIU
3Et L, Ytye2ylTULy 2ZzTYTURE*F tRpTEYIYyRDDEYTY
Y, VYyegst YTt 3y&zeglYTuye Y3YYyeRU TYzyzURST
zTYZ RugTeYY3ET 2 3t1c¢T., 2YL 1R EYYOYVEYDYgzY

buz Tet 1t YYIlt e zRey¢gt ZzTULUtzll zt ROFYIl 2 3
st 3uTt yaltuwglh T 3T38t00 32Tltet0*¥382gDE Y
3T yeltugye !'Otuwgzy! YizzieTuT.

AYzyzUORSTYYYRDzZ 21t yZR3YY3&+ ey ! YR W4 ¥!p Y
tR1TRs, ZzTte2RYYRDZ yet 3Z2{sT¢* YRI{TTYY3E#+ 2¢
cTe* 3tz Yt uyYYUTst3uTt T 3YSTRO#YI Y

buz Tet 1t YYIlt e zR2yegt ZzTULUtzll zt ROFYI 2 3
st 30Tt yealtugl T 3TR3MNVIRURERGFNYBRIR eZx2DE 2 O
3T yeltugye !'Otugzy! Yizzt eTuT.

¢ T330t1YeRYTT 2zR330Uygzt YR &t 2YYOYy2TDz ¢
FLOtugzy! YtzZt gTuwt , Yt UOYTYY3EDDT uwvygyzyU L
3ceTV.

¢ 51 0yU 2 RRUYYDTYRZrCgt 3Dz Zzy1YyOTt YT
YTV, ztuyUt YILRSTT uwvycgyzl2z zZ2yteyODZ yet 3Zt s
3¢T aat .

| {t t g0+ REI RYROTER ZYuRflaRDZ RuEgRUFYY:
T330t1YyeRYTU.

t 3t YE It YFAQkdKYNGIEYCC
1. t11tzROFfFYI U {NRAUWOYIOQ W&z 1218 . lyX. 20061.01 0. 201
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URL : http:// docsx5092Q0&a./ document/ gost

3. P11t zZROFYYZY NIB#WY K 2z . 2 %.89 AR DI Y2H)
YI 2 1 RURLEBt:tWohwe o n s ulidtoacnutfoeomitso t AW_61801. Q R:
l'vzRYR.

4. dgu | .c., COR3tYuvy O.c¢c. | RftzR2YEUuUR Ut

TY2YyzURSTYYYYyU 2ttt yZR3IYY3LT 2zT UYyl{O0TzyeR
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https:// blockchain. eaee gyl ¢g-lolpe clkiddeainsye ¢hr a n
enetgwndi ng
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3TOR !'zztugTeYY3eH WEERIZWR ,Y)Re 3 1&RiZeyTWOY 3¢
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t vl gZzRaOUODDE3Dz Yt ODE #UT, R 30YTYIUT uwyl
DZ3Dz TYzYzURSTYYYN yzIBXYYOFEIT, (BTzatzl) T
OYVZITT) E®OYLI YDt Y3IT3Et LI gZ2zReOt YTDzZ Ot k Kh)
CTzyYaRetsSTt 3Dz vRuv TtyoTzyeRYYI L, CtZtz¥ ZY ]
Y{geg 10DZ gl ROLYYY2ZYy UYYTEYzTYZR T ©ZzRaOt{ Y’
k3Z{ SYRDZ vuT2t zREBRIVREYRY ! YZEZzYEJYLI L &t s uR 1
ZYyezt T1ItYTDZye2yzglyYeRYTDzZ (YRZ2zTUtz, eleay]
ZzY1t UOyY3EzT2Y2ROR 2T72g3YRDZ RERUR Stuxnet.
TteE ZzTet 3T v UR3UVRIYWIUD BRpRzETDA. g@ey Y RU T
YZR3YY3ET.
k3CRztestt yeyzglyYeRYTt. YeYyeT&+ T2 Z=z
3Yyezt Ut YYIlty 3zt 13&2R tRpTel sR3EY &1 2YTs51 3
wzTeTst3uT2 Zzy3St 33Ye.
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Nt Oyetst 3uTVU z2RuFYWRSILRIOFXYYEI T OTDXYTY .
sTsTYS T 2Zzy3glt ysTeuTl Ztz3YYROR Yy 3ERDZE3D:
YTDz f OyYgULUINl S0t YYTuye e tRpTptYYINt 3teT [2].

QOYsgUISOt YYTURUT UyZzZgg 2l 38csZREg* uvulet z~2Z
Tl Rz3CBRTY 24Nt 25 ZTYYRT.

huzyZzRUWIYZREt OT (Ransomware): COyuTzegDE
ellvgZz fR 2Y33ERYY20t YTt uyYezyoDz Y3ERYYeuw
tDf e TUYU | ODz $RYERTR.

OQCERuvT YR StZysuwg ZYy3EReyu: ZWIARQGUOVYL 2
5t YTy TOT yeyzglyeRYTt YR ! ERZ{ ZzyTteyl3E
UYUZRYTU.

t RUYtY 2RTYY3It ZRRETROYTIEZ 2z XMtV 2z RE 1§ Of YT
T34t StV T ZzyUBs Bt YYB2ZQP0Yyp+DZt RpTRERYT2YER
YI2 fPWMZ). qSy Yt ZyteyODiE RERUL, YR35Rebt
Ezgl1YTuR, YRZzDAgDZ ZtztulYg&g*3Dz YR 3T3&t Vg

QRPTER ZzYUI&LOtYYIl2 3738tV gZzRaOt YDz
2yYSYy £zRzTURDZIFODY CR®EW.L YWz TYS5TZ 2UTYTUROU+YI
v wzTe[s13uTU 3T73¢1URD.

kZzRa20Ot YTt £Df e TUY3EDUT. |t Zg0DZYIEWRUWZKE:
OT-3T3&t L, Z1t gy eytULUyTYy.

PYETRYTtE StYgzR ULVYYTEYyzTYZR 21t t7y Z/RE33YOR3TE
2R&*¥, RYROTtTzyeReg* T YZtzRgTeYy 2zt RXZTzYyeR

hyl1Zy&gyeuR Z{z3YYROR. | {Zg0DZzYYyBZYBERDY
3&Ye, ECRu T TYTtYtzye OT.

t zRfta2TETtL @agULYIl2r 3tgty (Smart Grid),
ZLETWRIBYE ECR 2tptU (1 oT) uwuyoOTst3gey zZyluwOL
acy 3YET1Rt1¢& Yyelt z2lftyel:

9 CtfyZR3YY3&E+ 2z0YI2r 3IstesTuye. 32 UR
Yyel2 gystu 22y1lR 2 3t¢&#*.

T Dt St YEzROTtRSTDz kZzRe Ot YTt (£dZHBPBIRO(Tz F
zye ¢gztegte Yyel2, 2y0Ott ZTeuTlT2z2 ZzygyuyoOye

T I3vg33cetYYIUV TYEtO0tuweg. ERuv tRpTEYTuw
CTeYyYy T3ZyO#tyeRE* Al 10Dz RefYURETtRSTT RE
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ETetz2t t YZR3IYY3R ¥+ C¥ YV 28MZ&PNBEAEIRY S 2R/ 1 T L
¢30yeTt 3TtTst3uyuy T !'uwyYyUTst3uvyl 2tfyzZR3
T y3DFE Rt UIV 2RzRugt z. k32t S YRDZ t RpTER &zt 2
CYzZRUT, !'YtzZYyuwyUZRYTDADT, 2t Y1lyzRUT yeyzegl
YY3ET. 3AYet 3ETSTT 2 tRpTcey wedeMpt GRYBVRINZ
y& wRER3&zyzl. Y3IYEYRYTt) EE¥2Y UZRUBRUYR 2R
3yt LTRYTDZ g3y UsTeyU Y zZy3T3&t Ul 2glept 2y

A3CYsYTuT

1. 2231 YGi@.R, I} JTRY¥tYfy.ecR OYROTE ULV{Egyly:
3vy2zy yey3YYeRYTDzZ zRt zR2YyguwT uvyzZyzRgTeYl 2
3CqL 3CYTuw ¢ YT2016#2p4848.1 C R

2. 0z2TZ&/ R, TEt3.Rtket 2YYOYZTDz 3yzUTzYyeRYTI
3TSTYZYyeyU 3Bz WdyLe YeERFEIJ et . t 2828 k7R3
103.https://doi.org/10.55648/1998920202317-2-93-103

3. ty3YDPO¥W. , IY13.vuykRO+F 3yezt UL YYYU uvwuyz?Z
zRt e TETT RNFHDRRT{TYUs { 3wyt wy'Y 2018®)8Pz y 2
129.https://doi.org/10.22394/172613920185-120-129

4. 0zgRULUYYPe, OzdROYYEIR{zt { YARBYYIGB#E Y
EzRY33Y2TREVERDZ &z RIBEHABR 5 T Dz
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https://doi.org/10.55648/1998-6920-2023-17-2-93-103
https://doi.org/10.22394/1726-1139-2018-5-120-129

} 3GOGt YcOp E€KkFQKKkI O €02€ t+02€EKY!l +3GOGtYcy®
3Gt Yl fOWIYGGYf hl Yt KI OGt Kc¢d

YzOYye2R c¢cTugyzTDbz 00

YDChYRYyULU3uTU RZzREYI U

lguvyey  FTLe&EGRT YRY 2TY3Re Y

QUgcsRUOFYY3E+ Tt UI. €YYt5 ZzysOyIy T YRS
f eDZ£3Dz vRuy 2gzYI UL zy3ZylL zRtOTsYIl2 Zzt 1 OYyTH
€30z, ERu T 3gpt3&etYYIOUT TEUL YL YTDDT 234
STYRY-BY¥YYUTst 3uyly 3zt zt.

¢ zReyg¢gt 2gltee Zzt13ER201 YR zyO* 3TYRYS3
St tYyZR3IYY3ET 5t 0yetuvR 2 TYZYzZURSTYYYYULU Zzy

QugctRO*YY3E+ CtUIl yeg30yeOt YR gtU, s5¢Y
382t 38zt UTEL O+FVYSE TH#HREZTETOYECNZYYXYBDBRYEL T E
T 2RYuya3uT2 YZtzR5TU, Yy T v zy3&es ULUystVYY

huzy 20t UR 3TYRY3YeyU St tyZR3IYY3IET & TY2y
VTOOTYYIl, t30T Yt 1t3DZul ULTOOTYYye UDI4 U.
YRY3yell 2 ZTzRUOT1 2 | Y33TT 2y YtuyegyzIlU Zy]
€YU vRT1RDZ st ¢getzgRDZ Ttzg2eR ZYZR]1ROR 2 ZT

fYYZTt, y3yatYYy ZyTTOlt ODAT, Yt g3Zte
3YZURSTYYYYU Zzy3gzRRIE LRI EVIE #I30RDZE Yy 2URY
YRY3yegDZ2ttyZR3YY3E+, Ytye22ylTUY yegsRg#
38eTt 38zt UVUTE+3Dz v 3ETRYYEDRVYIDER VBN EF WaWU 2
VYOSYlyZy 2ZyuyOt YD CCRWITERBUEYELVDEYBRYTDZ
E3EYUsTeylg zRfaTEgTIDZyeapt 3EeR.

KRuTt ZzRT1RYt YRt U 38zRYI tTtlYtaYy 3
3yel UT e2lfyeaRUT: ZORYTzYye2RYTtUL 2DATtER, T
ZEYZTYYYI U yet3ZtstYTIOD Y73:zTUICHB+YI¥RITY
YRelvT 2 33tzt 3TYRY3Yye, 2ZYy!gylLg fRs5R3ZgDZ
YTDz T TUtDZ 1yozy3zysYlt gzglYYy3eT.

3 vRu 30t 13IRTYSIERBE2TDz Ytya22y | TUYSY ¢
YY3ET T 2TYRY3y2RWIUDZuZDZ+g cE€tlZzz yWRet pt YYYIET,
3Y2YY3E+DZ ZzRaTU#YY Y5tYTaRE#¥ UWRst3&2y ZY3
ZzRaTO*fYY 31t OREgF clcyz.
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DTZyegttyuU T330t1YeRYTDz 2l3&gZRt ¢ Ytiyez
vgO*gczl YR31 Ot RKUIDYBRzRYYRYRWe VU 21 fYZR3IYY
Zzy3&zRY3¢e2t .

Wt O T330t1YaRYTDzZYZT3RE* 3gpYY3EYEDZ3E
EYZR 3TYRY3YeyU SttyZRIYY3ZET 2 TY3IYZURSTYY

QRTR5T T33011YeRYTDz

1) 2zR33VLyYygzt e+ zRt OTs MITIYRAY3ly2eyRIDE 27yt WIZRI[3

2) Zzt13¢ReTe* 3&zguwlczg ZYYDZTDz 2 zTYRY
YR ZYy3clRz3¢&2t YYYU gzye Yt

3) Zzt{ 1OYyTTE* 3T3&t Vg yet 32151 YDz 3TYRY

4) YZT3RE* 3epYYy3¢e+, Zzt1Z2Yy310uvT zYy3E&R

5) 2l D2TE+I1 2zY20Y2Y2RYTD2Z T VZT3REF zyO#F
2RugyzR St tYZR3YY3IET 2 TY3YzURSTYYYYU Zzy3

DRYYY?t T330t1Ye2RYTt Y3egpt 3820t YY YR Y3Y
Lt Eylye YR2UDAtYTU T 32yzR 3zRugye, YRgsYl2

YSl t BEON1 Y-ARE¥VRBURSTYYYYt Zzy3&zRY3gey.

uzt LU & T3IZDTYRERWI®DzZ vgO+*xggzR VRV 3ZRUE
3¢T-

GR zgeyMy »Xx. sTzyuvyt zR3Zzy3EzRY{ YTH
l'Y33TT, ZYyOgsTOYy ZYyYDZ Tt 22t {2 ZRIWYSBEY Dz &
CZRugyasuR2. GRz D] g 3 &tzZUTYRUT ZOYyeSRO*YY U
3zt 13€2R2 UR33YyeyU TYzyzURSTT 3&EROY RugTeY
YZR3YY3ET. YYYy Dz20DZ g¢3Dz yl1YYyU Tt 2 RBRIVYT?2
38T, uyegyzRDz yet3ZtsTaeRt¢& 2zt 4t YTt ZzRugTst

c !'¢YU R3Ztugt 1Y3EREYsSYY g2t 1Tet oYl L |
E. P., vyeEyzRDz ygUt s Rt & a32TYRY3Y2RDz 2ttt yZF
JuylyU ai3ZREY 3e1 Rz3¢82R, ZYy3uyOxug 2 3TYRY3
YRYBIEY wzyes+ !'uvyYYyUTst 3wyl 3T3et 01 Zy3g1R

ft2RYTEU yet 32151 YDz 3TYRY3YyeyU ettyzZR
3T 1RYYYZY ZYYDZTDz yZzt ByGREEYWDE T3 R BEYWRYYE
YZR3IYY3IET, elDxZYy YTt 2t RTUYy3eDZ RYYY3IET Yel

hy YDZ Tt 3TYRY3YeyU 21t yZR3YY3ET ERu Tt
URst 32t !'wyYYyUTst 3uyU vREtZyzTT. + TE¥RE3ZYe
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YIOT gZIORUT: 2 -3zRUNBRY YRIOFYHZEWY ZY12Y 1R, 3
3uysy Zyl12Yy1lR, 2 @Ry eRaFRSWEIYY Y1 YR
Zyl12y 10, ULUYTYY 31t ORE* z2layl,! YTy RPTIPR WIWE
YRY3Yell 2t J¥& YR 23t2 gzyaYD2 3zTYRY3yal2 yg
YY3ET T €3&yUsTey3gT 2TYRY3yeyU 3T3&tULI =
2Yg&ztYYT2 1t 3ER2TOTET2zeDHPT2 zRugyzye, T 3
382R Y2t 3ZtsTE+ud BBYULY2RYWEt 3RS TY YRU*YY U
T £3&EYUsTeysy !uyYyUTst3uwysy zy3ER.
tgzguwgsgzR ZYYDZTDzZ 2t TYRY3Y2RDzZ 2zRUYEYY 3¢ #
Zzt 13ER20 YR YR 2zT3gYut 1 [1].

HanmonansHas 6e301macHOCTb

v

OKoHOMHYecKas 6e301acHOCThb

v

dunaHcoBas 6e301acHOCTD

BesonacHocts 6104- BesomnacHocTb BeszonacHocTh
JKETHO-HAJIOrOBOM BaJIOTHO-AEHEKHOM BHEOIO/DKETHBIX
CUCTEMEI CHCTEMBI dbonz0B
y A y A

BesonacHocTs Kpe-
JIATHO-0a HKOBCKOM
CHCTEMBI

t 1

Mepkl 110 peZIOTBpaIeHHI0 ¥ MUHMMH3AIUH TTOCTeICTBUM
yrpo3 ¢puHaHCOBOH He30MacHOCTH

BesonacHocTb
$OHZOBOTO pHIHKA

l'ocyzapcTBeHHBINA PernonanbHbIH
YPOBEHb YPOBEHb

I T3cYMRzE.wggzR ZYYDZ TDz 2t THRIYV3E R RDY FER'
YR ZY3g1Rz3&2tYYYULU gzyeYt

t TYRY3Y2RDz 21t yZR3YYy 3¢+ 51 0yetuvR 2RzRuWw¢
URst 382t YYYXIY §gzyeYDz TTE YT, ZzReyeyU T 'uy
3ye, UwYY3ETEeSTYYYIl2 ZzRe, R {BRYBIT2RDPTRT+
DROFYI U gzyet Y+ ftRzR2YEYYU ZOREI T Z2tY3TT,

GRZzYy¢EgTe, eZzyYtRUT !'uyyYYyUTst 3uyuU et fyZF
ZzRe ZygztelT&t oDz 2ttzReygTSR, ZR1t YTt 2ztR
ZORZIRYZITU T tRzRe2ygYYyU ZORgl, yet 35t YTeRYTY
ly2ylye T &.2. tTYRY3YeRDzZ cttyZR3IYY3E+F Yl
pt 2y 3JY3EYDHNTDZ ! wvyYYUTuwT T 3TYRY3YyeyU ZyOT

203



KRyTU yezRityd, ReFFRBRBERIEE Zzyast LI yay
YZR3YY3IET wvRu ylYYU Tf 2RTYtUsT2 3Y3&Re UDD:
YY3ET Zy3glRz3&2R T tZy ZzRTLRY.

GR 2T3gYut 2 ygye2zRT{YR 3T3&EtUVUR yet3Ztst VYT
|

TloBbmueHne (hHHAHCOBOH IPAMOTHOCTH HACEICHHA
Pa3spadoTka KypcoB (pHHAHCOBOM IPAMOTHOCTH I/IA HACEICHHA
C IEThI0 3aIIHTHI OT MOIICHHHKOB

l

OoecneueHue GHHAHCOBOH OE30MACHOCTH HACEICHHA

|

q)OpMHPOBaHHC 3KOHOMHYECKOH 0€30IIacCHOCTH HACEICHHA
PETHOHA

— HépHOJH‘ICC KO€ IOBBIIIICHHE KBa.'IPI(bHKaHHH

I T3 YSHA 3L VR Y2t 32151 YTDZ 3TYRY3YyeayU
OYROTEt 3Jgzegulezl 110yY3egzTzegte, s5&Y zRt
t 3Dz t R 35dz& 2Yt 1zt YDz yezRtyaREt OfxYIl 2 Zzy
5§3uT2 3210, qfy Yt EYyO+eyDLg3iZUDIEYyDI$ YE
3Zy3ycec3&egtl !'uwyYyUTst3uylU 3ERSTO*YY3ET 2t
UVRETst 3uysy yaYyaOtVYTDz f YRYTU s5tztf yegs RD:
FYStTYYTs3 3EeY YTt sgTyzy TUgpt 32eR TOT Z
Togp3cey Zgct U Yy2URYR TOT tO0ygzZygzt 2Oy YTDZ
VYStYYTsEIBLRFST YT ZzylTeyzzReYlz 1tU3geTV
ZgltU YS2URYR, t0ygzZygzt{a2Oy YDz {yetzTt U0 T °
yeyzRpt{ YTDz
bzt 1 DWFI zy3ER 2TYRY3Yey2y UYySstYYTst 3¢eR
yel t DR 3TYRY3yel2 yZtzR5STU (gzRYIRuUSTU) g
wvyes cYlaRAYIWI 2 T TYI2 2Tlye 3110yuw; zREYyy.
Zyel St YTt 1 YBEEZTYISEATRO*YY3ET 21 z3YYRO*YI:
t UR 311 0yuw 2Yt OTsYyzy u¥XYERYERDZ3s RIZJYTEWa
10Dz 3a2yeylYyzy 2ZtztUOtptYTDz 1tYyx, ¢gYaRzye,
YRITYYRO*YYyU 3TYREIYayLiZaryJe ey zt YT Zz
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YRt U TTEYT (St 2YYOYyZ st 3uwRDzZ 3TYZgO0ODZYY 3¢+
YTzy2RYTDZ 3TYRY3yel2 3T738t0L 2312 gzyeaYt U Z
TYEL OOt vE e ROFYI U zREzI1Iy5QNYNVIS | B#IRY BERIY AR
YTURUT 3TYRY3yel2z ygYYystYTU;, 3Jetzzel3yuTt
21 3¥UR gUt 2zt YYYU YRURERYTT 2 2yU%sTY3g&et 2
38t 2zt YETZYe &5 RIAANVTIUYYI 23 TYYERYW3YRNTYDZ ¥ T3 ¥ Ve . ¢

¢ 3Yezt UL YYYU TY3zyzUORSTYYYYU yept 3&et
ZzTet Oy Yt{ EYOFuyYZOREE1TEASZ e e RYWWYRBW T2 Y 21§ 2
$1YYTst382R. hzTet1tLU Z2zTUtzl UVUYSsST YYABRIT=
TRUT: [ 3]

1. 24 TeUWwsttYYTuT 3YE1RDZ Zyl1t0#YIlt 3JRUS
l1ReRDz 3t e2bz t R 3y¢gzeglYTuye 2RYuwR TOT ZOREt T
zYeRYR, ZtztUlTety 2Zy 33010uttr). dtzgeR 22yl
sLUISTLYYTURD.

2.1t BTOUUBYZERYY2auR 3Zt5TRO*YI 2 £35zyU3ge
1RYYI2 uwuRzg&Il (YRZzTUtz, YRUOR]YRDZ vuORe2TREE
YTuTl 3yt 1RDZ 1g20TuwRE uRzgIl T 3YTULURDZ 1t Y#

3. 2tYSTROFYRD2YJYJT@YYE TDEYE BT BEYEBR SFRY UF
Tf 303 TOT 1RYYIt vuvRzgl 2yl 2Zzt{]1OyZIylL 2azy
358 ERY .

4. 2hy11t0fYIlt ZzTOYTt YTDB3R ERUEl 1Z CeR{EH :
ORERYuwye TOT 3t zeT3YyaMoregy uty cyEZRIBEIE QWITYP

5. 2ctOyU RuuvRgYEYe 2 QSUBRYHKEDRr T AT 5338
Ttzgel 3 Zzy3F2yU 23zysYYy Ztztet 3T 1t Y+FZT

¢ 2024 Iyle 2 | yY33TT 210y 3yetzst Yy 2yU
JuyzzZRzRugt zR 3 T3ZYyO#tyeRYTtULU 3zt 13¢e ULye
B2y Ottt s5t0 YR 50%. kptze Y& ZylyeYlz2 zzt 3
Voz . zg 20t U.
hy 1RYYIU | y32ZygzteaYRlfyzR s5T30y TROye2 ZY
zZl Ywt 3TYRY3Yyel 2 §30gx 3 2022 Z2y 2024 2yl
ODDHptt 2y0OFsTY3Ee2y ya2zRpt YTV 210y 32Df RYY
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W 6aH0BIXAR REATENMHOCTE

B MMRDOSMRANCOBAS
REATEARNHOCTS

T AEATEARMOCTI NAITO X
aresros

B CTPIAXOBAA SERTENRMOCTE

' T3 YMWR3EZz1 110t YTt Zy 33t zRU TROYyZ2 Zy3gzR
zIlYuy 3T¥R¥Y3IPEZ

P TYRY3Y2RDE EYOHFeg ZR Y3EY YRe2yz tYRYTU,
eyzZy !'uyYyUTst3uwyzy zRtaTETDz T 20RZYy3Yy3eyD
zRSTT YR 3t 2ylYDaYTU 1tY+ g&etzTlt{YR T 1tV
3TYRY3YyeyU zzRUYyegYY3eT T 2yzUTzyeaRYTDz 3TYR
zYe RYTt 3ZTYRY3YeyUcshgP+EYXBEONRIYVRDZYTR] R5 R,
YI'2 g3TOTV yezRfyeREgtOFfYI 2 g52tTltYTV, Zy3
YTt RSTUZUuYGEuUYtYy3YYeYIl2 ZzTsTY, Zys5tUg 2RT®
3z 1T YR31 Ot YTDz (2T3gYYyuw 4) [4].

[ VMmenbIeHHe (HHAHCOBOIT De3rPaMOTHOCTH ]

* BOIBIIMHCTBO TONeH CTATKHBAIOTCS ¢ (PHHAHCOBBIMH IIPOOIEMaMH
H3-32 OTCYTCTBHA 3HAHHIT 0 0230BBIX ()HHAHCOBBIX KOHIEIHIX,
TAKHX KaK KPeJIHT, cOepeskeHHS, HHBECTHI[HH H YIIpaBIeHHe
oroqxeToM. OOpasoBaHHe B 3TOH 007aCTH MTOMOTaeT H30exaTh
pacmpocTpaHeHHBIX (HHAHCOBBIX OMIHOOK.

L ITossimenne YPOBHA 3KOHOMHYECKOfI 0e30MacHOCTH J

* JIxoau ¢ BBICOKHM YpOBHeM (pHHAHCOBO# KY/IBTYpBI TyHIme
CTIPaBIAIOTCA C HeMpeIBHACHHBIMH 00CTOATeIbCTBAMH, TAKHMH
KaK YBOJbHeHHe HIH MeTHIHHCKHe pacXosl. OHH 00ee CKIOHHBI
K CO3/IaHHIO pe3epBHBIX (OHIO0B H INTAHHPOBAHMIO CBOHX
(hHHAHCOB.

[ ViipaBIeHHe J0ITaMH H KpeTHTaMH J

* 3HaHHe O TOM, KaK IIPaBHJIBHO HCIIOIB30BATh KPeJHTHbIE POTYKThI
H YNIpaBIATh J0IraMH, IOMOraeT H30exars CHTYAIHH, Koraa
3a70KEHHOCT CTAHOBHTCS HeMOCHIBHOM. DTO TakKe CHIKAeT
PHCK Je(onTa H yIydmaeT KpeIHTHYIO HCTOPHIO.

{ ®HHAHCOBOE ILIAHHPOBaHHe Ha Oyaymmee J

* d>HHAHCOBAA KYIbTypa BKIIO4AeT B ceDds MOHHMAHHEe BAKHOCTH
AONTOCPOYHOTO MIIAHHPOBAHHA, BRIIOYAA IEHCHOHHbBIE HAKOILIeHHA
H CTpaxoBaHHE. 3TO MOMOTAeT MIOAIM 00ecIeunBarh ceds B
3peJIOM BO3pacTe H MHHHMH3HDOBAaTh (bll]'laHCOBHe PHCKH.

[ Ho:mepm 3KOHOMHYEeCKOH aKTHBHOCTH J

* BBICOKHIT YpOBeHb (HHAHCOBOH IPAMOTHOCTH CITIOCOOCTBYET
(OPMHPOBAHHIO AKTHBHBIX TPKJIaH, TOTOBBIX YIaCTBOBATh B
SKOHOMHYECKO XH3HH CTPaHbI — OT NOTpeOIeH:s 10
npenpHHHMATeIbCTBA.

' T3 Yyue T4.TYI Yy ye22y 1 TUY3ET zRteTegTDz 31
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tYZOR3YY 3J3ERET3ETst3vTUL T33081YeRYTDD (
YRY3Yyel 2 T¥IOL E¥IRYYF ZTYRYIYyeyU ZzRUYEYYS3
elzy3, Yy tzy ZYyvRtRE{OT 23t tpt Y{E1Y3EREY
35zRY 2yU*syU 20. DODz y5tYuT 3TYRY3YyeyU Iz
2UODA Rt T 2 3fRDYWBr RI3IZBaER: 3 TYRY3IYel2 fYRYTL
Ot YTITDZ DRYYIU ZyuvRftREt O TtUtzDi g3Dz 2 | TRZ
YY3E+ s5t0yetuvR v zR53TYYRO#YyUg gZzRaOt YTDZ
2lzy3 YR 2% T 3Y3EReT0O 12,37 2ROUUR

DODZ Y5t YuT !33tuEgTaYY3ET Utz 2Zyelst YTDZ
4 TY1TTwREYzR: ZYYTURYTt yYZzMYyRYYINUBEFYY ZEY
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1AY3yzURSTYYYRDzZ ZzRUYEYY3&gF: gUt YTt 2zyzl
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YE*, 2O0RIL YTt 3€zREtZTDDT ZYyT3uR e zREOTs®
T3wyellt 373&tO0l, Z2RfNl {1TRYYIN2), gULUt YTt uvuzTg’
CYzTEL EYY3E*F, RugEgROFYY3E*, 1Y3cYetzYYy3e#,
Tft 1T TRZzZRUYEYY3IRBHZREYIYIYORYFYE 1 RYTDz Ut 1T
S TCREFTREGUBXEF U DRDR YUYZYR3IZAWI) YRe RE*F 3Juzll ¢
UVRYTZgODSTT:; 3ZYy3YeYY3B¥1BREYREREE 3ye3cet
feyUZ2+DEt zYRDZ ZzRUYEYY3E+: 2OR1t YTIT 2R
(Yyz3T3YIlt ZRut &Il , eczRgttzll), ZYYTUORYT¢ ZzTY
3t &t U, YRelulT T3ZyO#tyeRYTDz 3Z2f{ STROTt TzyeR
STYYRO*YYU 1{DZE{O0+xYY3LT
3YzyzURSTYYYRDz 2t t YyZR3YY3&+: tYRET{ g¥FY
YTt 3Yt1ReRg*F T 2zRYTEF 30YTYI ZRzYy OT, z |
Zy30113¢eTV zRE Ut pt YTDZ OTqYREcEYZYZURSTT e
f9Yz3yzURSTYYYRDzZ ! TuR T ZzRey: 3ya20DAt Y]
YTDz YyzUl 3t &t 2yR)Y, !'Welant&ERE AYXEY[IwtT &Y-Ot zR
vYUOUgYTURSTT.
huz T 23yzUTzY2e2RYTT TY2YZURSTYYYYU uwgO+ggz
30t 1cDp Tt ZzTYSTZI:
Thzy5t33 3yzUTzyeRYTDzZ TYzyzURSTYYYYU ug
SvyO#YYyZy eytzR3ER 1Y tz{OY3ET
TIREy¢R 1YOTYR 2t 3€T3% 3T3&tLYY, yeltl1T
cYe (3tU*%DZ SuwyOR, .egt, 2Te2O0Ty¢ctuT., t[f3)
T3YzyzURSTYYYRDzZ vgO#ggzR Yt 3gpt3&ectc
pt U, ZzReyeyU, lLwvyOYySTst 3uylU vgOfgegzy U T 1
TeQYRYTYDT B RVR2Y 1ALHFLUL Y ETIROFTYTR2Y YTV 2
esteYl 2 3T&EEgRSTD2
TtyltzTROTEYANMz VT z YBREYVDDRS Ty T¥PYHzATY I 3y
yete3&eyeREF eytzR3IEYIUVL T Z3T2YyOyZTst3uTV
CRTYsgDZ zyO% 2 3yzU0TzYeRYTT TY3yYzUORSTYYY
OTsYlt 3y5TRO#YIt TY3ESTEezel. KRw, YRZzTUt z
Ut 3CYY2y ZYT3uR TYz2YyzURSTT, yYe3egTlt YTt Yye
T332y 0+t ye RYTDZITIES tO#BUITR. vy XiTDEG R IT TIYRBRYEX
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3YzUTzYeRYTDZ TY3Z3YZURSTYYYYU uwgOfgegzl OTsVYY
2RYTDZ (SuvuyOR, Et2YTuglL, 2l 385tt gs5t2Yyt fRe
UVTzy2RYTT TY3YyzURSYYUVXYUTuwced+FgrreEYI O Z2zYy 5y

Ot U, YRZzRa20tYYIl2 YR zRfeT&ETt TYzYyzURSTYY"
ZzytugYyuU 1tDZtO*xYYy3eTt T 12.), T3ZyoOxtyeR
S3RUY3CYDZt OxYYU zReycgl 3 1VERWZAWRS Trff W33z Yy
3 RURTt1UTst 3vTUT T3CYsSYTURUT TYzZYyzURIJIVEITY
YREs5VAZ2OTXEIRY)ZZY z Uz WEBMIPE 2 3yezt Ut YYI
YyYMng OfZgzYlty StYgZzl. YYT ZARVWIBRe EBARE B R3
OYZRUT, Zzyeyl1DZ ¢zt YTYZT ZYy TY2ZYzURSTYYYY
tz{1382R UR33yeyU TYzyzURSTT Y{3g& ZzDDgDZ:
t YU TYzyYzURSTT, t EBRUODEBEFETY Ik R®EAT RYE, D73 -

YDDHUtt2RYZFEYEt zuT 3RugYe T ZzygTeylt LBITYeeT Dz
pt3&2R T ZORgzyzUIl: 3JYySTRO*FYIt 31T, cSO0yzT
3teyYeRE* 2zR3ZzY3EzRY{ YTIDZ UgssT2 FH2ZRWKRE Ve RLY
YIY wyYEt YE T 3yyept 3&eR 'u3zZtzgye.

DODzZ Z2zyet (1t YIDZ T330t1Y2RYTDZ 2 zRUOUvR2 2zR
ORY¥zy3. | {132ZyY1t{tYERUT 3EROT 3¢geltyel €&t 2
Zzy3l, ZyfeyODDHpTt el D2 TEF YWRIEW yRyFEIY tfTYIR 53TY
YTDZ TYZYZURSTYYYYU vgOFfggzl OTsYY3ET:

CYyzZz ZEITYDDORIBIL OYqTFec I CYBIVTYEORRDD Tt 3D
zREYIVU 3Zt 5TROFYY3&gDAD i1 2¥WYWBYDTZRIeYDYzZ T 3

YEetz§I3ZY YYRRIR2 RYBEYFBAzt |t FODT 3 BLERE yU:

1. NEY 2l ZYYTURt gt Zy1l 2TYzyYyzURSTYYYYU 1
f YRt YTT?

227



4\7’

= YmeHue paboTtatb ¢ 0PMCHBIMM NPOrPAMMaMMU M KOMNbIOTEPHOM TEXHUKOM

= COBOKYNHOCTb 3HaHUM YMEHUI U YCTAHOBOK ANA 3QOEKTUBHOIO U STUMHOIO
B3aMMOAENCTBUA C MHOopMaL e

= HasblK ObICTPOro NOMCKA AaHHBIX B UHTEPHETE

3HaHue NPasua XpaHeHua u cuctematusauum Gamnos Ha UMPPOBbLIX HOCUTENAX

| T3eXYT2t2zZI3ZY YERY E¥PEZzY 3¢
2. ERYRe ITWE Yz VRSTHRYWINYBRERERE 2 TEVEt 1t YT
OyetuwvR? ¥lqVzyegete, 2zt 1 ZYsEgTEtO#YI U 10Dz e

§

» MlomorawT 8 0BPa30BanMmM CAMOODPA30BANMM M NOBLILEHWK KBANKPHKALUUK

# [103B0ONAIOT YHACTBOBATDL B XMKU3HK 0OWECTES

» [O3BONAIOT CAMOBLIPAKATLCA M 3ANMMATLCA TBOPYECTBOM

MNo380nA10T ObITh 33WMLIEHHBIM

| T3cXY&re 128132y YE¥LEY 2 WEzY 3¢
3. ERBYzUTzYRRIMNZUVRS T Y T¥FRIY VZHUY ZRBEL S -
YYU Zzyz{ 33TYYRO*xYYU T Y{Zzy3z{33TYYRO*xYYU
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= AQANTHPOBATLLA K NOCTOAHHO MIMEHAIOWMMER YCNOBHMAM

= Ca000AHO OPHEHTNPOBATLCA B MHOOPMAUVOHHOM NOTOKE
» Paborare B PEMUME MHOI033AAYHOCTH

Noswware npodeccHoHanbHoe MacrepcTao

| T3cXYore tzI3Z2Yy YEREGRRE YV BEY 3T
4. €Ru gUL YTt T3wRE* TYzyzURSTDZ yYzTtYET
STYYYIl 2 zt 3gz3ye, 2l2TzREF YETYYt T uzTETs
VYZRtE& zRf2aTETDZOTsYY3ET?

0

\

s MpamoTHo paboTaTe © kHpOpMaLMeRn  ® CAMOCTORTENBHD KPHTHYECKH MbICAWTE

8 BbiTh KOMMYHKXEA0EN b HBIM CBOM OTRET

| T3cAY &2 12z8I3ZY YEHBYNEYd 2Y¥BY 3¢
5. ERTY3ZYZURSTYYYRDZ vgOfggzR 20TD2 & YR 3)
e TY3YzZURSTYYYYULU yept 3get?
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= DopMUPYET KYNALTYPY NOTPEONEHHUA MHOOPMALMKM U NPOTHBOCTOMT
HeratMBHBIM MHOOPMAUMOHHBIM BOIBLHCTEMAM
= Obecneunsaer addektnenyio pabory ¢ uudopmaunen 8 undposon cpege

® YAYNIWAET H3BLIKKU HCNONL30BAHUA HHTEPHET-PECYPCos

Co3R3&T KyNLTYPY CETEBDro obWweHHs

| T3eXY&re 128132y YEEDZ WY Z 2z Y 3¢

6. CRTYY OT vRT]lyUg 5t 0yetug zRSYEREF Y
vgOFfgegzll?

<

= [13, $OpMUPOsaTL UHPOPMAUMOHHYIC KYALTYPY BAMHO KAMAOMY YeNoBexry, Tak
H3K B COBPEMEHHOM ODILECTBR KAYECTBO MN3HM BO MHOTOM 338MCHT OT
UHPOPMALMK U €€ HCNONBIOBAHKA

s HeT, ans 1010 4T00bI NONL30BATLCA UHOPOBOR MHOOPMAUKEH COBCEM HE
06a3ar1enbH0 GOPMUPOBATL MHOOPMILKOKHYIO KYALTYPY U NPUACIKMBATHLA
ITUMECKUX NPABUN ¥ HOPM, NPUKATHIX B ODWECTBE

| T3coyare 12813 ZY YESENBLHF VEzY 3¢

huy ztt gOfERERU yZzy3R UYTYYy 31t 0RE* 30t
JeeltYeye 3egpt3Cecgtd ZYYTURYTt 2RTYY3ET 3
OTsYY3ET. 3JY3ZYZURSTYYYRDZ vgOFfFggzR 3yzU0Tzgt
UYZREETE¥RIDZ DI 30TE+ wvzTEeTst3uT, e2lg*Fs uvuyLULg
DXYY TfUtYDDHT23Dz £30yeD2, ZyfeyODi¢ 2l zR
pTpt YYI U yZzyULUYYU TY3YzURSTYYYYULU ZYygyut .

GR Y3Yyet ZyOUgstYYIl2 z2leylye RBYTYYt XFiRD
ZY 3yzUTzyeaRYTDZ TY3YzUORSTYYYYU ugOxgZgzl OT

1 kf YRYREHVY TYEPLTIRNT L 2DELUT (ERPp T p3RRIBOLs Y g DZ T Y
3Y2zURS5TDZ 3y20DARE* ! ETTs5t3uTty YREQMUEzYEY
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ZzReR Regyzye, Y{ReYREZEZIUWRLH ZAzZRReyiYI ye

2. GRgsT¢E*3Dz!33tucgTaYyYy yeULUtYTeRg+3DZ TY3
OD4 #0UT T T3ZYyORYFRRLEt YYIORUTDz 3y20t 3EYYyU =zl
OTt TzyeaRE* TYz3yzURSTDZ =2l D20ODZ+ 3Rugl, Rz3I
YeyRWYel t zt 51 YTDZ

3. I Rt 2 TVeRRIZARE BZE Y 2z RYRYBZ{ 51 YTt U;

4. ks R3Ee2y2REg* 2 CCEOREFRFZL IV zWRBRVA TY Y3

¢ ftRuODA{ YTT 2Ys5{g3Dz3uRtRE* Yy EYU, sgY
OTs YY3IEY 3&zReEt ZRt{e3uERID2z S3ycedz § Ut YIYOTZEYT Tl L
30YTREYSEBER: BYRW! ZIITBLWs Ty Ol , Ly3glRz3E
3cetYYl2 TY3gTeegdye. KyoO*Fuvwy 33yzUTzyazRe ¢
ZYt 2y ODDHgDZ t Ug ¢getfzt YVYY, YeTHYYRRZEWY2 RE #3DY
yut RYt TYzyzUORSTT, UVUYyTYYy ey3ZTERE* Zyuyoty
3ET, wzTETst3wylLg Yy30I1308YTDZztRO¥YY3ZET T
Zy3eybaylz2z TEtUt YL YTU. IJYEYFUBRFIVEYRBROE OFE
Yt eyt OyYTYY Zy3ZzyT&* YT £3Zts5YgDZuRz#tz¢g,
yept 3cey e XXI 2t wt .

tZT3IWEL zREE 2

L f11let BPAERZYzZURIUYOIHNRDPEBEDPAYE Y1 Tst 3uy
3yeTly [/ d. POtRYpREetdheREt 3370212030

2. ARODZTYR, F. h. tyzUTzya2RYTt TY3yzURS
2 TD2 3yezt Ut YYYU y2zRfyaREtOxYYU 3zt 101 |/ F
T 3Yezt Ut 20%j3E 3 ( 45)-92.8

3. NnzZRUZ2URY, Y. QJYRDX¥BEDIRITEWR 2 3IJEzgUugegz
fyeRYIDD. nZ/BU3VRY ye22RYYFIRWIBI & 7.t. -160.6

4. t Eyobzye, P. G. tgpYY3Eg* TWEYBURRTT I
St 0f3gey fRAKkEHQ 3R.018.

5. kz3g06, O. D. ¥CpYBRRBRItBR3TDPZ YT{ 2 3Yy5
OY>ZTDZ/ 2 fHI3uvkRZIJ.N;38865 3019.

6. t 1 lyD¥ef,t 1 TRY2SzRUY4dRREE R NDEPRW:E T @R
c. ttUykR=2RYz¥Y: KREZRYzYSEIRIYEA2&1F. TVY

7. .AY3yzURS5TYYYRDZ zRUYEYY3&E+x T 2tftyZR3Y
I 2yl zt1. ¢4 RVHERRE@EZESZR. hvzyzt 33TV YRB+FRD
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€0€ Jdt €kttt KcdGGod IGKAFFAdEK hYfYybPOdK ¢ | OC
ODf3IAGIAt KI DKYI K

et YEDWMIR] TUTRWYZWRYPYR 2t t 2 T

YDChYKY LW 38z ER@Hlulg U

l guyey W SzGRRDIRE Y O% ¢ e

33wg33g2t YYIU TYEgtoO0twg (33) 3ERO 1Y3Ecg

ZYyzRETeaeYIl 2 T Z2yY23t1YteYl2 t Rl Rs, T 3Zt1[5TRC

3T3Et VYNt RULUTYT3EzREYzl T3ZYyO#fgDE t3Iy ey

l eETYR YELLtOR Zy TY3zyzUORSTYYYyU 2t f)yZR3
Yt EYyO*uwy OYyIT T TYSTVWEDL YERS Tt T zR2YE

33wg33g2t YYIU TYEL OOt wg (33) 3t1EFAWHE BY
VYYZTt Tf !'ET7T2 tR1Rs, R TRuT{ 2tz{g& YR 3t 2l
2zt UDz 3T3EtVYYZy RIUTYT3&E2zREYzZzR 0Dz 2y Ut ¢

DU gt RUHBZYOH IYRRRIFIBEL RYVIYT3EzREY2ZR R
Yt32y1TUY, ZYEYyULg sV

- Zyell SIRst3E wE TRYRNIETI W3 ER3IEzewggzl;

- 3YTTRTI 6 [SHEe Y 3& Y Dz

- ZYyfeyODi§& 3ZzRe2ODZ*3D2z2 3 zR3gepTULU yeal dzv

- 3Zy3Y2EReETTVIYRODZZ vy UFZIEI YRAUIEY 2.

Wt @RSYWAzt 1 YRTEHEY 3BATVRLUVE WYBY UY ERER2Y &t
38t LYYyUg RIULUTYT3EzREYzc¢.

QRTR5T: 1. YZT3RE* Ytye2ylTUy3E+ T3Zyl
YRZODA YY uvURuv T3ZYyO#ft gt &3Dz 33 Gidg.aChzalte 1333
YIt ZzZTYSTZ2I ReyEYZBE3 AU G2 gaChat , 4 . 31t ORE

GR 3T3&tVUYYysIy RIULUTYT3&EzREYZR 31 Z2t3823DB2Y8y
YRZTIREADDL v RRRRY YA RE, y 2 zZREsHIDEz VYIITL ey U & O
ZyUys# YyeyUg 3ygzglYTug 3 TUKFEDBEEWR YTURY W W
YERRYZOTWEYyBUZ 2t zYYyUg yayzglyaRYIDZ | g&T®
3¢zREL ZTst3uTt fRIRST URER3IEzY3Tst3ul Yt 2

NEY., 30T 2IDZgVeRR3 TAY yUWYP YTu? EYUZL ELY
3CEZ2YI VU 24/ 7, 32y 3yeYIl U LUXZYyet YOOWIFX tzXtea/ T Z[\
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3O0YTELRY Ts5y Buwg DI YERPIDZY LY pYTur gTt ) 3EPUBR-2
32t YYI U TYEtLtOOtuwg 2 OTSt YtUuzy3t&T GigacCh

CURst1 32V RReZF VY pWwPwvgacChat . + Yyt 1 RYTL 3
1 ODZ L3 Tn3wext L.

buzt 1 Z2YOYTTU, 2RU YgTtyY 3uzTZ2&, uygyzluU
zYe2RE* (TztugyzTIDZ/var/ www/ mydevel opment
ZRiZE [ var/ backups, R ERuTt glRODZF Rz2Tel ?2

DROY#t Y 22 WIREUY3 RE ¥ §4 YWY DZ2zIyU Z¢E[ 3 §)ey Y 301 1Y
ZgYueEgt guRftllaRt U, sgyel T3wvg33cetYYIU TYEt

Co3aaBaTb apxuB aupeKkTopuu /var/www/mydevelopment.

Ha3eaHue apxuBa QO/MKHO 6biTb B hopmaTte mydevelopment_backup_YYYY-MM-DD.tar.gz.
CoxpaHaTb apxuB B AupeKTopuio /var/backups.

Yoanatb B aupekTopuu [var/backups apxvebl ¢ uMeHeM mydevelopment_backup_*, koTopble cTapLe 7
LHEN.

[06aBb NOAPO6HbLIE KOMMEHTaPKUU K KaXXA0M KOMaHe, YTo6bl 4 MOT NIerko NOHATb NOruKy.”

| T3 Miyary UEz TY2Rash] OLDix
| § ¢ WiE0R@aBZ Y 1z Y §EI DB YG WIR BT 3 QY Y v
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#!/bin/bash

# MNonyuaem Texyuyw Aaty B dopmate YYYY-MM-DD

CURRENT_DATE=$(date +"%y-¥m-%d"

# Cospaem pesepsHyio konmo nanku /var/www/mydevelopment

tar czf "/var/backups/mydevelopment_backup_$CURRENT DATE.tar.gz" /var/www/mydevelopment

# MNposepseM yCnewHocTs CO3AAHMA apxusa

if [ $? -eq @ |; then

echo "Apxue ycneumo cosgam.”
else
echo "Ouubka npw cospanmn apxuea.”
14 exit 1
1 fi
# Ypansem crapue apxuwssl (ctapwe 7 ameil)
find /var/backups -name ‘mydevelopment backup *' -type f -mtime +7 -exec rm \;
echo "Mpouecc yaaneHna CTapbiX apxvsos sasepuwén.”

rlOD.pO6Hble NnosAICHeHUA K KoMaHOaMm:

1. MonyuyeHue TeKywein faThl ( CURRENT DATE=$(date +"%Y-¥m-%d") ):
o WUcnonb3yem KoMaHay date, 4ToGbl NONYYMTL TEKYLWYIO AaTy B ynoboyntaemom hopmarte ( ¥y-%m-%d ),
1 COXpaHAEM e€ 3HayeHue B NePeMEeHHYI0 $CURRENT_DATE .
2. CospaHue apxusa ( tar czf "/var/backups/mydevelopment_backup_$CURRENT_DATE.tar.gz"
/var/vww/mydevelopment ):
o KomaHpaa tar CO3AAET apxue GopmaTta .tar.gz . MapaMeTpbl 03Ha4aloT cneaywulee:
© ¢:CO3AaTb HOBbLIA apxus,
0 z:CXaTb apXMB C UCNONb3OBaHMEM QZip,
o f:yKasbiBatb NyTb painna apxumea BPYYHYIO.
o WmMsa apxuea GOPMUPYETCH AMHAMUYECKM, BKNIOYAA TEKYLLYIO AATY.
3. MpoBepKa ycnewHoro 3asepweHns onepaumm (if [ §2 -eq o J... ):
o [locne KOMaHabl CO3AaHNA apxuea NPOBEPAETCA CTATYC NOCNEAHEN BbINONHEHHOM KOMaHAbl. Ecnu
KOA BO3BpaTa paseH Hynto ($?=0), 3Ha4MT KOMaHAa BLINONHEHA YCNEWHO, MHa4e BbIBOAUTCA
coobuweHue o6 owunbke.
4. YpaneHue cTapbix apxuBos ( find /var/backups -name 'mydevelopment_backup_*' -type f -mtime +7 -exec rm
%)
o KomaHpa find mweT daitnbl B yKa3aHHOW AUPEKTOPUN /var/backups , COOTBETCTBYIOWMUE CNEAYIOWUM
KPUTEPUAM:
o Mainsl UMEKT UMEHa BUAA mydevelopment_backup_* ,
o Tun dannos — oBbiyHble dainsl ( -type f),
o Wx Bo3pacTt Gonblwe 7 AHen ( -mtime +7 ).
o Korpa dhann HaiaeH, OH yaanseTca KOMaHaom rm.
5. Coo6uweHune o 3aBepweHnm npoyecca: Mo OKOHYaHWU BCero CKPUnTa BbIBOAUTCA YBEAOMNEHUE O
3aBePLEHNM OYNCTKMU CTapbIX apXUBOB.

CKPUNT aBTOMaTMYeCKU CO3AACT HOBYIO PE3EPBHYIO KONMIO Balero NPOEKTa 1 YAAnUT yCTapeBlmne Konuu,
NOAAEPKNBAA PErYAAPHYIO POTALMIO apXMBOB.

I T 3 elytut & §&igr@at

C TEYRIZYyOgs2)orly Zlzy,uy VU Y TERIRIRWAHIYI U 3

GigaChat Yt Zzy3&Y YRZT3IRO uvyULURY1l I,
DY ROY XGgaChiafd Z z R 2 OQBRowerSbhell.

Yy 1

1

QR1 REROEsJZAFIYIMAZY O+t yeRadtiv@{Difectory, gryeyzl 2

ZRz Y G &{ aeRATST RO Y&l > z i c[58E3V-3 RUD.

KRu Tt ZY RYROYSITT ZT4tULU 2yzysTU T ZYyYD
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“Hanuwwu ckpunT Ha PowerShell ans koHTponnepa pomeHa Windows Server. CKpUNT JOMKEH HaiTu BCcex
nonb3osatenei Active Directory, 4yei CpOK AeNCTBMA Napons ucTekaeT 8 Onvxaiwme 8 aHel. Pesynbtat
HY)XHO 3KcnopTuposaTh B CSV-dain C:\Reports\Password_expiring_report.csv. B otyeTe gonmxHbl 6biTb
cronbupl: SamAccountName, DisplayName u PasswordExpiresDate. He 3abyab no6asutb 06paboTky

OWKnBOK M KOMMEHTapum.”

BoT npumep ckpunTa Ha PowerShell, KOTOpbIf BbINONHUT NOCTAaBNEHHYIO 3ajauy:

# VMA Qaina oTyeTa
$reportFile = 'C:\Rep

4 | try
5 # Tonyyaem Tekymyo AaTy
6 $today - Get-Date

# Onpeaensem nepwoa 6 8 el gnepea
sexpiryPeriod = $today.AddDays(s

# WmnopTupyem moaynb ActiveDirectory

Import-mModule ActiveDirectory

14 # 3anpaumBaem CMMCOK nonb3osatenei AD, YbW NAPONN MCTEKaWT B }iléEENNtx‘;( nepwoa
1 Susersexpiring = Search-ADAccount -Usersonly -AccountExpiryDateBetween $today,sexpiryPeriod | select-c
16 @{Name=" me "’ ;Expression={$_.SamAccounthame
17 @{Name="Display ;Expression={$_.DisplayName}},"
@{Name=" ordexpiresDate’ ;Expression={
if ($_.PasswordNeverExpires) { "Naponb He ucTekaet"
else { $_.PasswordeExpired.ToLocalTime

# 3KCNOPT pesynbTaTa B CSV daitn
SusersExpiring | Export-Csv -Path $reportFile -NoTypeInformation -Encoding UTF8

Write-Host "OTueT ycnewwo coxpanéH B ¢aine Sreportril

catch {
Write-Error "Ouubka npw BunOAHeHWM cuexapwa: $($_.Exception.Message)”

MoppobHoe onucaHue:

© WmnopTt mopyna ActiveDirectory: 370T Moaynb Heobxoaum ana pabotel ¢ obbekTamu Active Directory.
o Search-ADAccount: KOMaHAa NO3BONAET UCKaTb 06beKTbl AD No onpeaeneHHbiM KPUTEPUAM, BKKOYER

CPOKW UCTEYEHWUA Naponei.

Mbl UCNONb3yeM AUaNAa30H AaT OT CEeroAHALHEN AaTbl A0 AaTbl

o MNapameTtp A piry
nANioc BOCeMb AHeN Bnepén.

o Select-Object: ebibop HyHbix nonew ( SamiccountName , DisplayName W BbiYMCNAeMOe none
Passwordexpiresbate ), KOTOpoe oToBpaxaeT NMB0 akTUYECKMIA CPOK OKOHYAHWA Napona, Nnbo CTpoky
"Maponb He ucTexaer” ANA YHETHbIX 3aNWCEN C BEYHbIM CPOKOM ASHCTBUA Napons.

o Export-Csv: 3KCNOPTUPYET NONyYeHHbli pe3ynbrat B CSV-daiin ¢ ykasaHueM Koaupoeku UTF-8 ans

NOAAEPXKKN CUMBONOB KUPUNNMLbI.
o O6paboTra owmnBOoK: B C/ly4ae BO3HUKHOBEHWA UCK/TIOYUTENBHOW CUTYaLMK BbIBOAWUTCA coobiueHune 06

owubke.

[ononHuTenbHble COBETbI:

o YbeauTech, YTO y BaC YCTAaHOBNEHbI NPaBa agMUHWUCTPaTOPa IOMeHa ANA 3anycKa TaKoro TUna 3anpocos.

o Ecnu otuet ByAeT 3anyckaTbC aBTOMATUYECcKH, yGeauTecs, YTo NyThb K Nanke CyWecTByeT u A0CTYNeH AN

3anucu.
o [epuoanyecku NPoBepanTe AoCTYNbl K 06beKTaM Active Directory U 06HOBNEHUA Npag.

TOT CKPUNT MOXHO Nerko ananTMpoBaTth ANA APYIUX Uenei nyTeM uaMeHeHua GunsTpa Kputepues v Bbibopa
HeobxoaumMbix aTpubyTos obGbekTos Active Directory.

ZeYgoRtlea Rt U, sgyel T3uwvg33cetYYIU TYEt OOt v
23t zRtI DZ&BYt YTDZuv vyULURY]1RDU.

| T3 cXhzary URZeEE ¥ U R EWIHd®WEZZ Y VY pPioDfer Shel | cyf
zt ft E0OFERE Y& GigacChat

(2T3cYYyuw

| T3 & Yarg Y VR EWihdaws3ZDE L Y pPéviarShell
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Qlt 3+ 33 Yy Zzy3gYy 3Zt Y1 zTzYyeRO uBDPRY] ¢
Zyz QW gyYODZ RSYETERY z ORE Tz RYTRD DODZ RULUTYT
cYyzIlhU Y UCRTIINIUYU 1tY+ Z2T5t¢& YR Power SheT |,
T YEORlvuvE.

KRy Tt GigaChat ULOYyTt¢E& ZYyULUys*+F 3 1 TRZYY 3¢
3T3EtLYYZY R1IUTYT3&EzREYZR.

GRZzTUtz, Yt zR2YERt¢E 1Yy3TctZ u glROtYYY
ZYy30t1YeRELOFYY3IEF wYURY] 10Dz €¢zRSUOSg&ETYZR

“Q He Mory noaknuMTbCA Mo SSH K cepeepy ¢ IP 20.30.40.50 co ceoero paboyero KoMnbroTepa (Linux).
PaHblue Bce pabotano. Cepeep HaxomauUTCA B Apyrod nogceTi. [lai MHe NoWaroBblit MAaH AUarHOCTUKK C
KOMaHKgamu, utobbl HalTV NpUYMHY.”

| T3IEYY R YYyRBELtERIYZ22 0t U ORY 1 TRZYY3IETuwT Ye

LWar 1: MNposepsem AOCTYNHOCTS Cepsepa LWar 5: Ananusupyes xypHan ownbok

Lenm: YSemaacs, NTO CepOep AOCTYNEN CETH M NPVIMIMIET CORMNEIR. Uenn: NoMy«aem S0N0MMITENENYIC MHEOEMELING O NEVNIMHEX OTXANE PORKICHEIA

MpoBepeTe Mypran ayTenTGunaLIst v Crywbe $3hd na yIanernOM cepoepe:

4mo dencen: Nocsunses ICMD-NaKeTy 18 yRANSHFI CEPBER, NPOBERAR HATMIUME CETEE0MO MAPWIDYTA. o Jowrnalitl ee | grep sene

PesynaTar: ECNM NaxeTs: NDOXORRT YONWMO (Reply from. .. ), IMAYMT, CEDBED SUIMNECKM ROCTYNeN, ECm ping
nposaniace, npofinema momet Bums COASEMS C MADEDYTIISLE v AEDECANOM.

Mo Aences: Miaes Ja0ucH, OTHOCALINOCS X OTKAMM § O . o

Pesynbrar: Ouwns spaze “Permission denied” wn *Connection reset by peer” 2yT HaM NOACKEIKY O
rpwame choa
Lar 2: Nposepsem cocrosnune TCP-nopros

Liemn: Yamaen, OTIpaT v 1y T (0B 22) = .
¢ gk i War 6: Mposepsem HacTponkw iptables/firewalld

Uene: Buacraen, we BACKIDYET fin BAL KOMINIOTED MW CEpeep SA°DXXH NO SSH.

op B 11 20.30.40.%

Nposepste npaswna & na Bawes Linw

Ww € NENONE3OBaHMEn telnet:

Sws Lptabies
W anancrismo rposepate firewall 1o yaantimon cepsepe (8008400040, 310 CentOS):

Umo Sences: Nposepaem, OTXOLT M NOPT 22 (SSH) Ha cepsepe.

PEIYTRTar: tpen 0ININIET, 4TO NOPT PASOTAET M FOTOS NPMNATY COtmerme. EC/m nomysses ownbsxy Twna sudu Siremall oot
Commection retuned , BOIMANHO, CEDBIC OTRACNEN 1w 336N0KIPOBEH SARDBoANOM.

Umo denves: YEemaseMiR, YTO OCTYN K MymHOMy NOPTY PAICEWEN

War 3: Npoeepaem DNS-3anuch (ECNK UCNONL3YETCA AOMEHHOE UMS) PeaynbTaT: OTCyTCTEMe 38nmnced, NO3BONRICLIMX MOOICS TROGHKS N SSH, rosopuT & Bacsposse nopTe
deepeonnom.
Uems: Ny . ™ MMers XOCTS 8 ID-anpec
\ochup yourserver example com War 7: Nposepaem knoun RSA/DSS/ECDH

Uenmn: , NTO KIWON CONDES FPSBIALHO M He BriswsseT npoGnem ayTenTIdvaaLIm.

Mo dencen: nansYyem komamay nslockup QNG ROCeeDst COOTBRTCTRIN 1P ALDKCY.
MOCMOTDUTE COREPMNMOE KIONS:

Pesymrar: fommen oroSpesarnes npasisrsil 1D axpec sawero cepsepe. £ sosepawaesndt 10
OT/AWMIETCR OT CMIDENOrO, BEDOATHO, NPOGnema ¢ DNS-Cepoepon.
_raa bt

War 4: Mpobyem noaxnioNeHre C APYroro yCTPoMCTea TIonpOByIITe YRAMWTY CTADMIL KN 1 COMATE MOt

Uenm: Mcnonaen NoxansHEe NDCENEMN 1Y DISONEN KOMNBOTEDE
18 raa

MORAIONHTECH € APYTOND YCTROACTES (FANPIMED, MOYTOYRE N BHPTYRAMMON MMM K JTOMY WE CODDERY
no SSH.

Sarem nofesere myGomandh K08 18 yRANSreR CopBeD:

N clerg2e 30 42,50
wh-cap

4mo dencer: Npceepses PaBOTy SSH C APYNAM YCTRORCTBCM

Mo dencen: MEPEIanICNBacs KACUH i OBHOENSEH DOBEDEHNMIE XIOUM 13 Cepaepe.

Pesynerar: ECni 20yroe yCTPORCTEO NOSKMONSETCR HODMANBHD, REA0 & Sawed PaBowed mauwmme (mbo e

nacTposiax) - .
o Pesynurar: Npobaess: ¢ NEaBMMM 20CTYNS » GARAM KD TAKRE MOTYT BEIBETS OTKAS Sy TemTHEHKALM

I T3 YD@R Y] RZ Y yY3&8idachat

AERY 301 1YeREYIRYYOPEROT {2yzeyREEOYREz Y 2 YT 31
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(ping/traceroute), YR gzyegwetyeRUZB2OKETR I ( nSnse
mode) . ¥
' RSy ER 3 1YugUt YERSTYt U el 3EEIZY zANRSITY |
T3St VYUY R1IUTYT3CzREYz ZY3EYDHYYy zRey(
zg1lyeRYTDZ 3CRE*FT e 2RftR2 fYRYTU, RFC. NF
GigaChagy ' ¢y UypYI U TY3&zUtu3ee RlUODZ z R2y gl 3
fZYyetZYARLYyAYTst 3uT2 URYgROYe.
C YEOTsTt Y& 3CRYZRzYVIRuYXOREYO+Ss Tt DZ |
ZYYTURDZ uyYgtuw3g, Y3yetYYy gt2YTst3ulU.

DROt 1t Ztztef 1§ U Wl YRIRSRICTE RIS (3% €t 2y UE
3TU yelDBYTE+* Zzy3elULUT 30yeRUT, s5&Y !'EYy VYt

MepeBEnM STOT TEXHUYECKMI 85381, Ha PYCCKMI A3bK 1 0FBACHKM NPOCTEIMK CMOBEMM, 334EM 3TO HYHHO.
Description The config scheduling command configures traffic scheduling foreach of the Switch’s Qos
gueues The Switch contains four hardware classes of service. Incomingpackets must be mapped to one
of these fiour hardware queues.This command is used to specify the rotation by which these
fourhardware queues are emptied.The Switch’s default (if the config scheduling command is notused) is
to empty the hardware queues in order - from the highestpriority queue (hardware class 3) to the lowest
priority queue(hardware class 0). Each hardware queue transmits all of thepackets in its buffer before
allowing the next lower priority quewe totransmit its packets. When the lowest hardware priority queue
hasfinished transmitting all of its packets, the highest hardware priorityqueue can again transmit any

packets it may have received.

I T3 WYY Y 2t ZTvd (@1y2lY T sU RME[RRO Y 2
1t & OARIGREha z T3 YR Uz { €Y 330y 2 YWY - ¥
St u3d3at DZYNIFY WY YREY &Y S TREROVIDZ + 3el+ ¢l 2
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OteeT 4
MNepeBoa TEXHUUYECKOro TeKCTa Ha pyccxmﬁ A3bIK

KOMaHAa KOHPUrypaumn NNaHUPOBAHNA TPaGUKA ( confly schedulling ) NOIBONAET HACTPOMTL PACNUCAHUE
06paboTku NaKeTos ANA KAXAOro U3 oyepeaeil kayecTsa obcnywusanua (QoS) KoMMyTaTOpa.

KOMMYTATOP MMEET HeThipe aNNapaTHbix KNacca obcnyuBaHuA. BXoAALME NaKeTsl AoMKHb! BbiTe
COMNOCTABNEHBI ORHOMY U3 YETBIPEX ANNAPAETHBLIX OYEPEASA, T3 KOMAHAA HCNONL3YETCA ANA 3aA3HUA NOPAAKA
ONYCTOWEHNA 3TUX HETHIPEX ANNAPATHLIX ONEPEaent.

MO yMONHAHMIO (ECNKM KOMAHAA KOHGUIYPaLMKM NNAHWPOBAHWA HE MCNONL30BANACK), KOMMYTATOP
obpabarwiBaeT o4epean NOCNEA0BATENBHO, HAYMHARA C CAMONH NPHOPUTETHOM! OYEPEaM (BNNaPaTHIA KNace 3) u
33KAHYMBAR HEUMEHEE NPUOPHTETHON (BNNapaTHbIfA Knace 0). Kamaan ovepeas NEPEAAET BCE CBOW NaKeTbl
Nepea NEPenayeil CNERYIOLWEH OYEPean C MEHBLUMM NPUOPHTETOM, KOrna camMan HU3KaA NPUOPUTETHAR
OYEPEAb 33BEPLUNT NEPEaYy BCEX CBOMX NBKETOB, BLICWAR NPHOPUTETHAR ONEPENb CHOBA CMOXET NEPEAaBaTL
NMOBLIE NONYHEHHBIE B0 NAKETHL,

MpocToe o6bACHEeHUe cyTH

MNpeacrasbre cebe NOPOKHOE ABMKEHUE, TRE KBKALIW ABTOMOBUNE AOMKEH NPOITH NPOBEPKY HA NPONYCKHOR
NYHKT (KOMMYTaTOP). HO aBTOMOGMNN BbIBAIOT PA3HBIE: NErKOBBIE MALUMHDI, FPY30BHKK, a8TOBYCHI M
MOTOUMKNGI, Kaxapii THN TPAHCNOPTa HMEET CBOIO BAXHOCTL M NPHOPUTET NPOXOMAEHUA MYHKTA KOHTPONS.

Bor Kkak paBoraer 31a cucTema:

1. ECTb HETbIpE PasHbix NMHUK (OYEPEaM): NEPBas NMHKA ANA 8BTOBYCOB (CaMbiit BbICOKWMI NPUOPUTET),
BTOPaR — ANA NErkoBbix aBTOMOOUNEN, TPETEA — ANA rPY30BHKOB, YETBEPTER — ANA MOTOLMKNOB
(HaUMEHBLLWIA NPUOPUTET).

2. ECNM HET CNeumantHbix HACTPOEK, aBTOBYChI NPOXOAAT NEPBbIMKM, NOKA HE NPOMAYT BCE, NOTOM MAYT
NErKoBYWKK, 38TEM rPy30BLIE 3BTO N HAKOHEL MOTOLUMKANCTI,

3, KaK ToNbKO BCE MOTOUMKNMCTE! NPOEAYT, BHOBS HAYMHAIOT ABHIaTECA aBTOBYChI, U LMK NOBTOPRETCS
38HOBO.

Taxum 06pasom, Ha3HAYEHUE NPUOPUTETE FAPEHTHPYET, YTO BAXHbIE BAHHBIE (HANPUMED, FONOCOBAR CBA3L UM
norokosoe sugeo) GyayT obpaboranm GuicTpee 1 KavecTeerHee obbiHbIX AaHHBIX Bpoae Beb-Tpaduka unu

SNEKTPOHHOM NOYTLI. 3TO BAXHO ANA CTabunbHON PaboTe CETH M MUHUMU3ALMM 3ANEPMHKEK BAXKHBIX
NPUNOKEHNIA,

| T3cHYRSERRUE UL YERSTEWHITeYIczeuwgezTzYe
TYZ2YyzURSTT
GigaChaUy TZ ¥ UY[e¥RZ T IRWI Ut YORFOPOAY O+t ya RS
QRZTEEVYUZI 3@YY u

“Ha OCHOBE 3TMX LLAros HanWLWK MPOCTYIO ¥ NOHATHYIO MHCTPYKUMIO 0718 HOBOrO COTPYAHWKE Ha TeMy ‘Kax
NOAKMIOYUTECA K KOpriopaTusHom cetu Wi-Fi'. Warn:

Buibpate cetb ‘office’.

Tun 6e3onacHocTu: WPA2-Enterprise.

MeTtop EAP: PEAP.

AyTeHTudukauma ®asa 2: MSCHAPV2.

Ceprudwukar LIA: ‘He npoeepsTy’.

Waertudukauma: TBOW NorMH (Hanpumep, a.Petrov).
Mapons: TBO# Naponb OT KOMNbIOTEPa.”

I T3eXtyyat 1RYPRR Ut MIRSTFcUuSTUY
| {tf gO+ERE Y& GigaChat (zT3gYYuw 10), !'gy
IRYTt ZYYDZYI 2 TY3SzgudTU, ZyfeyODD:z 3y3zt |
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Orteer 4

Noaxmovenue K KopnoparmsHoit cetn Wi-Fi

YroBb! YCNEWwHO NOAKMONMTECA K HaLe#H oducHOM BecnpoBOaHON CETH, BLINONHWTE CNEAYIOWYIO
MOCNENOBATENBHOCTD ASHCTBMIT

LWar 1. MoaroToBKa ycTpoincTea

Mpoeepore, 4Tobb! Bawe yCTPoicTEo GbiN0 BKNIOYEHO 1 HAXOAMNOCH B 30HE NOKPLITUA curHana Wi-Fi cetw

War 2. Mowck v ebibop ceTn

OTxpoiiTe HacTpoiku Wi-Fi BaWero yCTPONCTBa U HANAWTE CETb C HA3BaHMEM office , Builbepure eé ann
NORKMIOYEHNS

War 3. Hactpoiika Tuna 6esonacHocTn

Mpy nosenexum okHa Beibopa HacTpoeK yBeauTecs, YTo TUN 6E30NACHOCTH YCTAHOBNEH Ha WPA2-Enterprise

War 4. Buibop MeToaa ayTeHTUGUKaLmn

W3 npeanoxenHbix MeTonos sebepure PEAP («Protected Extensible Authentication Protocol»).

War 5. AyteHTuduKaums sTopon pasbi

B paznene «®a3a 2» yKaMUTE METOR ayTeHTuMKaUMM Mschapva («Microsoft Challenge Handshake
Authentication Protocol Version 2»)

War 6. Ceptudukars LieHTpa ceptuduxaumm

Lins cepruduxata UeHTPa cepTdUKaLMm BoiGEPUTE BAPHEHT wHe nposepnies , NOCKONBKY Mbl HCNONb3YeM
BHYTPEHHIOK CUCTEMY aYTEHTUOUKALMM

War 7. UpeHTuduKaums v BBoA napons

BeeauTe BaWK YHETHLIE NAHHbIE:
o VMR NONb3OBATENA: BAL NNOTHH B KOPNOPATUBHOM CUCTEME (HANPUMEp, &.Petrov )
o Maponb: MCNONL3YHTE TOT XXe NAPONL, KOTOPLIM Bbi NONbIYETECH ANA BXOAA B KOMNLIOTEP,

LWar 8. 3aBeplieHne NoAKIIOYEeHUA

Hawmure «Mogrnoumtecan, ECnu BCE BbINONHEHO NPABUNBHO, YCTPOHCTBO ABTOMATUNECKHU COEAMHWTCA C
ceTbio.

loroso! Teneps Bbl MOXETE NONBIOBATLCA AOCTYNOM K BHYTPEHHEI KopnopaTusHoi cetu Wi-Fi.

Mpumesarue: Ecnv BOIHWKHYT NpoBnems! ¢ NoaKMoNeHHeM, oBpaTuTecs B cnymby TEXHUYECKON NOAAEPKKI
BALEN OPraHM3aLMK.

I T3¢y Yt 1T RYDPR Ut MIRITFcUS TV

Nt Ugs 8I3C RATRURS &Yy Oyt Y YZE TUt YTYRI &z Rug Tuwt
ef¢ 2l ZyOgsTet, R wglR g2y1DZ 231 !'¢T 1R
CRUYR sR3T#DZY{Uzy3teT?

AzYyzTzyeRYTt eyzZzy3R 2ttt yZR3YYIZEAY #&zL[D:
VYTt e ZzTet 38T v 3tzFttYIUO Z2y30t13&eTDA.

' T3w g&tsul wyYzTltYSTRO*YYU TYzyzORSTT
1TRYYI ¢, wyegyzllt el ygZzRa20ODZ gt 2 (@PBasehdTCl
VY 1t13xlpt 388 ¥7& ¢ R z¥WDRDEWS &+, Rz Yl gyuy TY,
clhe* 2y3zZzyTftet 1t Yl Z¢OHRY¥ $MRPERPIOFIARESHFREIRS T 2
Uy UZ+DZ3tz2P/TV 1t EROT 31t 0vT 3 ZzyeRUltzyUL 27

GRzgbf{ YTt tRuyYYlRELO+3g2R Y RALYd Y RBYRE
YTwye TOT uOTtYegye (t3Y, wyYegRugl, ZR3Zyz¢
(e | y336LP2 2y Z2tz3YYROFYI 2 (1RYYIl 21) . 32 Z4
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1RYYYU 30gs5Rt¢ Dz OD4 ¢ 3Dz 3t z2T13 Gi gacClRatbhz ODE
t C¥DPE Ry YYyU.

NEYRUOYTEFULUYpEYeCH Rt ZORY RUEHHGIgaChat { TTEY -
vYZYTRORaYI U pTEgae RS EYYZT1 YS [GaGhaB 131 TBYRIZR -
YDA BEYzRONIROYYERE 2t CITHARYWHESI ZY O+ DPEFOE YTL
VY1 {tOT3 3TRY Y2 ZEBDANYYOTzyd RYWPYHRN Y Z YTIERZY -
VTYRRYYCERBEI 1ZPIZRT V.

kZzRe Q3¥Vis RE¥EIECTUL. 301 11

d30T el -2y &RTYUYY{ zRSYEROT Yt e zt TTUY
ZRO 1 TRYYETBL YSTRO*FYYU TY3zyzUORSTt U, 2y Y
GigaChat, URw ZzRe2TOY, t3&* zRt1t0O 233¢gyzT
Zz{ 1IllgpT2 1TROYZ2Zye. cll UYyTtgt glROTC#* uyy

DRY Ysl{tzAPEY (T 32 Y U # f| DDE SDICHRZDBY Y Z T 3RIYY 22T DZ
T3ZY 0+ {GlgaCha[Ez. QRZZERE S EAPEZE VY Os BYX TBRDZ 3
Zz Te REIWIZYTZR12KBE ¢y ZTOWRZ g2t YTzYeauwl ULUY1tOT.

| Rt z REYEORIZMMYITCRU B XY R+ {GigaGhat. T Dz

Gi O P3RBT L s 1 YLy ROt gigplhaf ¥ e 1+ Y3IETY 2z
GeTY¥l &EFAY YDZZEIREe TPR] REYBRWWE Ut YE (2guwe RUOFYY
YTS51E31 t ZORUt YE T3Z2YyO*fyeRYTDZ GigaChat . cuw

ERTL ZY2zTs5t 30TV TYRHZIURS THZT3IWEYzeDZ t RZz2
GigaChat 1RTt e ztTTUt 23YuyZYTEYr!-OTBEt1RU

bt z 3Y YRBRIYWHRHORYYIGZ § YOJ¥Ezel YTuye.

FTYRY3IESREBEAYRDY z VURR BAFT RO Tt V3R, 8ZDRE L T -
YI' BT3¢ (12ERE, RO SIRAFRNYMIRY CIRY vy & Re § 2

DRYYI t , ftRpTpPt YYI £ 3z2YZTU NDA: AYzyzUR
pt YTU (M&A), ZZyEgYyeDpT23Dz ZRgt YgYe, 3clteyl

PEzRETZTst3uTt 1yuwugUgYel el 35z Rtye efrl/ERY-D:
YTEZYIYUKRDI ITRYNWE R v ElYYzWa WRSEYWZ Y 2 Dp T2 3Dz vz
URZ2.

FYZTYl T ZRzyOT: FD2It gs5t Yt JFtRHYXTNIY o

DUODRSBERUTRY YL VOTIYIZY O+t Y3 RTBZDES O+ Yy 2
TEyoTzyeRYYIt T 312ETaTS5STEY e R¥FYWY IFIM3=2ATI
UYTERz RYE T@0%2 REWZ RBOWI3y¥2 VRS TT CRuyzy gzyeyY
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CRTYY ZYYTURE*, s5cy ZgelOgys YR DZ ted & 30/DF Gl ;
Ut YODZI TY1 TeT1lcRO$YYSYy ZyO#fyeREt ODz TOT | OD
1t YS5TRO$¥YYU TY3yzURSTtU. DODz 3tz#t(fYYySy uwy
Ottt Y3YYeREtOFYIU Zyl12Yy1.

cleyl: T3ug33&etYYIU TYEt OO0tuweg 2 OVIt G
35zREYZR. YY 3ERYYeTE3DZt:y UypYIU g3TOTEY
ztt T !33tucTeYtt 3ZzReODZ+3Dz3 tTt1YteYlU

EYfHFAdEt GOp QIOIKI ADPYOGRIOFGK D2EEIDKkGKI DY =
t | dDo
ERf Rudee[tssYRIUT Uy e Ts
| y2Zye 3JezRY DUT
YDChYKY UIWTIWE 3¢z EREHIu U
lguyey Wi EizERRDIDOREY O+ 2
QRPTER TZzyeyiZy RUUVUREYER ¢gzt2gt & eYTUR
Zz{ 1Yy3eYyzyTYY3ET, 10Dz Zy11tzTRYTDz vwyUzyz¢gY
382R T UVUTYTULUEIRRYBAYecHtBardy .2
OQugcROFYY3E+: 3Yezt Uf YYRDZ TY1g3&zTDz 2T1
VYYSYOTOOTRz21YIU zlYyuw, uygyzlU Zy 32y TULU Y.
TY1t382TDZ2Ut 3EBYZERE OPDH ROOBEROR  Yi!IYEY FTUO
385t LI, ya2lt1TYDDZ UTOOTYYIl TZzyuye ZY 23t Ug
Ry Counmti &kre 2, Mi necraft, Fortnite, GTAS T
1¢3¢2TT 32YyzUTzYy2ROR3%¥ T UR3ERZ2YRDZ TE¥YYU
et ZztzZtULWwt, 2 3uTYlt, 2RODZR T 1Y3ETTt YTD:z
YR ! w3 RYt Y2UR]1RDZ 2zt RU*¥YYU 3zTYRY3YyeayU 3gY
Zz1 {OYTt YTt U YR TRuT2 ZOUORE3YzUR2, uRuw Stea
Ot YYI 2 YIQY2WRE ut £ 20t UZR2.
qER 32TYRY3Y2RDz 3Y3ER20UDDHPRDz Zzt 2z REITAHR
1O0PzZRYTt WIRYERE 3EEBRYVERIYCER) IEYYIYXDZZz Y 3¢
OYy3&c+: Ty ZYOYYS5tYYYt Zzt38cZ0tYTt, 35t 0%D:
pt352R 3 Zy30t1gDpt U 2y UYY{ETERSTtU. kZI:
et OYUR 1Yy T3E2A3% 6 Y ROBWYIUY { ZTAL, e3Y[DYT YERY E 1 RY TI
30YTYeIV Y YWIYTFT el Xz YieyRet z RS yZRYSIwyDay YY U 2

YY3ET 1T ZOREyW T2 y2OR3ET ulctz2tt yZR3YY3ET.
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Wi OzDF2y E4 Y e (UYURZ Of IRIRIBLTz z{ VIR EEBEE YZR3IY)
35T 2 -VYORVY

QR1Rs T:

“YZT3REFYRBERE YR,

-2z TewPRBITz T BRFMUDZZRIYY I T;

-Y Z T 3RS RIp TROUWMly REFEWRARs VIIRZY Y I 2

-Zzyet{ 3T RYROTE 3T3ct Ul RYETs T&t, 2z 2TP2 T«

-31t1 R 1IN

A3Zzyuv] 3EROT ORuyULUYyU UTSst Y+DZ {ODz £t Oy gLl
>ORe2YRDz T-2zP0RPZz rgYet zgRSTDz eTzEgROFYI 2 Ru

C’YEEZTTZQWZ?FRDZ eRt T uwTt Zzt 10t & :-Ster igkRer T2
Dota 2, ztluTt 3uvlYl T Zzt{1U0t{cBYEIFHIWE YOR-Y
zYBRZz TOTZLE ROFTLOUREIR2VY T & BFE¥BAL URYSWLY -
ScToZy Z 2zMY-RPG,& Ruuy RWorld-f Warcraft( g z Y ¥TZT z2Vtedugke, 311 )
CRUTYLEIE3Y BEPA UNVHER*t RE2zRs§ YYYZYy 2z{ Uf YT, uy
2RE #+.

tuz TeDEF vR v 2zt ROFYI U (tY+ZRU: ZORgzyzUI
tyeROT T tZzy3ZTOAYEYEZF20PRRIREER Rz RUUY T
38YzyYYT2 ULURzut gZO{ U3 fieskins)tRZa W EE2 1SKRHRBREY
Otall Zy ulztBelll eyl 3zt 132 YR zt RO*FYIlt Z2RYuye:
qcy 3Yt 1Rt & Zzyt zRsYWIuw 170 D2 TuueeRT 1§ YWIVIE Y .

Wt YYYy3e+ 3RUYZY RuuvRgYER: ZYUTULUY Zzt 10Ut
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yezRtyeRELt OFYY2ZY ZzY 35t 33R. dXy T3Z2y0#fyeRY
VREt 2TROYe T Zyel$sRg* TYzzaizuRRIGeTYTY. 3 CYFl YeR3kYY {2Vl
eyzZzy3 Yy zR2SYygY3Zy3yeYy3ecl CRulT2 3T3c¢tULU T
Yz, s¢gy eltleRtg Ytye2yl1TULUYy3E+ T2 T330t1Y

bTZy¢ecttR ZzytugR: T3wg33&etYYIU TYEL OOt
yeegst YYD Y[TDZ3leYzyzUORSTT 3&¢l1t YERULUT, 30T VY
yeczREyeREIt O*fYIU Zzy5t33 T 2glt& Yet 3Z1s5T2R

Wy 6% ZzytuwgR: TtgsTe* 2O0TDH Tt T3ug33&et
ZzYS5t 33, YSt{YTEBYVEF+zRC¥FEYRERBTI TzyeRE* 1
Zz{ 1Y3¢CR20D3 VYU 3T3&t VRUT T3uwg33cetYYyzy T

QRTRsST Zzyt ulR:

1. zR33Lygzte*, UvRUTt I3 LVYTYY T3Z2YyOoxFty

2. ZzTet 35T Z2zTULUtzIll 2Yt 1zt YDz 33 e yezR

3. YS5tYTEEYY3IZT uE3Z2Yy Ot yeRYTDzZ 33 2 yegs

4. ZzYRYROTtTzyeREF Zzyc2cOt UIl, 32D RYYI
3 Re0ODZ LyUy 33,

5. ZylzyeyeTe# ztuYULt YIRSTT (ZRUDZug) 2Z
YYU Zzy5t 33t 10Dz 2yelst YTDzt 2y zttgOfFgRETe2

bz YRT2Y Ottt 2zR3Zzy3gzRYdzYYl 2 T3ug33&at)
ZzTUL YDZ #3Dz 381t YERUVUT 2 yegst YTT, ULUYTYYy e

1. OOTPR 1) u3

2. Google Bard / ChatGPT (Google)

3. Claude (Anthropig

4. GigaChat

5. Google Assistant.

' R330y¢czTU 2ZzT Tf g tIBBPM.200RY BZ cdgYEWI 3
I3cetYYIU TYEt OOt uwg.

teeltYEl ZtzeyZy wgz3R KYyLU3uyzy TYleg3cz
3Te2t YYIU TYEZtO0tug 2 Y32yt YTT 30t1eDdpT2 171

1.TY3yzURETUuUR

20T¢t zREEZR;

3.T3¢yzTDz

431 Y=z R3 TDz
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5RYZOTU3uwTU DIl w.

DODz ZzYazwETaYY3IET T32Yy0*tyeRYTDz 33 e
1RYTDZ uwygyzyt el zZyoYDDE 3Egglt YEl Ztzeysy
QRTRYTt. YZzt1tOTE+ 3&zRYI, yeyftYRstYYl

w w

I T3eYYyw 1. QR1IRYTt 2ZYy ZtyZzRz:
DODz 2y T30rRY IZZ Reglet ¢Ye YR tRIRYTE 3eellYe
vyely 3T3¢iUl TYgtzYieR T 33.
Yeef el YR eyzzy3, e231{21R OT UYTYy YRUZ
Zzy3, T YR3uyO#xuvy YyYR 1y3Zyef{zYR?
t YRS ROR YRU(1d20 TYzyzURSTDZ eZYVECRYt{Et T

YMHas kamepa

OMEPaM Ha KOHTYPHON KapTe MUpa.

com 3 (@ sitesgooglecom 4 @ bolsheyvopros.ru 5

' T3eYyuw 2. hyp¥iyaRDOITIR! UR
¢ TYEtzY{Et TYzyzUORSTDZ YRUET Yt glROUY3#
| Gt Uzy3t&ET):
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3020010 3. OrOOREMMTE CTimI . COOTHBAHMIE LmBOMAL 18 KOKTYDHTH KIDTE

fe: Hacta
DoTorpadus

| K co>XaneHutro, 4 He Mory BunaeTb
\ M306pa>Keva Ho g MOry romMmo4b Bam, ecim
‘ Bbl onuuieTe, 4To MMeHHO M306pa>KeH0 Ha
| KapTe Uin Kakme CtpaHbl HYy>KHO
| onpepenuTb. MpocTo HanuwuTe, U 9
. nocTaparcCb nomoub!

C6poCUTb KOHTEKCT T

13 Y®RIs RE Prosto GPT
CGPTs Rgt YR YRSt tRIRYTt Yt YRLOY3I+ yeEet
Zylzyevyy, Ul ZYUESTUT 3Ut°l€DZDTU’ ycet e (z2T3

 BOT CMUCOK CTPaH, 0603HaYeHHbIX
. umdpamu Ha KOHTYPHOI KapTe:

1. Kutan

2. Mekcuka

3. ApreHTuHa

4. Anxup

5. AP Kowro (JemokpaTtuyeckas

Pecny6nuka KoHro)

6. CaypnoBsckas Apasus

7. UHpoHe3ua

8. Maparackap

9. UcnaHusa

10. MoHronus

11. CypaH

12. KasaxcTtaH

13. ABcTpanus

14. Bpasunus

15. Unpus

16. CLUA (CoeanHeHHble LWTaTbl AMepukn)

17. Konymb6us

18. ®paHuusa

19. Poccus

20. OAP (KOxHO-AdpuKaHckasn
V- [ 'GEN = ~ —-

TSEYYU’ 4. Yget& YR tR1RYTH
GRU g1ROUOY3*% YRUET YgTYgDZ TY3yzURSTDZ ¢t
2fzYR. tzRaYTU BIIRENIRER REF TRWELEzYYU uvRzg)
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| T3sYYu 5. EYYEsgzYRDzZ vuRz &R

t€zRYIl, GPYgReEl&l 1RO 2 uwRst 3&et YEetER Y
zt ft EOFERERUT zRe2YyEl 3 uyYgegzYYyU uvuRzgYyU.

DROtt Yyeget&TU YR eyzZzzy3: 2&KDA{ Oy DTt BEzY
cYe YR #3ZT301eRYTt*1t?

hhzyetzTe#*, T3ZyOxtgte OT 3eeltYE YL Uzy3
VYTYY ztuyUtY]yeaRE+ ZyOU$fyeRE+3Dz 30t1cDdpTL
OTE+ YROTsTt ZzTULUtYt{YTDz 33 2 zR2ygt, R TUt

1. vRst 3¢gey Zz{ EPYFIRROOIOTJY Z2W 1R 2l ZyOYy YT
czyet Y+ tYRYTU 3€cltYER. Qlt 3% 23dz Zzy3gYy:
ORE* 1YURSYTt ftRIRYEBRBYEN ugz3MIvyREe CYYEY 2
ZYUypYTuw;

2. Zz3 Y YERSTT TOTWIz 1Zyt asRIEIY UE1 (SRR OY Y 3

3. Yt YTT1RYYIt (1YZYyOYtYTDZ v fR1R5RU. GRZ
TYz3yzURETut, 1Y2Ra20UDZ & uv YTULU ZYyDRYTEtOxYIl U
2YzUg Ol TOT ECRUWRDzZ Zy30t1Yy2RELOFYY3IEF51IJEYO
YTvyzlR Yt 1t ORDZ.

huzyetzTU OYyTYYy OT Ya8YRzgTTE# YROTsTt 3:
ZzTUyzty 331 (ZzyetzTU YR RYETZORIZITRE) .

QR1TRYTt: YRZT3RE* !33% 2Zy OT&tzRgegzt Y
ChatGPTZzt {1 Y3ER2TUO 30t 1egDpTVU 2zttt g0FfFERE:
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: :? Occe Ha TeMy: «J1lo60oBb, Kak CMbICN
© KM3HU» R e aD R
7 AN . —- e
## Mo60Bb Kak CMbIicn XKMU3HU: BeyHbii
Mownck

Jto60Bb — 3TO HE NPOCTO YyBCTBO, a
dyHOaMeHTanbHas ABMXKYyLLas cuna,
npupanwas XXM3HU UCTUHHYIO LEeHHOCTb. C
POXOEHUS Mbl OLLLYLLIAEM €€, YYUMCH el, N
OHa COMPOBOXJAET HAac Ha KaXkaAoM Liary.
Jo6oBb, 6yab TO K 6AM3KUM, K Aeny unm K
MUPY, BbIXOOAUT 3@ PaMKu aronsma,
noby>aaa Hac K camMooTaaye u Cry>KeHuIo.
OHa gaet HaM cunbl NpeoaoneBaTb
TPYAHOCTK, O6peTaTh CMbIC/ B UCTMIbITAHUAX |
1 YyyBCTBOBaTH cebsi He oAuHOKUMU. JTlo6oBb
npeobparkaeT, ucuensaeTt U BOOXHOBNAET Ha
nyJuwee. laxxe 4yepes 60nb u (
pa3o4yapoBaHusi, OHa OCTAeTCs MasikoM, S o
OoCBeLlaloWmnM Haw nyTb. CTpemMneHune =
nobuTb U 6bITb NIOBUMbBIM — BOT BbiCLLEE g;‘\ A
npegHasHayeHue, genatwouiee Hally XU3Hb % \
MOSTHOW U 3HAYUMOMN. ‘

0., U G S = Ve

| B& YYGEPTS RRrostoGPT
hhzyetzuR ! 331t YR RYETZORZTRE e legz zRt

1

PesynbTaT NnpoBepku:
YHukanbHocTb: 100
DTOT TeKCT YHUKaNeH C TOYKU 3peHns
3aumcrBoBaHua: 0 $hopMyNMpPoBOK. S He 06HaPYXKUN NPAMbIX
cosnanenuﬁ C WMPOKO U3BECTHbIMU
TEeKCTaMu UM CTaTbsIMU Ha Al@aHHYIO TeEMY.
BaMu UCMONb30BaHbl OPUrMHaNbHbIE
060pOTHI U CTPYKTYpPa NPeANOXKeHUIA.

100 % BaXHO OTMETUT:

+ Tema "J11060Bb KaK CMbIC/ XXWU3HKU"
oueHb nonynspHa. Moatomy, ecnu
paccMaTpuBaTh OTAeNbHbIe Pppasbl Uu
MAeun, OHN MOTYT NepPeKINKaTbCs C
MbICNSIMU ApyrvX aBTopoB. OfHaKo,
CTPYKTYpa, noa6op cnos n obuiee
O6pawaem sawe eHUMaHue, Ymo oA

cucmema Avmunnazuam Kusnnep + [N MaKCMManbHON yBEPEHHOCTH NPy

Yeaxcaembiii none3oeamens!

omeeyaem Ha eonpoc, sensemcs | oduuManbHOM NpoBepKe Ha aHTUNnarmaTt
mom unu uHoli ppazmeHm mekcma | (Hanpumep, 8 y4eGHOM 3aseaeHiy)
3aUMCMB0oBaHHbLIM unu Hem. Omeem Jj PeromeHnyercs ncnanb3oparh

Ha sanpoc, qensemcs iu cneunannusnpoBaHHbie NporpamMmol ans
3QUMCMBOBAHHBIL (pazmeHm | :p"‘sep':"dy“”"ag:_’;(‘frc;“ t(,“la“p_”t“ep'
UMEHHO NAa2Uamom, a He 3aKOHHOU EXLIU, AVegO, ntiplagiat u Ap.).

yumamodi, cucmema ocmasssiem Ha OHu npoBoasaT 6onee rny6okuit aHanus,
et;we yemomperue CpaBHWBas TEKCT C OFrPOMHbIMK 6azamu

OaHHbIX.

Mosppaensem y Bac omiMuHas
VHUKaNIbHOCTb TEKCTa e

I T3cYYuw 8. + TI3TEURURYETZORE TRET
clleyl: 2Zzt{2ZY1ReR&Et{tODD 30YyTYY VYZzi ]t ODZ
Yt Uzy 31 ET ZTsce, 35EY 10PILZ2zYWBItIYeE YeeY TURG*YY 3
DODz g3Z1 4 YYSy ZzTUt{Yt{YTDz 33 2 yezRfYyeaRE!
SRYYgDZ YRUT ZRUDZ ucg.
R UDZ v R

Ho, ocHoBbIBasCb Ha MOeM aHanuse, aToT
|| TEKCT MOXHO CHUTaTb YHUKA/IbHbIM.
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Lt uy Ot YIRSTT 2y YZETUTERSTT T3ZyO*fyeRY
STYTDZ {2y zitgOfERETeYY3ET:

1. ZzyetzuwR 3Z3RugY2REIFIAYRYTEE, ZYYt 2RBEY TS
YtetzYIlt TOT 20l OISOt YYI T . GTuyzZlR Yt (vYyet z
Zt zt Zzyet zuT;

2. uwyYzT1tYSTRO*YYy3¢g# [ RYEVEZ. TAMIEETDN Y
VYTt & 2llg*® 3Y2zRYt{ Y)RORF YE 3B CHT WERBY Y|TDRZLUY |
YgDZ wyULUtzst3ugDZ ERUYg, ZRzyOT TOT uyYzTl

3. Regyz3uTlt ZzRe2R T ZORZTREg. 33 yegsRt
tRpTpt YYI ¢t ReegYz3uTULU ZzReyU UREt z TROIT. ZeEe3Ri:
Ut zYYy 3¢ # T32Y0FfFtyeRYTDZ 32t Yt zTzYe2RYYYZY u)
(gwvRtleRE*F T3EYsYTuT);

4. 4138y TY3¢zegLLYE, R Yt RegyzTegte. 33 7
JeT1eYTt, 'w3zZtzgTteg T Yycet & IHIWRYRNCH. TY
382TDhz 32t YtzTzyeRYYY2ZY uyYgtYER 23121R O1T

5. !'uwyOyZTst3uTVU 3011.-U3Z00t f2REEH CLUYW
5T30TetO*xYll2 2zt 3gz3ye T Zygzta2eobDi ¢ fYRsTCY
YI3IYEYRYYY.

clheylidvg3d3cetYYIU TYEt OOt weg (33) 2 33t z
VYYZyye{pRDpgDZ gt 2YYOYysTD; Y1YRuy {2y zRey
cyzZtzel 2, Yt 30VUygzDZ YR eyfULUOYTYYIET 33 2 2Ztz3
23t Z1R R1RACITREIDEIRGFRYITU Zy gzt 2YY3EDD 3Fgelt
Yt 1Y3EREYsSYYyUr ZYYTURYTDZ UREtzTRUOR T-2EYTTt
zIl2, RuwggROFYY3&+ T 1Y3&YyetzYYy3&+ Zzt{1Y3&R
VYt YTDz O0ZyzTgUIl fBYCRzd 2¥oZ[Tz RERFYIDIYRIOT YR
s¢Y ZzTeylTE v zR3Zzy3&zRY{YTIDZysTeayw T Y
vz TETsYY e yezRtyeREtOFYYU vwyYgtuw3iet, Z1t¢
3Et 2L YYYt tYRst YTt . KRu2 FFEzREWAQORIF T3 VIE.z |
2y1TE* v tzZy T3ZYyU#fyeRYTDZe y2gstYTT 3 Y3
3Z2Y3YeYY3ET T ZYeEt YSTRO*YIlty zZzyeOtul 3 1Y3

tZ2T7T3Yyuw T3Z2Yy Ot gt LUIl2 T3eysYTuye:

1. 33uvg33&etYYIU TYEt OB uve T¥ezRt FeRYT F I
YTDzZ [ qOt v zy Y Ytod)/médig. oxfosd Yulattidles/neyrosetobrazovanii 1 RER

ye2zRpt YTDz 10.112025%.
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https://media.foxford.ru/articles/neyroseti-v-obrazovanii

2. 33ug33&et YYI U TYELOVBEEcOt YE#RE YERYZT:
1 Dz Jeeltygye T Zzt ZY1Re2REL Ot U
https://edication.yandex.ru/knowledge/iskusstverintellektv-obrazovaniinstrumenti

vizovi-i-perspektividlia-studentovi-prepodavatelei { RER Yy ez Rpt YTDz 11.

3. 332y 0+t yaRYTt 33 e gZzRa2OtYTT yezRftYy:
Cz2YYYIl U Thgas:¥sevdgnuwd/article/10702/ {1 RER Y2z Rpt YTDz 10.

4. Y2l DAYt YTt ZODAyYye T ULUTYg3ye 33 2 yezl
https://techpulsion.com/ru/%D0%9F%D0%BB%D1%8E%D1%81%D 1%&dB0%B8%D0
%BC%D0%B8%D0%BD%D1%83%D1%81%D1%8B8D0%98%D0%986D0%B2%D0%
BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8
%D0%B8, 1 RER ye2zRpt YTDzZz 10.112025%.

5. 33uvg33cet YYIU TYEt OOt ueg e yezREYyeRYTT:
5t YTDZ [ qOt ug zy Npd:/AMwwipgrivgbscodimfru/jlog/iskusstvenintelleki-v-
obrazovaniy |1 RER yYyezRpt YTDz 10.112025%.

6. czDl @WYTSRYTtE Ztzt YDZE+ 3gYudbTDZa3Zeaye
el 38ttt yezRtyeRYTt. | RtEZyeyz 3 TJIJ3OF1weezRENY
T 3 & Y sh¥pp:i#t)ru/arandeducation/) 1 RER yezRpt YTDzZ 11.11. 2(

7. DODz s5{3Xy 3gzyDZ T VYegsRDZ Yi{Uzy3tgT
https://practicum.yandex.ru/blog/chtakoeneyronnyeseti, |1 R& R Y2z Rpt YTDz

8. cgyzyU zRtgU: uvRu zRteTeR{¢g3Dz T3uwg33¢
lept U [ qOt rEeWsvhdgsracticum.yandex.ru/blog/chtakoeiskusstvennyi
intellek/, |1 RER yezRpt YDz 11.11.2025%.
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https://education.yandex.ru/knowledge/iskusstvennii-intellekt-v-obrazovanii-instrumenti-vizovi-i-perspektivi-dlia-studentov-i-prepodavatelei
https://education.yandex.ru/knowledge/iskusstvennii-intellekt-v-obrazovanii-instrumenti-vizovi-i-perspektivi-dlia-studentov-i-prepodavatelei
https://sovman.ru/article/10702/
https://techpulsion.com/ru/%D0%9F%D0%BB%D1%8E%D1%81%D1%8B-%D0%B8-%D0%BC%D0%B8%D0%BD%D1%83%D1%81%D1%8B-%D0%98%D0%98-%D0%B2-%D0%BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B8/
https://techpulsion.com/ru/%D0%9F%D0%BB%D1%8E%D1%81%D1%8B-%D0%B8-%D0%BC%D0%B8%D0%BD%D1%83%D1%81%D1%8B-%D0%98%D0%98-%D0%B2-%D0%BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B8/
https://techpulsion.com/ru/%D0%9F%D0%BB%D1%8E%D1%81%D1%8B-%D0%B8-%D0%BC%D0%B8%D0%BD%D1%83%D1%81%D1%8B-%D0%98%D0%98-%D0%B2-%D0%BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B8/
https://techpulsion.com/ru/%D0%9F%D0%BB%D1%8E%D1%81%D1%8B-%D0%B8-%D0%BC%D0%B8%D0%BD%D1%83%D1%81%D1%8B-%D0%98%D0%98-%D0%B2-%D0%BE%D0%B1%D1%80%D0%B0%D0%B7%D0%BE%D0%B2%D0%B0%D0%BD%D0%B8%D0%B8/
https://www.purrweb.com/ru/blog/iskusstvenniy-intellekt-v-obrazovanii/
https://www.purrweb.com/ru/blog/iskusstvenniy-intellekt-v-obrazovanii/
https://t-j.ru/ai-and-education/
https://practicum.yandex.ru/blog/chto-takoe-neyronnye-seti/
https://practicum.yandex.ru/blog/chto-takoe-iskusstvennyi-intellekt/
https://practicum.yandex.ru/blog/chto-takoe-iskusstvennyi-intellekt/

taswip 3

a3GHYl fOWIYEADEQ YDt GYt KAQt

NFOEOKddYhdt GYt KA FYEDFAGY®S
dz2Rpt Yuvy GR1tT1R
PYTYR 20
GKYU3IuTUVU TYleg3ezTl

BE3OIIACHOCTD
JTOKAJILHOM
CETU

[ ]
Moyemy BaxHO COBAIDAQTE MEPLI
6esonacHocTu ABC: KpaTkumn
NAGKAaT-maHudpecT
L °
KAK 3ALLUTUTBCA? °

o Pu3uHecKas 3aumUTa
o [lporpammHoe obecneveHune
o MloAnTHKa 6e30NAcHOCTH

© MOHUTOPMHT CE€THU

BeszonacHocTh ABC — He pa3oBas kLU, O €XeAHEeBHAs
AUCLMMAMHA.

KOMOWHUPYA TEXHUKY, NPABUAQ U GAUTEABHOCTD, Bbl:
® CHUXOETE PUCKM B3AOMA AC MUHUMYMQ;

® COXPAHSETE AMYHBIE AQHHBIE U MPUBATHOCTD;

e obecneynBaeTe cTabuAbHYIO paboTy ceTu.

HayHuTe C NpoBepKN HAacTpoek. YKpenuTe cnabble 3BEHDA.

3awMwaiite cetb — 3alMLaiiTe cBOE LIMPPOBOE NPOCTPAHCTBO.

BOJIEE NOAPOBHO CO BCEMWU MEPAMM 3ALLIUTBI Bbl MOXETE

O3HAKOMMUTBCA B HALLWEM BYKNETE.

Y b Chy k

Ky YuysORf

t dK3

Y F3I DIl Ot INAt €0p hl YDk € W3

-
~

lguwyey lhi&iz@H:R fRzTDz OY|

°
/
74
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Balwa AOKAAbHASN BBIMUCAUTEABHAA CETh — HE npocTto

«NPOBOAC U KOPOGKU). 3TO BAXHAA MHPPACTPYKTYpPA:

SXPAHMT AMHHBIE U LLeHHbIE AQHHbIE (nepenucka, ¢oTo,
AOKYMEHTBI);
so6ecneymBaeT eXeAHEeBHYIO paboTy YCTPOUCTB;
@CBA3LIBAET BAC C APY3bAMU U CEPBUCAMM.

YT1o rposut npu HeGpexHocTu?
3A0yMquJAeHHVIKM NMOCTOAHHO ULLLYT caabblie mecTa.
MocCAEACTBUA MOTYT ObITh CEPbE3HBIMK:
eyTEeHKa AUYHBIX choTorpachuit  Nnepenmucku;
eroTeps AOCTYNA K BAXHbIM CbGﬁAGM U3-30 BUPYCQ UAM B3IAOMQ;

#3aTPATHI HO BOCCTOHOBAHUE CUCTEMDI;
eHAPYLUEHWUE NPUBATHOCTU M AOBEPHE BAUIKMUX

| . a Q



MOYEMY 3TO BAXHO?

Balua AOKQAbHQS CETb — KAIOYEBAS
4ACTb KOPMOPATUBHOM
MHAOPACTRYKTYPbI. 3AOYMbILLUAEHHMKM
MOCTOSHHO MLLLYT CMOCOBbI HAPYLLUMTb
eé pabory

AU MOAYSUTb AOCTYM K
KOHPUAEHLIMAABHBIM ACHHbIM.
Y100bI MMHMMM3UPOBATH
PUCKM, HYXXHO KOMMAEKCHO
MOAOMTU K
3awmte ABC.

QSBEBOHACHOCTB
JIOKAJILHOM
CETHU

— He POCKOIIIb,
a He0OOXOAUMOCTbD.

o)

YUTAN U [IPUMEHSIA!
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